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© IBM Resear

Secure end-to-end transport
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Internet Security: Today

u Requirements

.« Integrity,
Authentication,
- Confidentiality

I
L g Commun | C at| on

= e tsecure” as
sending postcards

Internet

- EE
IR

i u User E qu | pment

. Standard PC:
Trojan Horses,
Virus

38



© IBM Research, {sti, wmi}@zurich.ibm.com, 97/09/29

Secure End-to-End Transport

SHTTP, SIMIME, MOSS,

Application EPGpg i PEM""E Application
EZE - 2N
- W

u Cryptography
. Shared/public key encryption (DES, RSA, etc.)

. Stream/document authentication by MAC (keyed
MD5, etc.) or digital signature (RSA, DSS, etc.)

. Restrictions: national security, law enforcement
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Cient

ClientHell o

Certificate*

C i ent KeyExchange
CertificateVerify*
[ ChangeCi pher Spec]
Fi ni shed

Application Data

Secure Sockets Layer (SSL)

Server

ServerHel |l o

Certificate*
Ser ver KeyExchange*
CertificateRequest*

Server Hel | oDone

[ ChangeCi pher Spec]

Fi ni shed
Application Data

Client

ClientHello

change ci pher spec
Fi ni shed
Application Data

-------- >
e e oo -
-------- >
o e e e
S >
-------- >
P
-------- >
S >

Ser ver

ServerHell o
[ change ci pher spec]
Fi ni shed

Application Data
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Anonymous Communication

u Hide relation between senders and receivers

u Basic “Mix-ldea”
u Redirect message via several “Mixes”

u Each Mix changes appearance of message
such that observer cannot relate in/out

u Sufficient traffic P anonymity
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Anonymous Communication

u Operations of a Mix

u Contents b Encryption

u Time p Delay or reorder

u Size p Standard packets

u Corrupt b Multiple mixes in
Mix sequence
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Anonymous Communication

u Cryptographic implementation

=<

7

7oy
g

on

u Simple mix message
u Bq(ry, Es(rs, m)))
u m encrypted for final recipient (pseudonym!)
u route (M, M,, M,) fixed or randomly chosen

M3
bi/
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Anonymous Communication

u Problem: How to send a message back to
anonymous sender?

p Anonymous return addresses
« S = Sender, R = Recipient
« S computes “return address”
RA = Ey(r, kq, E;(rs, ks, R)))
» R computes mix-message for answer m’
RA, m’
and sends itto M, ...
o« Mixes encrypt it as k(<. (k,(m’)))

u Efficiency: “short” anonymous channels
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