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Secure transfer of
digital originals
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Secure Transfer of Digital Originals
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◆ Owner / seller
◆ Protection of Intellectual

Property Rights (IPR)
◆ Prevent mass-fraud

◆ Cost-effective protection

◆ Buyer
◆ Secure against wrong accusations by sellers
◆ Authenticity of copies bought
◆ No negative impact on quality, performance
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Authenticity of a Copy

◆ Registration of creators
◆ by whom?
◆ semantics of certificate?

◆ Achieves “accountability”

◆ No guarantee for correctness

◆ No guarantee for honesty

◆ Several “code signing”
proposals

Creator RA/CA
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Copy Control

◆ Decrease incentive of making illegal copies
◆ Customization: specific info, interactive

presentation
◆ Short lifetime of information
◆ Cheap access to information

◆ Increase risk of distributing illegal copies
◆ Individualized authentication, watermarking
◆ Fingerprinting

◆ Prevent illegal copies
◆ Low-tech attackers: super distribution

◆ High-tech attackers: tamper-resistant hardware
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Superdistribution

•
•
•

•
• Register Consumer
•
•
•

Distributor

Clearing Center

Cryptolope Key

Usage Report

Cryptolope

Open

Request

Cryptolope Key

Pack Cryptolope with Content

Distribute Cryptolope to Consumer

Receive Usage Report from
Clearing Center

Consumer

Receive Cryptolope
• View Cryptolope Abstract
• Request and Receive Keys
•Use Content
•Distribute Cryptolope to Others

  Authenticate Consumer

  Create and Store Cryptolope Keys,
  Authenticate Packer

  Process Cryptolope Key Request
  Track Cryptolope Usage
  Log Events

  Generate Report for Distributor

Cryptolope to
other consumers

Key Server

Specify price and Usage Rules
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Cryptolope Transaction
Flow

Content

RML, FWL

EventsUser
Data

Content

Cryptolope

Cryptolope

Packer/

Distributor

Rule

Builder Abstract
Shared
Secrets:

Keys

Clearing

Center

Consumer
Work Station

License

Cryptolope

Buy

Cryptolope

Superdistribution
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◆ Content cryptolope

◆ Bill of materials
◆ Abstract, metadata
◆ Encrypted files + key records
◆ Rights management language
◆ Fingerprinting / watermarking
◆ Digital certificates

◆ Cryptolope types
◆ Content
◆ Buy = spec’s + consumer environment info
◆ License = keys + F/W details

Superdistribution
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Fingerprinting

• •

6 marks
= the fingerprint

◆ Different in each sold "copy"

◆ No significant change to data
◆ Usefulness for buyer
◆ Marks hard to find for traitors

◆ More tolerant against transformations than data

◆ Collusion tolerance

◆ Asymmetric fingerprinting

◆ Anonymous fingerprinting
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Fingerprinting

codeword
Pic

mark i:
4 pixels

⊕

1% lighter
or darker
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