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Executive summary

Cloud computing offers a host pbtential benefits to public bodies, including scalability, elasticity,
high performance, resilience and security together with cost efficienogetstanding and managing
risks related to the adoption and integration of cloud computing capabilities intéipbbdies is a key
challengeEffectively managing the security and resilience issues related to cloud computing
capabilities is prompting margublic bodies tannovate and some cases to rethintheir processes
for assessing risk and making informed decisions related toéhvisservice delivering model.

This reportdentifiesa decisioamaking model that can be used by senior managemengetermnine

how operational, legal and iafmation security requirementsan drive the identification of the
architectural solution that best suits the needs of their organisation. The main objectives of the report
are:

9 to highlight the pros and cons, witikegard to information security and resilience, of
community, private and public cloud computing delivery models;

9 to guide public bodies in the definition of their requirements for information security and
resilience when evaluating cloud computing

Moreover this report wants to indirectlyupport European Union Member States in the definition of
their national cloud strategy with regds to security and resilience.

The proposed decisiemaking guide helps the reader to comparearoaunity, private and public

clouds, and to decide on the most suitable IT service deployment model, the controls to apply and the
key questions to ask of a service provider in order to reduce the risks involved in migrating to the cloud
to a level that isn accordance with their appetite for risk.

The analysis is based on three possible cloud usage scenarios: healthcare, local public administration
and publiclyowned cloud infrastructure as a business incubator, as we have assumed that these use
cases ar®f particular interest for EU Member States.

The toolused in this report to comparsecurity and resiliencpros and conef community, private

and public cloud models is a SWOT analysis which, for an informezhsgek decision, has to be uke

in conjunction with the security assessment described in the ENISA @loarl Computing: benefits,
risks and recommendations for information securi®yblic bodies should always undertake a thorough
risk analysis of their specific applications in tomtext of the cloud model, and this report should be
considered a supporting document and guide.

As a result of our analysis, we have concluded that the cloud computing service delivery model
satisfies thanost of theneeds of public administrations, dhe one hand, since it offers scalability,
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elasticity, high performance, resilience and secutitgwever, many public bodies have not yet built a
model for assessing their organizational risks related to security and resilience. Managing security and
resiience in traditional IT environments is very challenging for public bodies. Cloud computing
presents some additional challenges. For example, understanding the shift in the balance of
responsibility and accountability for key functions such as governandeontrol over data and IT
operations, ensuring compliance with laws and regulations, and, in some instances, the poor quality of
internet connectivity in some areas of tiiropean Unioifl).

Thisshift to indirect governance and control over data diidnfrastructureappears to be an inherent
challenge in migration tthe cloud model (especially with regards to public clouds and SaaS
deployments) even though, as already stated by3N\(leg, in its 2009 repgrthe situation can be
improved by achiewig transparency in the market and negotiating appropriate terms and conditions in
contracts.

National laws and regulations in the Member States of the European Union currently impose some
restrictions on the movement of data outside national territory; mover, a problem exists in the
determination of the applicable body of law (governing laws) when data is being stored and processed
outside the European Union or by a rBtJ service provider. The main questions that each public
organization, and more genalty each EU centrglovernmentmust address are:

1 whether current legal frameworks can be changed to facilitate the communication, treatment
and storage of data outside national territory without exposing the security and privacy of
citizens and nationalezurity and economy to unacceptable risks;

T AT 42X 6KSOKSNI Y2@Ay3d OAGAT SyaQ RIGEF 2dziaARS
undertaken;

1 whether the tradeoff between the risks of losing control over data and the beneficial effects
of geadistribution is positive for them.

These considerations apply in general to all cloud deployment models (ie, public, private, community
and hybrid), but the impact of those weaknesses and threats varies depending on the specific internal
and external environmerf public organizations in different Member States and the deployment and
delivery model considered.

In terms of architecturefor sensitive applicationgrivate and community clouds appear to be the
solution thatcurrentlybest fits the needs of publidaninistrations since they offer the highest level of
governance, control and visibility, even though when planning a private or community cloud, special
regard should be given to the scale of the infrastructure. If a private cloud infrastructure does not

[N
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reach the necessary critical mass, most of the resilience and security benefits of the cloud model will
not be realised.

Of particular interest seems to us the case of the community cloud model since it shows the potential
to conjugate data and IT solutigovernance and controls with an high level of resilience, especially in
the case of a distribute and federated infrastructuse¢ Annex [)I

Thepublic cloud optioris already able to provide a vergsdilient service with an associated

satisfactory level of data assurance and is the most cost effective. Moreover publiotiers

potentially the highest level of service availability, due to the current regulatory complexity of

intra-EU and extr&U transborder data transferits adoption should be limited to nesensitive or

non critical applications and in the context of a defined strategy for cloud adoption which should
include a clear exit strategyAt the same time a number of emerging iattves, including CSA

Guidance, Control Matrix, and Consensus Assessment as well as the work of the Common Assurance
Maturity Model (CAMM]2) consortiumare pushing the yardstick on providing the transparency and
assurance that will allow using public etbmodel in more sensitive applicatians

Recommendations to governments and public bodies

1 Governments are recommended to adopt a stagg@groachin integrating cloud computing
into their operationsbecause the complexity of the cloud environmdmat introduces a
number of unknown variable®r which Public administrators (PAs) will need to build new
approaches to assessing and managing risks

Public administrators (PAs) at any level should consider system interconnection and
interdependencies (most of vith may be unknown) especially when simultaneously moving
multiple services to a cloud system(s). PAs should consider this caveat in the context of a
dynamically changing environment and a currently incomplete understanding of vulnerability
and attack mechnisms, and the complexity of related controls. PAs should not assume that
the successful deployment of an application in a cloud environment is automatically a positive
indication for proceeding with many other deployments; the security and resilience
requirements of each application should be examined carefully and individually and compared
to the available cloud architectures and security contrbighis perspective, the ability of
backtracking from the adoption of a cloud solution should be plannddrbanoving to the

cloud.

! The full list of recommendatiocan be found in Chapter 7
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1 National governments should prepari@ the context of a wider EU approaehstrategy on
cloud computing that takes into account the implications for security and resilience that such
service delivery models will have in the cexit of their national economies and services to
citizens over the next 10 years. The early adopters in each Member State should be seen as
possible test beds, but it will be essential to have, at least at a national level, a coherent and
harmonized approdtto cloud computing in order to avoid: 1) the proliferation of
incompatible platform and data formats (lack of service interoperability), 2) an inconsistent
approach to security and resilience, including an inconsistent and inefficient approach to risk
management, and 3) a lack of critical mass.

1 We recommend governments to study the role that cloud computing will play in the context of
protecting critical information infrastructures. It is not unrealistic to assume that cloud
computing, in all its possiblimplementations, will serve, in the near future, a significant
portion of European Union citizens, small and medsized enterprises and public
administrations, and therefore theloudinfrastructures from which services are provided
should be protecteds such. In other words, a national strategy for cloud computing should
aim to understand and address, among other issues, the effects of national andrajmaal
cloudsinteroperability and interdependencies, and assess the impact of possible cascade
failures, evaluate the opportunity to include cloud providers in the scope of already
announced reporting schemes (in particular we refer to the reporting mechanism introduced
in articles 4 and 13 of the newly adopted Telco PacKaj)eind to be preparefbor crisis
management in the event of lareggeale incidents of this nature.

1 We recommend national governments and European Union institutions to further investigate
the concept of a EuropeaBovernmentaktloud as a supra national virtual space where a
consistent and harmonized set of rules could be applied, both in terms of legislation and
security policy and where interoperability and standardization could be fostered. Moreover
such a European Union wide infrastructure could be used in the context af BEy@pean
mutual aid and assistance plan for emergencies

Aspublic bodiesvaluate the benefits and risks of adopticlgud computing, they should:

9 Assess their risks amtfine their requirements (possibly using as a support those suggested in
this repat) in order to identify which cloud solution matches their needs. PAs should also
consider human factors (eg, security and resilience awareness, resistance to new security
policy models) and legal frameworks.

1 Review their existinhformation security maagementpolicies ancgrocesgs and assess how
these would be addressed or supported in various cloud models.
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91 Define acceptable levels of service (a benchmark to evaluate parameters such as availability,
response time, etc)) for their requirements. Theyl wse the benchmark(s) to measure the
performance of their servicesdentify the set of controls and their degree of specificity
needed to reach a minimum acceptable level of data assurance and services resilience.

1 Make sure that all the essential seayriresilience and legal requirements are detailed in their
service level requirements and specified in their service level agreements.

1 Have tools, methodologies and governance structures to, for example, assure due diligence.

1 Ensure that satisfactory tetommunication connections, critical dependencies (eg, electricity),
processing power and storage capacity are guaranteed and maintained.

Check the priority for the resumption of thiglkrrty communications and cloud services in the
event of a disruption.

1 Test the business continuity plan along the whole services supply chain.

Finally, cloud providers and independent service vendors should consider the recommendations
included in this report as a possible source of information when aligning their busifiessand
@t dzSa LINRPLRAAGAZY 6A0GK dzaSNARQ ySSRa | yR NBIj dzh N
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1. Introduction

Many ministries, governmental agencies and public administrations (PAs) outside the European Union,
eg, in the USA, JaparBingaporé4), and many other countries, are noywgroaching the cloud.

The main reasons for this choice are very well summarised in the docuBteset of Public Sector

Cloud Computing N2 Y GKS ! { CSRSNI}f /KASFT LYF2N¥IGA2Y hTFTFA
potential to greatly reduce waste, increa data centre efficiency and utilization rates, and lower

2LISNF GAy3 02aiaodo@GRsdbmdceyuntiesKksGeh & dablBK, Sehryark,) agdihe y

Netherlands, as well as the European Commig@pfy), are analysing the cloud model and working

onthe definition of their strategies.

In May 2010, the European Commission publisheBigital Agenda for Europ@) which states that

W xhe Commission will ensure sufficient financial support to joint ICT research infrastructures and
innovation clustersgevelop further elnfrastructures and establish an EU strategy for cloud computing
y2ilrote F2NJ 3208SNYYSyild FyR aOASyOSQo

At the same time, in the private sector, the number of companies using the cloud continues to grow
rapidly, and the maturity of offersiincreasing with the introduction of new services.

According to Gartner, worldwide cloud services revenue is forecast to reach $68.3 billion in 2010, a
16.6 percent increase from 2009 revenue of $58.6 billion. The industry is poised for strong growth
through 2014, when worldwide cloud services revenue is projected to reach $148.8 billion

Given the above policy and business context, ENISA believes it is important to provide guidance on the
security and resilience factors influencing the choice for (or dmtisgainst) cloud computing

solutions for public bodies and organizations. For this reason we decided to support public bodies by
mean of a comparative assessment of different approaches to cloud computing.

This report represents a followp to the 2009 BISA reporCloud computing: benefits, risk and
recommendations for information securjyn which a risk assessmentabbud computingbusiness
models and technologies was conducted. The result is-deith and independent analysis that
outlines some ofhe information security benefits and key securiisks ofcloudcomputing The

2 In Japan, the Ministry of Internal Affairs and Communication (MIC) is building the Kasumigaseki Cloud in

order to optimise operations in central governments. The Ministry of Economy, Trade and Industry (METI) has
built the 3SaaS and the-BRIETI Idea box. There are several existing or planned cloud projects in the government
and business sectors such as finance, airlines, communications, water, and a number of other projects.
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report also provides a set of practical recommendations.

Both reports,Governmental Cloud: making an informed decisiod Cloud Computing: benefits, risks
and recommendatios for information securitwere produced in the context of the Emerging and
FutureRik Programme.

For other ENISA waosln the area of resilience, s¢€8)

1.1.  Structure of the reportand how to read it

The report is structured as follows:
Chapter 2 describethe objectives of the report, the method of analysis and the target audience.

Chapter 3 presents a simple model for decisimoakers, and describes the first three steps in the

process, namely the identification of the security and resilience parametts 2§ the identification

of the operational and legal parameters (Step 1) and, finally, the available architectural options for IT
services (Step 3). It should be noted that the steps are not presented in their logical sequence; we first
introduce our adience to Step 2 and then Step 1 of the process, as security and resilience are the
main focus of this report.

Chapter 4 describes the fourth step of the model, the comparative assessment, and a general SWOT
analysis for community, private and public cleud provided.

Chapter 5 offers a demonstration on how to apply the first five steps of the simple model for decision
making by considering four sample services taken from the three scenarios considered in the report.

Chapter 6 describes the actions to taken and the controls to be considered with respect to
information security and service resilience when preparing a request for a service proposal.

Chapter 7 proposes a set of recommendations in the area of information security and service resilience
for national governments and public bodies evaluating cloud options.

Finally, the following documents are included as annexes:

Annex I: Legal analysis

Annex Il: Scenarios

Annex lll: Reservoir architecture

Annex IV: List of threats to be used as a supportivaidwent for performing an huepth risk
assessment

= =4 4 A



*
-k**

*
Security & Resilience in Governmental clouds : enisa K]

| European Network
! and Information

. . . Security Agency
Making an informed decision

As this report is targeted at several diverse audiences, the reader should consider that:

9 Essential information can be found in the executive summary and key recommendations at the
beginning of the report

91 Information for norexperts can be found in a story telling format in the introductory scenario,

Detailed analysis can be found in the main body of report

9 In depth analysis can be found in the annexes

=



x
%" %

*
: enisa Security & Resilience in Governmental Clo!

European Network
and Information
Security Agency

Making an informed decisit

1.2.  Anintroductory scenario: Making a decision

The Minster of Communications and Technology was frowning and tapping his fingers impatiently on

his polished desk when his assistant opened the door and brought in the task force. The assistant
introduced them:Pauloand Hardizon from the private sector; Apikpravacy advocate; Hitch, head of

0KS aAyAaiNRQad L¢ RSLINIYSYUOGT [dzZiKSNE GKS aAyAa
Financial Officer; Veeraswami, an independent auditor.

GLQY y20 KIFLIL®R Foz2dzi 0 K)\ & aA iRz G2A2yNR 3855 SINISaY Sy s

flrRE® LQY RAAILIRAYGSR GKIG @2dz 6SNB dzytotS G2
GKS t NAYS aAyAadSNI 0KIG 68 aKz2dZ R Y2@S [ttt 3208

X«

Hitch delicately put a 30pagerep®NJi 2y (G KS aAyAadSNDa
i

Sa1 l'yR éf)
GFrail F2NOSQa O2yaARSNIrGA2yas K LINR & | 2

S yR O
CKS aAyAatiSNRa Faaratlyds CSNByO
read anything longerthd (62 LJ 3Sadé

S tSIySR (26!l N

z

G2Stfx GKSyZé &alFAR | AGOK® 4L OFy &adzy dzLJ GKS Sy
gra S@PSyte RAGARSR® , 2dz gAff ySSR G2 YI1S (G4KS R

¢t KS aAy’Aé[’]SNJfZE‘ISﬁQ Fd KA& &I (OKehthebey pointa. Filstof NB I f
F X & K2¢ YdzOK gAftf 6S Odzi 2dzNJ L¢ O2aia AF 6S

(@]

CdzRIAS &aL}R1S dzJd a! 20 aAyAaidSNE |othelzi dn LISNI O
government. Each public institutidras its ownT department, staff performing the same functions.

Plus their own servers. Sometimes with proprietary services, sometimes using publicly available

services. If we consolidate all of our storage and services on the cloud, there are operational efficiency
JrAya (G2 0SS KFER® 2SS g2dA RyQi KIFI@S (2 tA0SyasS (K
department. We could downsize the IT departmentge could cut our IT costs by ab@f billion

euro per yea10). We could pay for the service we actualbe, rather than paying for something

whether we use it or nb Plus we could mark it down as an operating expense, rather than a capital
SELISYRAGAINBE &2 Al ¢2dA R YIS GKS 328SNYyYSyiQa

GThe IT department would also enjoy bengf followed Hitch.dUsing cloud as a development and
testing bed, wecould significantlyeduce the time and cost of new service developmént ¢ 2 dzf Ry Qi
have to wait untihew machinesare delivered, nomwould weneed toproduce estimatesf peak
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capacdiy loads becausthe cloud is scalable by its natur€he cloud might just give oataff agility in
preparing new services.

OEOSHIQWRIAGKS aAyAaidSNE oNBIF1AYy3 Ayid2 I &FGA&EFASR
NEFOK | O2yasSyadaké

Veeraa 6 YA aYAf SR aSNBySteod a¢KSNBEQa y2 R2dz i I 062 dzi
a matter of cost saving3he benefit could be significarfthere are some, shall we say, hidden costs
andssuesl KI G Ydzad tfta2 oS FFOG2NBR Ay X¢é

& dzOK ked tieMinistér.

GazRAFTAOIGAZ2YE (G2 SEAA&GAY3T lostdfinhedibte cordrgligsaranéer & I & G S N.
F2NJ RIGI f2a4a4SaX | YR LIS NKEutddeantlBull providerd, JgeNdtehoyfhie f @ 0 @
opportunity to develop nationaD | LJF 6 Af AGASas a2 GKSNB A& 'y 2LILRNId

¢ KS aAyAailSNI 3 NHzY odndimangibie issdtSANNEL RAAFHFA OQIZ &ili di 2 O2y @S 8

GLGQA y20G 2dzald | ljdzSadAaz2y 2F Ozadaxée alARs! LIA1I A
RFEGEFEEZ 2F Lttt AdG&a OAGAT SyaQ RIGF® [ 2dz 62dAf R KI @S vy
world LG O2dzf R 68 &0G2NBR Ay | O2dzyiNBE ¢ KSNBagihek S&@ R2Yy
how the press would react if they discovdrthat an unsafe third countrywas mining all of your data,

your state secrets,qur personal data. Thescand@ dzf R aAYy | @2dz2NJ 32FSNYYSy i b

G/ 2YST 02YSZé al AR | I NRAT 2y & Wé&ltokhBusd@ Zacilified iny SSR (i 2
ways that the lav allows, and EU law allows some flexibility to us. It isréhiynonednterest for us to

put your data somewhere inappropriate, and there's a limited list of countries where we have

appropriate facilities anyway.

GL [jdZAGS FINBSI gdAyma kSR (AN OR df dzi AGENIDzZS ® ¢ KS I 2 ¢
which specifies where the data could be stored. It would have to be somewhere in the European

L YA2Y D€

|

G{dzZNB>X &dzNB>Xé¢ alAR !'LIA1 P a.dzi €2dz ¢g2dzZ Rth&k| S y2 &
O2y (NI Ol 2NJ y2idé

G¢KFGQa (NHzSZ¢ alFAR SSNIaglYAdP GCNRBY 2dzNJ aiddzRe >
32S53ad¢

I F NRAT 2y ay2NISR® a¢KIGQa y2G dGNHzS® 2SS OFy [H3INBS
backed up only in EutdS @ ¢
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G.dzi GKS LRAYOH A
|.

> (progeNgeriddmanéeof tiiebrirack of knowitzgrikhéra v 3
GKS RFEGEF A& I @

a
y& 3IAGSYy GAYS 2NJ gK2 | 00844 A
G 2dzQf t KIF @S a2YS (y2@ht8REEDA0 S Oy Az SHRANTI A& AT SA
saidPaulsp daé& O2 YLIJI yé Zaree@dNi tiknbugtydthds The éntry®df our competitors.
¢tKSNBQa y2 gle& S O02dZd R IABS gl & 2dzNJ O2YLISGA (A

Ge¢KFG YIFEe ¢St oatterweraaldisription &f So@d&sort it Claimi A ok e found

their servicesunsatisfactory, and we wantet switch to Cloud B, it would be virtually impossible

because their systems are proprietaryhich is another way of saying they are not interopdeab
¢CKIFiQa Y& YIFIAY O2yOSNyo 28 g2dfd R 6S t201SR Ayi?z

G, SIFKZ¢ aFAR !'LIA1® al 2¢ ¢2dd R GKIFIG 32 R246y 6A0GK

G52 @2dz YSIYy (2 &aleézxé¢é FalSR (KS aAyAadSNE adkKlk
satisfied with their serice or if its service was disrupted, we would not be able to take our business
St aSeKSNBKE

Gb2G NBFffex aAyAaldSNW» azad Of 2dzZR LINPOARSNE Kl @
they are known, which basically means that applications ateeasilyLJ2 NIi I 6 f S | *ONR &a Of ;

Gl YYZ L R2yQG tA1S GKS &a2dzyR 2F GKIFIGXé YdaAaSR (K
in some new regulation, to force prowts to standardise thesé K Gt RAR &2dz OFftf {(GKS

G¢KS 1t LAKBI&IWSE @%zid ra f2y3 +a GKSe& INB 2LSy
3SG LRNIFoAftAGed LF @2dz GNB G2 YIS daAa adl yRINR
including our upcoming EU competitoredides, your current bespoleysems have far more serious
restrictions, which is why you have so many problems. 8itlQd 06S K2 yPauloli 2 ¢ SEK2 NI
FGaSYLIWGAyYy3a G2 G1r1S | yS¢ GF0O1 Ay GKS RAaOdzaarzy
and your data would be availabheore or less all the time. We offer 99.5 per cent availability whereas
LQ@S 4SSy az2YS ydzyoSNE icéskre fowkedrAearShatigosdl 2 S NY YSy i

GwAIKGZ a2 KIFEI@GS LXé alAR I INRAT2yY y2i0 (2 0SS 2dz
big IT projects that run into trouble. Schedule and afttn overruns. If you were to switch to our

6/ dINNByidGf e y2 aidl yR ladyBoncered aftiby\dSPsdd dévElopy Bblglitaua and dorSisk@ht API
acrosscloudgsk YR GKI G YI18a LRNIAYy3 2F |y LI AOFGA2Y | ONRaa tlhl
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Of 2dzR T OAf AGUASAY @2dz O2dzA R AKATG GKFG NRal G2 2d
shoulders as if to illustrate the point he was nraki

Gad O2YLIl ye& LINE GupfoStievefa?hackR iizd @Pautitl ddROR Ay RAFFSNBy.
O2dzy iNAS&x F2NJ SEFYLX ST Ay 9dzNRLIS yR GKS ! yJAdSR
massive power failure, like the one that started in Genya few years adpand cascaded right the

gre& R2gy G2 {LFAY YR t2NIldaartsz ¢S O02dAZ R RSt @Al
we put them in several basket® £

GLF L YIe AYyUSNBSYyS> aiyhiailSNEisparate aciions witlingls NI a2 K A
ensure resilience in the event of a disruption in power supplies like the one in Germany, they also raise

some jurisdictional problems. We may not ha&8ade harbour agreements in place with some of those

third countries. Thuspur government data would be subject to the laws and regulations of other

O2dzy G NK Saoé

GOEIFOGfez¢ alAR LAl P G/ f2dzR LINPOARSNAB 2LISNIGS |0
GKSY aK2LILJAY3 I NRdzyR FT2NJ 4KS Y2aid Tl @2dz2NIX o6t S NBAA

Lutherdid®d GF 1S 1AyRfé& (2 o0SAy3 AyiGSNNUzAIi SR o6dzi | a !
LINA @ O& | R@20FGS FyR ¢Syi 2y (2 KA&a ySEG LRAYyGY 6
SYy¥2NOSYSy Ul FdziK2NAGASAa 3ISGaGAy3a | O0Saa G2 GKS RIF
GhNJ GKS % RIHZRIAKBEIIt 9S4 YAIKEG YAYyS GKS RFEGFZE &l A
GKFG 3F28SNYYSYid RIFEGEFE ¢2dAd R 0Sdé

G¢eKFGQa NAPRmDIz 2 dz25¢ SHBYRAYy adAg GAYyIde

"My apologies," responded Apik, "l realise that your reputation is extremely va@addl there's no

benefit to you in ruining it by mining citizens' data, but an unscrupulous provider might consider that."

"Perhaps, but there's the same risk from the companies you pay to build, write software for and
manage your existing data centres.&@tl more of a risk as you're undermining their business model
by even considering real cloud systems. | agree you need to consider the risk, but why would we
destroy a valuable business by behaving so stupidly?"

"But there's another concernparried Apika L ay Qi A 0G0 G NHzS GKFGX Fa | | NBad
Canadian government instructed departments not to use computers operating within US borders,

DN} KFYS 51 @Ss yR ' ffly 1 If8% af2 0% RU0 ddhé OMFIBNOBMICE IS & B NJ
http://news.scotsman.com/international.cfm?id=1640182006
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because it had concerns about the confidentiality and privacy of Canadian data stored on those
computS N& K ¢

CSNByOSs (KS aiAyirali
F3FAYyY K2LISR (G2 RSTdz
GKS Of 2dzR YA3IK(G o0Sod¢

> aSSAy3 GKI G
AGY at SNKI LA @

Q)¢

a1y
I.

w >
QX
(@]

<, o

GD22R ARSI %éd &arR/AIEAGNGRNET 2NBaAf ASyO0S Aa yz2i 2yt e
centres. The fact is we have some of the top security experts in the world working to ensure that only

F dzi K2NRASR LISNER2YYSt KIF @S | OO Snpdssiblefor aatiddsth A G Sa |
LISYSGNI GS 2dzNJ aSOdzNRGez 020K Ay LIKeaAoOrt FyR Oe

GOEOSLII GKFG Al KFa KIFILIWSYySRXéE aFAR I AGOK® daLy

data from the time it is generated and while it is in transit to theud and having access to it 24 hours

a day, seven days a week, 52 weeks a year. No security is perfect. By centralising storage and services,
GKS NAal Aa GKIFI{G @2dz aAYLi & LINPOARS | o0A3IASNI GF

"l agree no security is perfect, but govemant systems are attacked and penetrated even more often.

We may make a bigger target, but never forget that we can also then build stronger and deeper
defences than individual IT departments can ever hope for, as ENISA pointed out last year, size gives us
major security advantagessaidPaulo

Gal @06SX odzi Of 2dzR LINRPPGARSNAE VYdzad O2yiSyR gA0GK O
GKNBFdGa 2dzad tA1S lFye 2NBFYyAadAlGA2YyS¢é &FAR 1 AGOK
G ¢ NUzS Paulea laoRizi ¢S Ff a2 aONHzi A yharér§orcisighidan e & LISOG A €
government. And, because of the way our systems work, far fewer people are involved in managing

our systems than have access to the data in systems you manage for yourselves.

G.dzi 6K2 aONdMziAyArasSa e2dzKé FalSR (GKS aAyAraidSNw
Apik,rehR a KAy3 GKS Y2YSyid>X 2dzYLISR Ay I3lLAyd a! 3T22R
GNJ yaLI NByOe o62dzi Of 2dzR LINPPARSNEQ aSOdaNRAGe YS
valuable, and sometimes critical data, yet no one knows what nreaghey take to protect that data.

I £FO1 2F GNIXyaLl NByoOé Aa | NBOALS F2NJ I fI 01 2

® Mather, Tim, Subra Kumaraswamy and Shahed ICGitifjd Security and Privaty h QWS Af f @ aSRALE33{ Sol &z
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G283ttt gKIG | 02dziPalilksE | 258 REB 8 RUNNBAYR YRR G2 GKI G L

GLGQA ljdzA 0 S & APAUdGS/azQH A y AFRINENIES anSA RF2NJ al @Ay3d az2o
1y26 o6KFG aSOdNAGe YSIadaNBa ¢S KIS Ay LIl OSe 28
G2 LINRPGSOG e2dz PYR 2dzNJ 2 KSNJ Of ASy(aoé
GLYRSLISYRSY (X GKANR LI NI éswandzivé iddgendem Bhirdpdéts | v a 6 SNE ¢
auditor.

G! dzZRAGA INB AYLRNIFYGEZ L FAINBSZE alFAR [dzi KSNE &0 d:
FNB 6KFIG 6S ySSR G2 3SdG GKFEG NRIKGDE

G¢KSe | NBZé IlcammBibyBoud drakiders ustiallyddyioffer a vanillaflavour contract.
,2dz GF1S AG 2NIESIFE@GS A0d hLIRNIdzyAGASE 2F yS3aA20Al

¢KS aAyAaidSNI INHzyot SR F3FAyYyd &L FeonfrdcShatisg I y (i 2 dzNJ 6 dz
satisfactory fous, thatappedl B &l GAa¥IF OG2NBE G2 (GKS Lzt AOX YR ¢S
regulation and standards. If you want to operate in our country, then you meet our standards and you
O2YLX & 6AGK 2dzNJ NBIdzZ | GAZ2Yy &adé

I F NRAT 2y y2RRSR KAa KSIR& ah¥ O2dzNBESZT aAyAadSNE 2

GL R2y Qi dzadzZfté& | 3INBS AGK Y& FNASYR | NRAT2YyZ a
fA1S G2 NBYAYR (KS aAiyAhaiiStbetefregildticn, tdesr&NafiohS y i Qa O
andi2 FTNBSAYy3I SyiSNLINR&SPE

GdaAyAiail S NBEavedondke R BcogfirBendation to the Prime Minister to migrate all
government data and services to a claydr nothing at all. You could recommend a phased
I LILINR | OKZ ¢ &dz33Sa0SR | AGOK®

452 O2y GAydzsSSoé

G2 KFEG L YSEy Aa GKFG ¢S rices, duit mot evekyfingraliddonée2Ta® R G |
would be very risky indeed. A better way would be to migrate some data and servicessblamtial
stuff, | mean, norcritical data. Say tourism and public works. By gaining experience through such a

4! yiAt yageden relfctari to ghare information pertaining to platform security using the argument that such

security information could provide an advantage for hackers. However, enterprise customers should demand transparency

from CSPs and seek information netelse (12 LISNF2N)Y NR&a] FaasSaayvySQuvaiheretsilRp. 2y A2Ay 3 &
56.



20

*
f**

*
s enisa Security & Resilience in Governmental Clo!

*

European Network
and Information
Security Agency

Making an informed decisit

first phase we could then make a determination whether we should proceed to the next phase, where
we might migrate more sensitive data, for example, social services and HgalthhlS R G | ®¢

GD22RX L tfA1S AGde IS £221SR INRdzyR GKS NRB2YD «a

The Minster was about to wave the task force aw@kie had a heavy schedutebut before he could,
I AGOK aLl21S dzZlly daAyAadSNE L (GKAYy]l @&2dz2Q@S | OKAS
Gg2 tAGGES GKAYy3a GKIFIG ¢S aKz2dZ R 0SS Of SIFNJ |6 2dzi

The MinistdNE ¢ K2 KIFIR 0SSy LJX SFraSR gAGK KAa oFy3aAay3d K
GKSe& o0SK¢

(et

G2Stfx L GKAY(1l GKIFG Ay RszéuitNdechanic? det iRplasich akNS  dza
encryption, digital signatures, hashing, etc., in ordeathieve a satisfactory level of confidentiality,
integrity, availability and noNJB LJdzZRA | G A 2 Yy @€

The Minister was unsure what all this meant, but it sounded reasonable.

L I INBST aAyAadaldGdSNEé¢ alFAR [dzi KSNE GKBoththW&Sy SNI £/
security of data and resilience of service, but we also need an agreement that clearly establishes which
f S3ALt 2dz2NAARAOQUGAZ2Y gAff LIWIXE IyR dzy RSN g KAOK O

G{ dzNBf &3> 2dzNJ 2dzNA 2Rikigei. A 2y AT | LI &Zé alAR (K

G,Saxr 2F O2dNESZ¢ alFAR [dzZiKSNXY a&. dzi A0Qa y20 | dz
up our data in Iceland or Canada or wherever, then we should have an enforceable agreement that
specifies the types of data and which sees can be transferred outside our country. We should

establish a level of assurance for each category of data and service. In concrete terms, that would

mean that sensitive data could be transferred outside our country only if certain conditions are met.

¢KS aAyAaidaSNI aONX 6OKSR KA& KSIR® a4, Sazx GKIG &2 dz
[ dzi KSNJ OF NNASR 2y® 4LFT ¢S FAINBS (2 GKS GNI yaFSN
imply that a strong relationship of trust exists between our governments. We might meee than

that. We might need an international treaty that provides for full control over data location and

jurisdiction. We would need a bilateral or multilateral agreement between our government, the State

where the data is backed up and the governmehthe country where the cloud provider has its

primary legal base. That agreement should contain provisions for the regulation of subpoena and e
RAAO02O0SNE D¢
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2. Objectives and analysis

This report has a twofold objective: th) guide public bodies in the definition of their information
security and resilience profiles, andthe evaluation of the NIS strengths, weaknesses, opportunities
and threats of cloud computing service delivempdels and 2)to indirectly support Member States in
the definition of their national cloudtrategies with respect to information security@service
resilience

In this reportpublic bodies wilfind ideas and tools which are meant to facilitate their answer t
following questions:

)l
)l

What is the value of a governmental cloud solution in terms of resilience and reliability?

Can the cloud senacdelivery model offer at least the same level of security and resilience
that public organizations (local and regional public authorities and healthcare authorities)
currently have?

Which deployment model (private, public, hybrid, or community), if @est suited for a
specific public administration?

Which is the best match (if any) between service models (laaS, PaaS, SaaS) and services (eg,
online collection of medical files, online tax payment, and other less critical services, such as,
backend,HR, payroll, and-&arning)?

How can public administrations ensure effective controls over security and resilience? What
forms of audits, SLASs, financial penalties or incentives, etc, will work best in providing
adequate assurance?

Who should be liable fovhat aspects of policies related to security and resilience in a typical
government cloud deployment?

Which rules and regulations have to be observed? Which duties and obligations have to be
fulfilled?

Is it realistic for governments to plan and deplamvgrnmental clouds using currently available
technology? What are the main open issues that have to be addressed in terms of security
and resilience before government clouds can be deployed operationally?
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2.1. Target audience

The target audiences of this refi@re:

1 CEOs, CTOs, CISOs and other ICT staff members in EU Member States evaluating the
information security, resilience and reliability of a governmental cloud;

91 public bodies in the EU (local and regional public administrations, agencies, local healthcar
authorities, etc) evaluating the costs and benefits for a public administration considering
migrating to a cloud;

9 European Union policymakers deciding on appropriate policy and economic incentives,
legislative measures, awarenesssing initiatives, etcvisa-vis cloudcomputing technologies
for governments and public administrations;

9 cloud providers and cloud VAS (vakeded serviceg including security) providers trying to
achieve an early understanding of the needs and requirements of centrairgueats, public
administrations and citizens.

2.2.  Analysis method

This report contains three fictitious usmses or scenarios that describe:

1 Alocal healthcare authority implementing electronic healthcare records and otkenaces.
This scenario aims t@pture the requirements of services dealing with more sensitive data
and stricter needs for resilience.

1 Alocal public administration rolling out new services for citizens and evolving existing ones,
while consolidating its internal IT infrastructures goldtforms.

1 A central government planning the creation of a governmental cloud as a subsidised platform
for stimulating business innovation.

The data to build and refine the scenarios were collected from:
five local healthcare authorities (ltaly);
a natimnal healthcare authority (The Netherlands);

a local public administration (Spain);

= =4 =4 =4

IPAC Information Technologies Promotion Agency, Japan;
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1 ELANET (CEM&European Network for eGovernment and Information Society (supported by
the Council of European Mungpailities and Regions);

9 adata protection authority (Greece);
9 aquestionnaire distributed to qualified sources in public administrations;
9 an open online consultation.

The definition phase for the scenarios (please note that the three scenarios can beirfichmaex [)
was followed by the analysis which included the following steps:

9 definition of a simple model for decisianakers;
9 identification of the business, operational and legal requirements and constraints;

1 alignment of ifiormation security and resilience requirements with business, operational and
legal requirements;

9 description of the IT architectural options available;

9 analysis of the strengths, weakness, opportunities and threats of cloud delivery models based
on securly and resilience parameters;

9 identification of specific security, resilience and compliance requirements for the four (4)
sample services described in the three (3) scenarios;

9 scenariespecific comparative assessments (based on SWOT) of cloud deployaagism

9 definition of recommendations, which include a set of controls or questions that should be
used both in the design phase of a service and for monitoring compliance with the service level
agreement.
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3. Model for decisionmakers

This chapter proposes simple model to support government decisigrakers in their approach to a
cloud computing service delivery model. The idea is to guide public administrations:

1 the identification and collection of their business, security and legal requirements;
1 the definition of their service level specifications and service level agreements;

9 the identification of the solution that best addresses their needs;

1 preparing a proposal for a requekir-service and establishing their mitigation plan.

In the description offie simple decisioimakers model, we stress the importance of the requirements
collection phase which is a key factor foritaka final informed decision.

In general terms we can state that the implementation of new governmental services and the
evolutionof existing ones are conditioned by:

Internal environment
9 mission and business requirements
9 financial constraints
i status quo
External factors
9 available technology options
1 expectationsof users (citizens, private companies, patients, etc) and publicapini
1 existing laws and regulations at both the national and European Union levels

The variables mentioned should be considered when aligning an information security strategy with the
business goals of a public institution. They should be the main drivélre ofefinition of a risk profile

for a public organization and therefore the main drivers in the determination of the level of maturity in
information security and resilience the organisation demands for service provisioning.
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It is important to note thathe security and resilience objectives and needs of an organization should
be identified clearly (eg, total services availability = 99.9 %) on the base of quantifiable metrics (eg,
total availability each monthjjefined through an SLAs antbnitored on aconstant basis

A fundamental part of the decisiemakers process is to perform a comparative risk assessment (at
least a SWOT analysis) in order to achieve a sound and informed decision that takes information
security and resilience into account frotmet planning phase of a project.

Organizationsni their approach to service provisioning, will eventually use a deeisimking model
similar to the one described in the figure below.
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STEP 1 STEP 2 : ST!EP 3 .
Business/Operational, Security and Resilience IT services i Architectural
Legal and Regulatory parameters options and Delivery

variables models
\
v v
STEP 4

Comparative Risk Assessment
(SWOT or Risk Analysis &
Assessment)

v

Select
IT Architecture

A4
STEP 6
Prepare Request for
Proposal (RfP)

Select
Partner-Provide

FIGURE: DECISIN PROCESS

Figure 1 shows how operational, legal and information security requirements, as well as budget and
time constraints, drive the identification of the architectural solution that best suits the needs of a
public administration, agency or healthcaaathority (Steps 1, 2 and 3).

By architectural solution, in this report, we mean either: 1) public cloud, 2) private cloud, or 3)
community cloud. Each solution can support one of the delivery models: laaS, PaaS, or SaaS. The
hybrid cloud architecturalaution was not considered as it represents, in our view, a second step in
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the cloud approach, since it combines the use of different cloud models. The hybrid cloud architecture
as a solution shall thus be neither qualified nor disqualified. Yet we sedigtiection between public,
private, and community clouds as the key criteria in identifying and deriving lower limits regarding the
differing security aspects. In the second phase of architectural design, a hybrid approach might be
taken while respectinghe outcome of the foregoing analysis.

The most appropriate model, as far as security and resilience are concerned, is identified by
performing a comparative assessment based on specific security and resilience criteria which are
derived, directly or indectly, from the essential requirements of a service (Step 4).

Assuming that the risk assessment in step 4 confirms that a cloud solution can be considered and once
the architectural solution has been identified, the next steps are: the identificatitmea$pecific

threats and weaknesses of the selected IT service model (step 5), and the preparation of a request for
a proposal in order to select a business partner, service and/or product provider (Step 6). A safe and
cautious approach to this selectiotep would be the identification of a control checklist that should

be used to compare and assess the proposed services and solutions.

3.1.  Security and resilience parameters

In this section we offer some possible variables to consider for understanding thigeeeunts of a
given service.

As already mentioned earlier in this report, we first present Step 2 as information security and
resilience are focal points of our analysis.

STEP 1 STEP 2 . STEP 3
Business/Operational, ’ Sacurity and Resilience IT services —Architectural
Legal and Regulatory parameters I options and Delivery

variables | maodeds
I — o — i- — o — I
¥ ¥
STEF 4

Comparative Risk Assessment
[SWOT or Risk Analysis &
Aszessment)
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In paragrapt8.1.2 decisionmakers will find a set of security and resilienceatsles which are likely
to be considered when defining their requirements.

Endto-end secure and resilient service

Resiliencés the ability of a system (network, service, infrastructure, etc) to provide and
maintain an acceptable level of servicdlie face of various faults and challenges to
normal operation.

Securityis the ability to potect information and information systems from unauthorized
access, use, disclosure, disruption, modification or destruction and to respond and recover
in case of fault or inciden(12).

In this report we assume thatatasecurity andserviceresilience are considered when defining the
acceptable level of service for each organisation. Hence, a service can be considetesrdd
secure and resilient when it pearms as described in the service level specification (SLS).

In the context of this study that means that a service should provide:

1 alevel ofdata confidentialityjntegrity and availability according to specified requirements;
9 alevel ofserviceavailalility and reliabilityaccording to specified requirements;
1 compliance with the applicable law.

The lack of one or more of these requirements will render the service unsuitable to meet the service
f SPSt NBldANBYSyia yR (2 alidrate (KS dzaSNBRQ SELXS

When considering the technical aspects of @aeend security and resilience it is necessary to take
into account the organization of the architectural components of the entire supply chain: clients,
network (eg, LAN, WAN), data centre, public servicetesys management, and security services, as
well as the solutions adopted at the infrastructure, platform, application and data levels.

In other words, each organization should consider how the overall service delivery supply chain might
be built out of amix of internal infrastructure and services provided by external suppliers. Therefore it
is necessary to pay attention to all the components and their interconnections along the supply chain,
such as communications between user client and applicationyden application and database,

between networks (LAN to LAN, LAN to WAN, etc), as well as hardware components, chips etc.

Legal compliance is a requirement that is as important as the technical and organizational
requirements for security and resilience.fact, a lack of it could give rise to legal disputes with
citizens, disputes between local or regional administrations and governments, conflicts and disputes
with national regulatory authorities (NRAS) for the protection of telecommunications and aladia,
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conflicts with law enforcement agencies. Ultimately it could prevent public administrations from
offering their services.

Security and resilience selection parameters

In this paragraph we suggest, based on the ENISA rifeirics for resilience a sé of security and
resilience parameters that should be considered when evaluating possible deployment and delivery
models for IT services.

This section presents some considerations that government agencies and public administration
organizations evaluatingoud services should take into account when defining their service
requirements.

Thesequalitative and quantitativgparameterswe propose are mainly basexh the ENISA report
Metrics for resilience Wegroupedset of parametersnto four categories whik describe most of the
requirements that should be considered when planning for antenend secure and resilient service.
The four categories are:

1. preparedness: including the parameters and criteria used to understand the level of
preparedness of an oagpization to efficiently maintain an acceptable level of service while
protecting the confidentiality and integrity of data both during daily operations and in case of
an incident.

2. service delivery: including the criteria used to assess the capabilitye clystems to offer a
level of service in the line with the requirements expressed in the service level agreement;

3. response and recovery: including the criteria to measure the capacity of the system to react in
cases of incidents or faults;

4. legal and reglatory compliance: including the criteria for assessing the level of legal
compliance.

Most of the suggested parameters are, or can be turned into, metrics and parameters to monitor the
sound execution of the operations in the cloud as well as to undedstzhether SLAs are fulfilled.

It should be noted that the level of security governance in each organization will have an impact on the
way the controls underlying the suggested parameters can be implemented and therefore it will

" http:/lwww.enisa.europa.eu/act/res/othemreas/metrics
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strongly influence the sexity and resilience of the service itself. A higher level of governance implies
a higher degree of control over the parameters suggested below.

In general terms we can say that the SaaS delivery model is clearly the solution thaitludfer

customer less direct control over the security and resilience parameters, but placing more control and
responsibility in the hands of the CSP, while 1aaS is the one that guarantees more direct control but

also leaves the customer fully responsible thee implementation of technical and procedural security

and resilience measurdfor more details, please che€kvision of Responsibilitidsy’ 9 b L { ! Qa Of 2 dzf
report 2009).

The following sections present some selected parameters that must be understdbéd byganization
in developing requirements for a cloud service migration. These requirements will need to be
addressed by all parts of the ettd-end solution including the organization itself, the CSP, as well as
network and telecom providers involved delivering the service.

1 Preparedness

These parameters describe the level of preparedness required from a system in order to continue in
the face of faults and incidents. Preparedness parameters include all the actions and measures taken
to prevent an icident from happening or to minimise its impact.

Al.Risk analysis and assessment

In this area we suggest some metrics which cover the adequacy of risk analysis and assessment
practices.

1 Risk analysis and assessment frequency

9 Vulnerability assessment coverage

1 Vulnerabilityassessment frequency

1 Security testing (eg, penetration testing) frequency

As a general consideration, we can say that private clouds should offer a higher degree of
customization of risk analyses and assessment practises, so a public adiamighay more easily
define the frequency and coverage of tests and analyses according to their specific requirements.

A2.Prevention and detection

In this area we include parameters that cover the extent to which a public body requires the service to
be maitored in reattime as well as whether the resource capping mechanics in place are suitable for
guaranteeing a controllable use of resources.
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In the category of redime security monitoring we include network performance and integrity,

operating system @rformance and integrity, baseline comparison and unauthorized attempts at

access, as well as security monitoring (collection, analysis and triage of security events generated from
firewalls, intrusion prevention and detection systems {IBS), proxies,mivirus, application firewalls,

and any other network and security components)

1 Reporting frequency

1 Resource capping mechanisms in place

A3.Patch management

We propose the use of the following measures to verify the effectiveness of patch management

1 Meantime to patch

9 Patch management coverage

A4. Access control and accountability

The parameters included here focus on the collection of evidence (logs) to prove the soundness of the
processes and mechanisms to control authentication, authorization and theiatadulity of users
that are in place

91 Level of availability of logs

1 Visibility of logs

A5. Supply chain

The more control is maintained over the service delivery supply chain, the better the security and
resilience that will be achieved. Bearing thisinmlind¢ S & dz33Sad +y WFdzRAGI 0Af
to understand the possible level of transparency and control of the supply chain; more specifically:

1 the type of audit that can be performed (internal, thipdrty independent, self assessment,
etc);
1 the scope of the audit (which link(s) in the chain can be audited), the methodology used, etc.

1 Service delivery

This set of parameters is included to evaluate the requirements for the service architecture to
maintain an acceptable level of service in the fatanexpected events, random faults, performance
degradations, or targeted attacks. In public or community clouds, some of these problems may arise
because of the users who share the cloud. Hence, these problems may be more critical whenever an
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organization cannot control the platform or infrastructure. In the case of SaaS, the service delivery
parameters fully depend on the internal software architecture that is controlled by the provider. More
control over these parameters is possible in the case of Rad$aaShbut it should be clear that
significant expertise is required to properly use those control parameters

B1. Availability and reliability

In laaS and PaaS, the overall system may be designed and deployed to achieve better values in the
tolerance of fallts and malicious attackét the same time the availability of a cloud service is often
dependent on the network used to access it; therefore some of the measure will apply to the ISPs as
well. Parameters that should be used to measure the availabitity re@liability of services are:

mean time to failure

mean time between failures

total monthly (or daily) availability
incident rate

tolerance to malicious attacks

=A =4 =4 4 -4 =9

redundancy
91 replication.

Other parameters that could be used, especially with regards toidédgrity, could for instance be:
1 percentage of systems with automatic virus definition updates and automatic virus scanning
1 the percentage of systems that perform password policy verification
9 length of encryption keys
1

use of integrity and nomepudiation controls, eg, checksum functions, hash functions,
fingerprints, and cryptographic hash functions.

Moreover, the response time to the user is influenced by the quality of the network connections
between the user and the cloud as well as within the cldgxen if the cloud is properly designed and
deployed, a low performance connection to the cloud may reduce the final performance available to
the users. Important parameters include:

throughput (bandwidth)

=

latency (average round trip time)

packet loss

= =4 =4

jitter (packet delay variation).
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As availability and reliability are two of the core parameters in the evaluation of service resilience, it is
of paramount importance that the measures and metrics used are consistent and that the object of
measurement is theane. In this report we always refer to the availability and reliability of the service
for the endusers.

B2. Scalability and elasticity

Capacity managemeris the process responsible for ensuring that the capacity of IT services and IT
infrastructure is ake to deliver the agreed service level target in a cost effective and timely manner.
Capacity management considers all resources required to deliver the IT service, and plans for short,
medium and longerm business requiremeni{4d.3).

The ability to managehanges in the resources demanded (storage, CPU time, memory, web service
requests and virtual machine instances, etc) and to scale up and eventually down is a crucial factor for
a service to be effective and efficient. Therefore, when considering cgpawit demand

management, two important criteria should be taken into account, namely:

9 capacity fluctuations: unpredictability in traffic load variations, link capacity fluctuations, node
failures or other types of intentional misbehaviour that may leadrtkévork into overload
conditions;

1 longterm scalability (up and down): the ability of the system to increase or decrease its
capacity to provide the requested resources in a timeframe suitable for meeting the service
level requirements.

The following parmeters relate to the ability of an application to fully exploit cloud resources to react
to changes in the load imposed on an application. Important parameters include:

1 Load tolerance: this can be calculated as a ratio of the maximum load a system céa hand
compared to the normal expected load, eg, the percentage of the normal load by which a
system can temporary upscale (bandwidth, processing power, etc). The unit is relative; it
AYRAOFGSa GKS Fff26SR @I NRI (A2 yerfdrmfande 8s& ae ad S
whole. It should be noted also that thead tolerance for two service providers of the same
size, with the same ratio of maximum load to normal load, can result in different levels of
tolerance if one serves thousands of small customersthn other a handful of very large
ones.

9 Traffic tolerance (including arRboS/DDoS provisions, eg, filtering, firewalling, rerouting,-shut
off of clients producing excessive traffic, etc): the ability of a system to tolerate unpredictable
offered load wihout a significant drop in carried load (including congestion collapse), as well
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as to isolate the effects from crogaffic, other flows and other nodes. The traffic can either
be unexpected but legitimate, such as from a flash crowd, or maliciousasugloDoS attack.

1 Load variability of the services (the difference between peak and mean demand).

35

Other parameters to be considered are those related to the provisioning of the services and hardware

components, for instance:

1 time to procure new hardwareamponents
1 time to service fulfilment (service deployment and provisioning).

It should be noted that these parameters are of particular relevance when comparing the cloud
computing model to a nowloud IT solution.

f Response and recovery

These parametersetate to the capability of an organization to adequately respond to and effectively
recover from incidents. The required RTO (recovery time objegthav long) and RPO (recovery
point objective) should be identified. In this stage an organization woeddirio consider when the
resilience plan needs to be invoked, who has to be informed and the channels to be used. The
organization has to make sure it has the capability (analyst team) to promptly understand the root
cause of the incident and its impactn@erstand what happened). The organization has to make sure
the incident is tracked during its lifecycle (lesson identified), and that the event is adequately
communicated to the external world. Finally, the response and recovery plans need to be tested.

In order to measure the effectiveness and efficiency of the response and recovery strategy in
place, the following metrics can be used:

1 mean time to incident discovery (delay): the time that it takes from the time an incident occurs

to when the incident isliscovered;

1 time to invoke: the time it takes to realise that the recoveegponse phase should be invoked
(mean time to invoke);

i time to repair (mean time to repair): the time it takes to bring the service back to an
acceptable level;

I mean time to incidat recovery.

It should be noted that there is a relationship between some parameters, such as the time to recovery

and the frequency and architecture of the backup systems used.



* x
*

x
*
36 : enisa Security & Resilience in Governmental Cloi
European Network L]
x and Information
> 4 Security Agency

Making an informed decisi

1 Legal and regulatory compliance

These parameters generally relatetore@iy Sy 1a FT2NJ 6 KS Of 2dzR aSNIIA OS
contractual provisions (eg, system execution states).

D1.Forensics

1 Requirements for the extraction of evidence contained in cloud services-gigcavery, data
retention)

D2.Data retention and track back

Minimum and maximum data retention periods
Minimum and maximum log retention periods
Data storage modality

Logstorage modality

Time to transfer back

= =4 =4 -4 A

D3. Confidentiality

The degree of confidentiality required will depend on national legislation, eg, social healtboaial
security data, and tax records. Possible implications of this requirement are the encryption solutions
required of the provider, eg, key length.

3.2. Business and operational variables

STEFP 4
Risk Assessmeant
(SWOT or Risk Analysis &
Assessment)
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In this section we suggest a number of criteria likelyeéacbnsidered when defining the business,
operational, legal and regulatory requirements for public organizations.

Some of the criteria and parameters suggested are explained and described while others are only
enounced.

Types of data

One of the most imprtant criteria to take into account, when considering the implementation of a
cloud solution, is the type of data that will be processed and stored by the service provider.

According to what is mentioned in the three scenarios considered in this repertypes of data to
be considered are:

1 Personal datanames, addresses, occupations, contacts details, etc

1 Sensitive dataintellectual property business confidential and financial transaction data,
and health records

1 Jassified information

1 Aggregatediata: informationthat can be inferred from data that has been aggregated, by
allowing the inference of information or simply-tmcating data that should not be related
because of its sensitivity. Note that aggregations of data are considered under that&U
Protection Directive as the perusal of data.

User profile
The analysis of the user profile represents a very important criterion for consideration, especially in
O2YYdzyAide YR LINAGIFGS Of 2dzRa o60F2NJ AyaaNpo®r asSs

Depending on the type of potential users and their geographical spread, the other business
requirements will be identified and the specification designed.

In principle, three important characteristic to consider are:
9 user communities (citizens, corapies, and other PAS)
1 geographic distribution

91 level of ICT literacy and security awareness.

QX
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Scalability and capacity management

Capacity managemeris the process responsible for ensuring that the capacity of IT services and IT
infrastructure is able to eliver the agreed service level target in a cost effective and timely manner.
Capacity management considers all resources required to deliver the IT service, and plans for short,
medium and longerm business requirenmés (13).

The ability to manage changén the resources demanded (storage, CPU time, memory, web service
requests and virtual machine instances, etc) and to scale up and eventually down is a crucial factor for
a service to be effective and efficient. Therefore, when considering capacityesnadi

management, two important criteria should be taken into account, namely:

9 capacity fluctuations: unpredictability in traffic load variations, link capacity fluctuations, node
failures or other types of intentional misbehaviour that may lead the nekwoto overload
conditions;

1 longterm scalability (up and down): the ability of the system to increase or decrease its
capacity to provide the requested resources in a timeframe suitable for meeting the service
level requirements.

Interface interoperability

Interoperability is the ability of two or more systems or components to exchange information and to
use the informatio that has been exchangé€ii4).

In this study we consider the following attributes to describe the interoperability needs of services:
9 interface interoperability / interface complexity
9 data format exchange capabilities
1 means of transfer / exchange
9 identity system

1 policy interoperability.
Collaboration

Collaboration between systems, platform and services needs to take into consideration:
9 the geographical dispersion of the entities (organizations, infrastructures)

1 the other requirements of the service
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91 the level of heterogeneity in the ICT systems involved.
Cost and budget

Even though budget and financial implications are outside of theesobghis report, we would like to
highlight the basic factors that are normally considered by CEOs, CTOs and CISOs when evaluating ICT
investments, as a sound use of the available budget has an impact on the amount of resources that

can be dedicated to fiormation security.

For this purpose, the three most important variables to consider are:
9 operational cost
91 capital expenditure

1 cost of migration.
Ownership

Government owned and provided

Government owned, operated by a third party
Government sponsored

Thid party provided, referred to by the government

Partnership

= =4 =4 =4 4 =9

Code of connection or statement of compliance

3.3. Legal and regulatory framework

General legal considerations

As the rule of law applies to governmental actors in all Member States, they are yiveathd by their

respective constitutions. This is in stark contrast to private actors who have full private autonomy

OWE AOSNIfAAYQU dzyf Saa GKSNB IINB tlga GKFG O2yadN
mostly because many (stdonstitutional) laws apply to governmental actors and assure compliance

with constitutional requirements. Sometimes these laws even apply similarly to both the government

and the private sector. So, in most cases, discussing thisangtitutional law will be whey sufficient

for the purposes of this analysis.
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Governmental sovereignty and control over the information/data: law enforcement access,
confidentiality and intellectual property issues

For governments and PAs in general, one of the main legal issue®isigoty and control over the
data that is being handled governmental body thais entitled to handle data retains responsibility

for its proper handlingand shouldensurethat its obligations to protect the data extend by contract to
its third party providers.Where cloud infrastructure hosting extends beyond the local legal
jurisdiction, the public body must consider the implications and related safeguards offered by their
provider(s)If governmental data is being handled abroad by private partiésraign jurisdiction, this
ONBIFGS G4KS NRA]l GKFG F2NBAIYy O2dzNLia &adzo LSyl (K
data. Additionally, this may mean potential breaches of confidentiality and intellectual property laws
related to the informatbn, data, knowhow, copyright or patent material they migrate to the clotid.
These issueapply equally to all forms of outsourcing, includiagy current outsourcing arrangements
as well apublic, private and community cloud provisioA.government boy therefore should ensure
that its outsourcing providers impose adequate security measures, and the¢gures and
mechanismare in place so thainly relevant data woul@verbe surrenderedn response to

legitimate demands by the judicial authoriti€khis includes checking whether the evidence is
rightfully requested (by subpoena or during discovéry).

Government procurement

Because private third parties will often be contracted to provide cloud services, the extensive EU
regulations on public procureemt will have to be observelf.In this regard, there will not be any
significant differences to procurement in other areas of governance, so that governments and PAs will
be able to apply their existing knowledge and experience with the applicable lawsguldtions. On

the other hand, CSPs need to gyealify as suppliers according to EU regulations on public
procurement and thus deal with all the regulations concerning government procurement.

& More on confidentiality and intellectuproperty issues can be found in ENISA (2009) Cloud Computing Risk Assessment, pp
97 et seq.

° CfArticle 29 GroujWorking Document 1/2009 on pteal discovery for crossorder civilitigation, adopted on 11 February
2009 WP 158; available afittp://e c.europa.eu/justice/policies/privacy/docs/wpdocs/2009/wp158 en.pdf

19 seenttp:/lec.europa.eulinternal_market/publicprocurement/legislation_en.htm
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Data protection and data security

General European data pmdtion and data security issues related to cloud computing have been
singled out already ir(i) recent Europea®ommission Communications) @iocuments adopted by
the Article 29 Data ®tection Working Party; and (iIENISAeport: Cloud Computing Rigkssessment
(15)

Here we will try to summarize the most relevant for the present analysis.
1 Restriction on applicability of the Directive 95/46/EC (Article 13(1)):

1 Pursuant to Articld3(1) of Directive 95/46/EC, Member States may restrict the afwitaf
certain provisions oDirective 95/46/EC for matters of national and public security or the
prosecution and prevention of crinté. Thus, depending on local law in a Member State,
certain circumstances sontlatathat municipalitieshandlemay not besubject toall ofthe
regulations under Directive 95/46/EC.

91 Data Controlleg Data ProcessoD(rective 95/46/ECArticles 2(d) and (e)):

It is necessary to identify the controller, the processor, and their interactions in order to
RSGSNNAYS nmeibl&far cdmaliad@dndti data protection rules, how data subjects
can exercise their rights, which is the applicable national law and how effective Data

t NP GSOUAZ2Y | dzi K2eRIDiiekti8ei95/MBIEY clearyl8idihgiished between
controller and processor. Theontrolleris the individual or entity that determines the

purposes of and means for processing of personal datapidwessois the individual or

entity that processes personal data on behalf of the controller. However, applyihgasuc
definition to the cloud computing environment is quite challenging. At first glance, one might
conclude that the PA/GOV is the controller and the CSP the proc’é’s’.‘stevertheless, CSPs
often determine the means and sometimes also the purposes of thegssing; thus falling
within the definition of controllel(17). To address this issue and provide some guidance on
Article 29, the Data Protection Working Party issued an opinion on 16 February 2010 in which

" Restrictions aregrmitted regardinghe obligations and rights provided for in Articles 6(1) (principles relating to data
quality), 10 and 11(1) (information to be given to the data subject), 12 (right of access) and 21 (publicizing of processing
operations)

12 Article 29Data Protection WorkingParty: Opinion 1/2010 on the Concepts of Contr6@d Process6r T

B ENISA (2009) Cloud Computing Risk Assessment, pp skl
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it adopted a viewpoint on interpreting such fil@tions in complex environmeni4d.6).

However, the opinion did not shed much light on the specifics of the cloud computing
environment, for which the roles of controller and processor still need to be determined on a
caseby-case basis and in relation the nature of the cloud servicEy18)

1 Prior checkingfirective 95/46/ECArticle 20)

Pursuant to Article 20 and depending on national law, prior checking may be necessary for the
processing. This depends on the type of service and types of data beicesped.

91 Appropriate technical and organizational measures (Article 17): data integrity, identity
management, and access control
Data integrity and availability are essential elements in the provision of cloud computing
services. According to Directive/86/EC, the controller and its processomaist implement
technical and organizationateasurego protect personal data against accidental or unlawful
destruction or accidental loss, alteration, unauthorized disclesuraccesshaving regard to
the stateof the art and the cost of their implementation, such measurasstensure a level of
security appropriate to the risks represented by the processing and the nature of the data to
be protected(article 17). The problem is that the concept of appropridtas been interpreted
in different ways throughout EMlember StatesThus, althouglCSPguite often implement
widely recognized technical standardsgelSO 27001p secure customer data, these may
not match perfectly to national requirements for appmigte measures. Furtheconsistency
and harmonizatioracross the Elisrequired In addition, the high level of data security
requested of a CSP in arhealth scenario is worth noting with special regard to identity
management and access control.

9 Data lreach and security incident notification (not mandatory, yet)
¢tKS 9! Qa NBJAASR FTNIXYS@g2N] F2NI St SOGNRYyAO O2
network operators and service providers, including their obligation to notify breaches of
personal datasecurity (articles 4 and 13). The recently launched review of the general data
protection framework will include a possible extension of the obligation to notify data security
breacheq19)(8). If European data protection regulations go in this directiomvill be
necessaryhat they clearly identify the degree of a breach of data security that should be
notified, to whom it must be notified (CSP client, competent data protection authatétia

4 European Data Protection Supervisor, Peter Hustinx, confirmed this approach in his spBeth Brotection and Cloud
Computing under EU L&nn 13 April 2010, where he called for further guidance from the Working Party on the matter. Cloud
Computingson the Working Party Agenda for 2010 and 2011.
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subjectg, and the relevant modalities. An indeterminateligation to notify any (including
minor or irrelevant) breaches of data security may severely penalize CSPs and unnecessarily
alarm governments, PAs and citizens in general.

9 Data transfer to countries outside the EEA (Article2&5
Cloud models entaihiat customer information and dataay involve the transfer of datay
the CSP from one datzentrein the EEAo another that can be located anywhere in the
world. However, Directive 95/46/EC prohibits transfers of personal flata the EEA0
countries wiich do not ensure an adequate level of protection within the meaning of article
25(2)¢ unless the data subject has previously given unambiguous consent to the proposed
GNJF YyAFSNI 2N 20 KSNJ LINPOSRdAzZNBa | NB Aynrdals I OS Ay |
F2NJ GKS OGN yaFSNI 2F LISNER2YFf RFEGF G2 GKANR O2d
0SAYy3 (NI YAaFSNNBR (2 GKS ! yAllShereprdthdllénges s 2 NJ Y.
with each of these ways to legitimize a transfeswever. basingit on the consent of the data
subject exposes the transfer to the uncertainties of possible withdrawals of that cgngent
Safe Harbor Principles, which apply to data transferred to the United States. may fall shortin a
cloud environment, Were data flowsnayconcernnon-EEAcountriesother thanthe United
States andBinding Corporate Ruldgve yet to be fully endorsdaly large CSPainly due to
weaknesses in thapplication and approval process of tBER regimeCloud providers often
must resort to using mdel contractdo support repeated or multiple data transfersut these
can be burdensome to implement especially where national regulators impose additional
administrative requirements (such as a duty to seek regulatory approwatonftract). In light
of these challenges and as part of its review of the EU data protection framework, the
European Commission is seeking to improve mechanistnarefer personal datautside of
the EEA. The Commission alserisouraging selfegulaory initiatives such as codes of
conduct or codes of practic®However, in cloud services provided to governments and PAs,

!> Directive 95/46/EC allows personal data tottamsferred outside the EEA only when the third country previde

WL RSIjdzr 6S £ S@St 2 TartiddRP ar Hiea thednfrdller Zdaudshiatkhsre ddadeduatedsafeguards with
respect to the protection of privacsricle 26). Bhding CorporateRules (BCRsre one of the ways in which such adequate
safeguardsdrticle 26) may be demonstrated by a group of companies in respect ofjirtup transfersalthough the BCRs
are not a tool expressly listed and set forth in the DirectiveA&exe 29n the Data Protection Working Party Opinions 74,
133, 153, 154and 155; all available at: fttp://ec.europa.eu/justice _home/fsj/privacy/workinggroup/wpdoes

'8 Thespeech byNeelie Kroes, European Commission-Riesident for the Digital Agenda, @loud computing and data
protectionat Les Assises du Numérique conference, UniversitéRarshine, 25 November 2014vailable at:
<http://europa.eu/rapid/pressReleasesAction.do?reference=SPEECH/10/686&format=HTML &aged=0&language=EN&guiLang

uage=er.
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all the arguments concerning government sovereignty presented abovbeedlconsideration
with regard todata transfes. Last bunot least, it is worth mentioning that there are quite
some issues concerning the transfer of patient data, which are detailed in the section
dedicated to the ehealth scenario

T 5141 adzo2S00Qa NWwestkeids/REQUIOS)a a (2 REFEGE 0o

TheController has the obligation of guaranteeing the data subject the rights laid down in
article 12; eg, to obtain confirmation as to whether or not data relating to the data subject is
being processed, to obtain information on the purposes of the procestiegcategories of

data concerned, the recipient or categories of the recipients to whom the data are disclosed,
to rectify, erase or block the data processed in a way which is not compliant with the provision
of the Directive, etc. It is extremely imparit, especially when the CSP falls under the

definition of processor, that the CSP engages in very close cooperation with their customers
(ie, governments and PAS) to ensure that the latter, in their capacity as controllers, are in a
position to fulfil thér data protection obligations towards the data subjects. It is advisable to
specify the terms of such cooperation between the parties in the relevant contract. Specific
issues in this respect emerge in thdealth scenario, where it is a fact that notlgras
5ANBOGADS dppknck9/ 0SSy AYLI SYSYGSR Ay Ly Ay
defined and implemented differently under various national laws.

LYGSNRLISNF 6AfAGE Kk GANAQY ALINEPNI AGAIACR]Y &k W+ Sy R2 NJ |

A cloud solution should bateroperable, enabling governments and PAs to migrate cloud services

from one CSP to another without technical or contractual restrictions or substantial switching costs.
Furthermore, interoperability will be a necessary condition in tHeealth scenarioMoreover, the

timing and modalities of information and data transfer back should be defined in contracts. It is
SEGNBYSte AYLERNIFYd F2N 320SNYYSYyAREQE yIRaAt I e (2
(temporary) unavailability and/or inefficiency of s@res may lead to significant liabilities for

governments and PAs (one can think about the damage and liability that can occur thehéte

scenario).

CSP professional negligence

By migrating to cloud services, governments and PAs become very depemdénat adequacy of a

I {tQa LISNF2NXIyOSd /{t FlLIAfdzNBa 2N aK2NITFIFffa A
a very negative impact on the services offered by governments and PAs to citizens. This may translate
not only into economic Isses for governments and PAs but also into damage to their image (thus

political damage). The liability and indemnity clauses in SLAs will play a fundamental role in this
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matter. Detailed SLAs, in which CSP levels of performance are accurately speltedioletl with
contractual clauses that clearly allocate, on the one side, the general duties and obligations of parties,
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governments and PAs. They shoulduest CSP® be vigilant in order to avoithistakes and assure
this through contractual clauses that set significant penalties for shortfalls in CSP services

Subcontracting of cloud services and CSP change of control

Given the highly dependent relationghit is likely that governments and PAs will carefully select CSPs.
Situations in which a CSP subcontracts the relevant services to a third party should be avoided or, at
least, representations and warranties on possible-sahtractors should be included the service
agreement. Similarly, changes of control should be promptly notified by the CSP to the government or
PA, which may want to negotiate the right to terminate the contract should such an event occur.

3.4.  Architectural options

STEP 1 STEP 2 STEP 3
Business/Operational, Security and Resilience T ser_'urims —Architectural |
Legal and Regulatory parameters options and Delivery

variables I miodels
I . A L A L] A L] J
V]
STEFP 4

Comparative Risk Assessment
[SWOT or Risk Analysis &
Assessment)

In this paragrap we have proposed short definitions for cloud models.

Non-cloud

1 Fullyowned and managedhe IT services are provided through an infrastructure and platform
that is fully owned and managed by the same entity that uses the services.

9 Outsourcedthe IT sevices are contracted out to a third party. The services might be provided
from an infrastructure or platform owned by the same entity that uses the services (eg, an
internal customer) or one that owned by the service provider itself. The service prouigisni
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regulated by a contract in which the terms, conditions, penalties and duration are clearly
defined.

For a more irdepth description of a typical nedoud IT service architectural option, please refer to
existing literature (eg, ITIL).

Cloud

For thedefinitions of the various forms of cloud computing, we mostly refer t9TRO)

91 Private the cloud infrastructure is operated solely for a particular organization. It may be
managed by the organization itself or by a thparty, and may exist on the premises or off the
premises.

1 Public the cloud infrastructure is made available to the general public or a large industry
group and is owned by an organization that sells cloud services.

T Community the cloud infrastructure ishared by several organizations and supports a specific
community that has shared concerns (eg, mission, security requirements, policy, and
compliance considerations). It may be managed by the organizations or a third party and may
exist on he premises poff the premise420) The 'cloud infrastructure' could be either a
solelyowned data centre or a network (federation or community) of (smaller) data centres
(21).

For an example of a federated or community cloud, please see AnriegdHrvoir architecture
description

9 Hybrid the cloud infrastructure is a composition of two or more clouds (private, community,
or public) that remain unique entities but are bound together by standardized or proprietary
technology that enables data and application portability (eg, cloud bursting fordakmhcing
between clouds).

A possible configuration for a hybrid cloud is represented by a private cloud that scales out
into a public cloud. On the basis that the hybmddel requires the combination of two clouds,
we assume that a hybrid cloud represents a second step in a cloud approach. Given the short
term time horizon of this report, we will exclude the hybrid cloud from our analysis.

1 Qoud Software as a Service (SaaS): the capability provided to the consumer is to use the
LINE A RSNRA F LI AOFGA2ya NHzyyAy3a 2y | Of 2 dzR
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various client devices through a thin client interface such as a waldar (eg, wekbased
email). The consumer does not manage or control the underlying cloud infrastructure which
includes the network, servers, operating systems and storage, or even the individual
capabilities of the application, with the possible exceptidhimited userspecific application
configuration settings.

1 Cloud Platform as a Service (PaaS): the capability provided to the consumer is to deploy, onto
the cloud infrastructure, consumeareated or acquired applications created using
programming langages and tools supported by the provider. The consumer does not manage
or control the underlying cloud infrastructure, which includes the network, servers, operating
systems and storage, but does have control over the applications deployed and, poksibly, t
configurations of the application hosting environment.

9 Cloud Infrastructure as a Service (laaS): the capability provided to the consumer is to provision
processing, storage, networks, and other fundamental computing resources where the
consumer is ablé deploy and run arbitrary software, which can include operating systems
and applications. The consumer does not manage or control the underlying cloud
infrastructure but has control over the operating systems, storage and applications deployed
and, posdily, limited control over select networking components (eg, host firewalls).
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4. SWOT analysis

STEF 1 STEP 2 STEP 3
B I, Security and Resilience IT services —Architectiural
Legal and Regulatory parameaters options and Delivery
variables models

N j— ,i_ir. —_—
STEP 4 |

" | Comparative Risk Assessmeant
[BWOT or Risk Analysis &
| Assessment) |

This chapter presents the results of a comparative assessment of public, private and community cloud
deployment models based on the security, resilience andpgi@nce parameters set out in section
3.1.2

The analysis identifies the strengths, weaknesses, opportunities and threats for each cloud model.

We use SWOT analysis as a tool for comparison, but more exhaustivedsesuch as risk

assessment, could be used instead. As a matter of fact, an analysis of strengths, weaknesses,
opportunities, and threats should be considered as the initial (and minimum) action to be undertaken,
while a more detailed risk assessmensha be carried out to support a more precise identification

and assessment of the risks affecting a particular organization.

In order to support public administrations in carrying out their own risk assessments, we have included
a list of threats irAnnexIV.

The analysis does not take into account any specific requirement and it is meant to be read as a first
general assessment of different possible candidates as cloud deployment models. By reading this
chapter the audience shld have the information needed to identify the most suitable cloud model

for its circumstances. A more detailed assessment of the adopted model may then be implemented.
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In chapter 4, where we consider the specific requirements for four sample sergeleeg@nic
healthcare services, electronic administrative procedures, email, and human resources applications),
we have provided more concrete advice.

4.1. Public cloud

Strengths

The public cloud model appears to be best positioned to offer strong resliémparticular with
respect to perbrmance and reliability figuresn more detail, we may say that:

1 Availability and reliability: the very large pool of resources simplifies the handling and the
masking of faults in hardware resources and results ttebeeliability figures for the service
to be implemented.

9 Tolerance and elasticity: the very large resource pool simplifies the handling of performance
loss due to peaks in demand as the service of interest may exploit available resources to avoid
a dropin performance for the final users. However, this requires the proper design and
implementation of the applications and proper application monitoring to detect losses in the
performance of the user application. Monitoring is fundamental for exploitingcl@sources
and achieving the target performance.

i Patch management: SaaS can guarantee the best performance in mean time between patches.
In SaaS, users have less responsibility, but proper controls have to be introduced to guarantee
that patches are actily applied. In PaaS and laaS, users have a higher degree of
responsibility”.

1 Response time: performances in terms of the reliability and elasticity that may be achieved by
properly reconfiguring an application make it possible to best exploit availabtmirces so
that the response time for the final user may be always kept at a predefined interval.

9 Business continuity: the resources of a public cloud implemented by a large provider may be
geographically distributed. This simplifies the definition ofibass continuity and disaster
recovery strategies.

" The attribution of responsibility hdmeen analysed on pages-65 of the ENISA report 2009
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1 Physical security: very strong security may be achieved at each site of the pravidet
strong control over physal access can be implementaddno one is allowedo perform an
audit on site

9 Intrusions prevention and detection: given the large quantity of resources in the cloud, some
of these can be devoted to integrity monitoring and intrusion detection to uncover malicious
attacks without decreasing the final performance to the user.

9 The strong pysical security measures may allow the provider to delay possible subpoenas and
e-discovery from law enforcement agencigfsother countries

Most of the benefits are due to the very large size of the pool of available resources and to their
geographicatlistribution (as already mentioned in thlieport on security benefits and risks published
by ENISA in 2009). The homogeneity ofrisources used to build the cloud csinengthen and
simplify the design and the management of the overall system. This implies that the strengths are
directly proportional to the scale of the cloud provider. It is not unrealistic to imagine that, inghe n
future, public cloud providers will offer more governmensglecific private cloud services than they
are doing now.

Weaknesses

The major weaknesses of a public cloud solution for governmental organizations are related to the lack
of governance, thearge number of tenants (users) in the cloud and to the strong negotiating power of
the cloud provider in the definition of the contract. In more detail, some of the major weaknesses of

the public cloud model from the perspective of a public body are #mWel

1 Lack of conwl over the supply chain: it should be noted that in the case of laaS the control on
the service provisioning supply chain is higher than in PaaS and SaasS, but this potential benefit
should always be compared with the extra costs generated by the platioahthe
management of software security and resilience.

1 Logging capabilities: public cloud providers normally do not offer a sufficiently detailed logging
capability on cloud operations and administration and, perhaps most importantly, there is a
lack of hformation on incident response and forensics.

9 Difficulties in accessing forensic data to determine data linkability and accountability in cases
where illegal activities are performed.

9 Lack of the necessary bargaining power of certain public organizatiogs negotiating terms
and conditions and requesting an adequate degree of transparency from the provider(s).


http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-risk-assessment/?searchterm=cloud%20risk
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1 Specific legal and regulatory requirements that, in some countries, force public organizations
to keep data within the national territory and rede the degree of business continuity that
may be achieved.

91 Degraded performances (laaS, PaaS and SaaS) due to poor quality in the connectivity (eg, frural
areas, especially in the southern and eastern countries in the BW3.applies only to cases
where the customer is situated in specific areasr more distributed customers this is not an
issue.

9 Limited local distribution of the data centres in EU territory which can have an impact on the
performance of the service. These considerations appear to be especially true in a situation
where a public athority is located in a remote place (eg, ENISA located in Crete) that can most
likely suffer from degraded performance due to poor quality in the connectivity.

1 Difficulties in transferring data back to the user or on to the chosen alternative CSP. These
difficulties appear to be a serious problem especially for healthcare services in which a failure
or a delay in transferring healthcare related information can represent a serious threat for the
healthcare authority as well as for patients.

Opportunities

Compared to irhouse solutions, public clouds could provide opportunities to improve the current
practices of potential governmental users, in the areas of preparedness and legal compliance and,
more so, in particular in:

9 risk analysis and assessment
9 secuity testing

1 reaktime security monitoring
1

F2NByarda oL SIHasS y230S GKIG GKS F LI NByihG O2yidN
weakness and an opportunity is due to the fact that at present such services are not offered by

cloud providers, but the could became a factor in the differentiation of offers in the near

future; thus we see as an oppanity (15).

This is due to the following reasons:

1 Iltis difficult to rely on internal specialized staff to carry out, on a periodical basis, risk analyses
and assessments, and security tests.

1 The resources needed to build arhinuse security operations centre to perform reahe
security monitoring, or to buy those services in the market, are costly.
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1 Market or competitor pressures that will force pubtioud providers to offer security features
will deliver addeevalue for customers.

1 Compliance pressure.

In order for a public cloud to take advantage of these opportunities the following measure should be in
place:

9 full control over asset inventory;

9 detailed classification of physical assets, information and services;

9 integration between risk analysis/assessment and-teaé security monitoring processes;

f STTSOUABS aONBSyAy3a 2F (G(KS LINRPJARSNDAa SYLX 2@
Threats

Various threats apply to the publicocidd model and most of them have already been identified by
ENISA as well as other organizations (eg, the Cloud Security Alliance, and LinkedIn interest group).

The biggest threats that public authorities selecting a public cloud solution will face are:

1 Alarge public cloud is an attractive target for threat attacks due to the large quantity of
information attackers can access after successful attacks. The size of this information justifies
even a large investment in time and resources to implement an attack

1 The impact of attacks from insider threats may be rather large due to the amount of
information stored in the cloud. Detailed logs of insider activities should be preserved, job
rotation policies should be adopted by the provider, and née#now polices should be
adopted.

1 Isolation failureg(15)can open the door to information leakage (illegal monitoring) as well as
2LISNI GA2y Il f LINRoOofSYa RdzS G2 | 101 2F Araztl i
of information may be the result of arttack against another user of the public cloud.

1 Poor definition of requirements and of the classification of assets may result in the exposure of
the assets to other users of the cloud.

1 Multiple jurisdictions may apply when the sites of the provider astritiuted across several
nations.

1 A change in the control of the provider may result in the adoption of distinct security
strategies as well as distinct marketing strategies that result in a lower quality of service.
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In SaaS or PaaS solutions, a propriefarmat may be adopted to store data in the cloud.
Moving to another provider can be almost impossible if there is no tool to automatically
translate data into the new format

A detailed list of threats, which apply to all cloud models, can be fouANKEXV.

4.2. Private cloud

Strengths

In a private cloud the ownauser has, in principle, full control (subject to economic constraints) over
the feature set of the cloud implementation; however there are costs (which cannot bedkath
other customers) associated with this increase in control.

The following list contains the most important features (concerning security and resilience) that can be
defined in a private cloud:

1
1
T
T

Risk assessment practices: it is possible to selectrtbthodologies, scales, metrics, etc.
Patching: it is possible to schedule patching when required, and also adjust the regime.
Access control: finer granularity of access management and policies to prevent data leaks.

Logging: it is possible to controhat is logged, where it is stored, how storage is protected
and how long it is stored for.

Auditing: it is possible to establish and regulate the right to audit.

Control over availability, reliability, scalability and elasticity: it is possible for thiernas to
specify the system and define SLAs for the private cloud to match, within technical constraints,
the required service performance.

Avalilability of the management interface: premium services can be negotiated more easily
with ISPs to obtain a bettametwork and connection (eg, priority in service resumption).

Business continuity plan: the plan can be defined and all its components tested.

Legal compliance: full transparency and control over legal requirements such as data location.
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Weaknesses

T

The keneficial effect of the economies of scale in private clouds is likely to be much less
compared to public clouds (at least the larggale ones, currently present in the market) or
even communities.

The possible lack of an adequate scale also represamesainess in the purchase and
implementation of security mechanisms.

There is potentially less tolerance of malicious attacks than in a public cloud, on the
assumption that available resources (especially in terms of computing capacity) may be less
adequatethan those of a public cloud. In some cases, also, the internal expertise of the
provider may not be adequate.

There is less flexibility for meeting unanticipated peak demands, due to the paucity of
resources. This requires capacity planning and somehraarking before moving to the
cloud.

Realistically, it is feasible for a private cloud to define a comprehensive redundancy regime;
however it is highly unlikely that this will be equal to or better than the redundancy regime
offered by the public cloudf a major cloud provider.

Lack of gegedundancy is a problem as far as business continuity is concerned. In general, the
time to recover from a failure of the private cloud may be rather longer than a public cloud
unless specific mechanisms and poli@es implemented by the provider. An adequate SLA in
this regard should be defined with the provider.

Sensitivity of reputation: the reputation of governments and public bodies may be extremely
sensitive to the leakage of information and any other secunitjdents, including the use of a
governmentowned infrastructure to launch malicious attacks.

Opportunities

T

Monitoring: in a private cloud, user and applications oriented monitoring mechanisms can be
implemented making a quick adjustment of resourcesneet peaks in demand possible.
Furthermore, security events of interest can be fully monitored. As a counterpart, if the scale
of the private cloud is not appropriate, handling peaks of demand for resources can be rather
complex and no efficient solutiomay exist for unanticipated peaks. However, cloud resources
should be exploited to improve the performance of the applications that are moved to the
cloud.
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9 Access control: if required, access policies based upordismnetionary access control
systems g MAC (mandatory access control) or RBAC-trabéed access control)) may be
more easily adopted to further confine each user and minimize illegitimate flows among users.
Threats

A government or public body willing to build and use a private cloud stmmuftepared to face the
following threats:

1

Politically motivated attacks: while the quantity of information managed by the cloud may not
be attractive per se, the defacing of a government site may be attractive for politically
motivated reasons. (Obviolysthis threat is not unique to a private cloud, but a private
governmental cloud could present a very high concentration of resources and therefore the
incentive for a motivated attacker would be even higher).

Big brother effect: the fact that the goverrant will be collecting and managing information

about citizens and eventually businesses (should the cloud be used as a business incubator for
SMES) it could be perceived, from the perspective ofesers, as a possible way to put a

profiling and surveiince system in place.

High volatility in resource utilization and unanticipated peaks in requests could force a private
cloud to scale out into a public cloud (hybrid cloud), outside the realm of the defined security
policy. In such a case, the control oyiee information in the cloud is partially lost anytime the
security policy, which rules the information that may be exported, has not been defined.

Poor planning: for example, the definition of requirements and classification of assets may
result in a les of security and integrity when scaling from a private cloud to a hybrid one.

Inadequate definition of contracts with business partners (cloud operator, technology
partners, hardware and software providers, etc) and lack of monitoring the executioe of th
contracts may be critical in relation to the size of the provider.

4.3. Community cloud

When analysing a community cloud, one should consider that, in principle, its strengths and
weaknesses fall between those of a private cloud and those of a public openédnal, the pool of
available resources is larger than in a private cloud with obvious benefits in terms of elasticity.
However, the pool is not as large as that of a public cloud and this limits the elasticity offered by a
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community cloud. On the othdrand, the number of users in a community cloud is much fewer than in
a public cloud which has obvious benefits in terms of security.

Strengths

T Common requirements and constraints and risk profile: the users of a community cloud have
similar requirementgrom a security and performance perspective. This makes the
implementation of policies to satisfy these requirements more efficient and cost effective,
even for the provider, resulting in a lower overall cost.

T Common requirements and risk profiles simpthg configuration of mechanisms and tools to
protect the applications running on the cloud from internal and external attacks.

1 Users have more bargaining power as a graipd-visthe cloud provider) due to the larger
number of users with similar req@ments.

9 Ability to set the entry criteria: memberships are issued according to the trustworthiness of
potential members. This strongly reduces the risks due to attacks from another cloud user.

9 Larger scale and better response to high peaks in resourcaderftompared to a private
cloud): the size of the resource pools may be noticeably larger than those in a private cloud
and this simplifies the management of peaks in demand for resources.

Weaknesses

9 There is more resource competition between the partheince they have common goals.
Some of the benefits arising from a larger number of resources are lost because users in the
same community may exhibit similar patterns in accessing resources so that peaks in requests
for resources by multiple usersay aise in the same time window.

1 Compared to a private cloud, a community is a more attractive target for motivated attackers
due to the larger visibility achieved by successful attacks. Furthermore, the applications of
other users may provide an avenue fataaks.

9 Access control and authentication are weakened compared to a private cloud due to the larger
number of users.

1 Degraded performance (laaS, PaaS and SaaS) due to poor quality in connectivity (eg, rural
areas, especially in the southern and easterortdes of the EU) may reduce the quality of
service for some users in the community (who are not in proximity to points of delivery)
compared to a private cloud.
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Opportunities

1 Similar requirements across the community (see strengths) could allow imgphs®airity
policies, baselines and standards as well as common practices for risk analysis and assessment,
logging, and monitoring. This may result in highly efficient implementations that reduce the
adoption cost for each user and result in a more resilachitecture.

T Common and shared incident management systems can simplify the adoption of mechanisms
to store and manage forensics evidence.

1 Information sharing among other community members (best practices in use, experience fram
past incidents, etc) maresult in a larger diffusion of best practices, fineed by the most
expert community members.

9 Stricter security may result because information about security policies, and the design and
implementation of the cloud are shared only within the commun@pmpared to a public
cloud, this increases the complexity, for an attacker, of acquiring information to implement its
attacks.

Threats

9 Lack of agreement on security baselines and security mechanisms: to exploit the opportunity
to share mechanisms to prett and defend information, an agreement among all the
community member has to be negotiated. A renegotiation that involves even just a few users
may be rather complex and unsuccessful most of the time.

1 Communities may grow either too quickly, which wileatually decrease the advantages of a
community cloud in terms of flexibility compared to a private omegrow too slowly, which
will eventually affect dynamic scalability.

9 Harder to predict resource usage (than in a private cloud): the larger numhsecs
increases the complexity of anticipating resource requests from each user. Errors in the
capacity planning of the community cloud are more likely.

9 Failure of isolation mechanisms may result in the leaking of information which is more difficult
to control because of the large number of users.

1 Itis difficult to identify the legal entity that is responsible for acting against a member of the
community or the provider when superational issues are involved.
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5. Example scenarios

In this chapter we demomsate the simple decisiomaking model with three scenarios. These
scenarios are partly based on rdid¢ concrete experiences.

The scenarios are based on the following-uasees:

9 Healthcare cloud: the use of cloud computing in the implementation of ectrlnic health
record service in national, regional and local healthcare authorities;

1 Local and regional authorities;
i Governmental cloud as a business incubator.

For the sake of brevity we have included, in this chapter, only a description and anéfgsissample
services which are representative of these scenarios: 1) Electronic Healthcare Record (EHR), 2)
Electronic Administrative ProcedufEAP), 3) email, and 4) human resource applications.

For more details on the scenarios, please réadex ||

5.1.  Service description

Electronic Health Record (EHR)

TheElectronic Health Reco(BHR) is a repository of information regarding the health status of a
subject of care in computer processable form, stored and transmitted secanedlyaccessible by

multiple authorised users. It has a standardised or commonly agreed logical information model which
is independent of EHR systems. Its primary purpose is the support of continuing, efficient and quality
integrated healthcare and it coains information which is retrospective, concurrent, and prospective
(22).

1 The EHR is a secure, rtiale, pointof-care, patient centric information resourder
clinicians

1 The EHR aids decistiamaking for clinicians by providing access to patient thecord
information where and when they need it and by incorporating evidelmesed decision
support.

T ¢KS 91w Fdzi2YFdSa YR aGNBIYtAySa (GKS Of AyacC

and response that result in delays or gaps in care.
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The EHRnay also simplify the collection of data for uses other than direct clinical care, such as billing,
guality management, outcomes reporting, resource planning, and public health disease surveillance
and reporting.

The essential requirements of EKE)areto:

1 provide secure, reliable, reéime access to patient health record information where and
when it is needed to support care;

9 guarantee that confidentiality and security of patient health information;

1 be available and reliable 24/7;

f beresponsiveenoWy (12 AYGSANIGS 6AGK GKS OftAYyAOAlIYyQa 6;
1 be accessible where neededt inpatient and ambulatory care sites, with remote access.

Electronic Administrative Procedur@&AP)

Electronic Administrative ProceduféAPkssentially concerns the tasks of ei®nic filing, and

R20dzySyd aSNBAOSa NBIFINRAY3IA I F2@SNYYSydiQa AyidSNI
government. Technically it describes the electronic management of administrative procedlaiisg

to files and records.

As such, EAEbmprises, for example, online requests regarding subsidies, aid, licenses, attestations, or
forms and, to support these requests, may allow for:

submission of requests;

retrieval and access to status information about orders or processes;
interactive acces to pending orders or processes:

information on required interactions or documents

facilities to directly provide information or supply documents;
notifications;

retrieval of documents and forms;

electronic payments.

= =4 =4 4 -4 -4 A -4

A detailed description of these saces, as well as otherdfered by public organizatiorsonsidered in
this report are published a&nnex |] together the with the us&ase scenarios.

Email

Electronic mail is the weknown means of communication used to Baage digital messages.
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Email is considered in many organizations as a business critical service and often confidential
information is exchanged via email.

Human resource applications

HR applications are those IT services that provide support to the maregef HR. They consist of
tracking existing employee data which traditionally includes personal histories, skills, capabilities,
accomplishments and salary. Human resource management systems encompass:

payroll

work time

administration of benefits

HR mangement information systems
recruitment

training andearning management systesiLM3
performance records.

= =4 4 -4 —a - -9

The payroll module automates the pay process by gathering data on employee time and attendance,
calculating various deductions and taxes, and generating periodic pay cheques and employee tax
reports. [ata is generally fed from the human resources and tkeeping modules to calculate
automatic deposit and manual chequeiting capabilities. This module can encompass all employee
related transactions as well as integrate with existing financial managesystems.

The worktime module gathers standardized time and waefated efforts. The most advanced
modules provide broad flexibility in data collection methods, labour distribution capabilities and data
analysis features. Cost analysis and efficienciriogeare the primary functions.

The benefits administration module provides a system for organizations to administer and track
employee participation in benefit programmes. These typically encompass insurance, compensation,
profit sharing and retirement.

The HR management module is a component that covers many other HR functions from job

application to retirement. The system records basic demographic and address data, selection, training
and development, capabilities and skills management, compensatiomipig records and other
NEflGSR FTOGAGAGASaAad [SFRAY3I SR3IS &adeaidsSvya LINRJAR
data into applicable database fields, notify employers and provide position management and position
control. The human resoae management function involves the recruitment, placement, evaluation,
compensation and development of the employees of an organization.

Online recruiting has become one of the primary methods employed by HR departments to garner
potential candidates fopositions available within an organization.
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The training module provides a system for organizations to administer and track employee training
and development efforts. Sophisticaté®1S allow managers to approve training, budgets and
calendars alongside performance managgrnand appraisal metriq24)

5.2. Parameters and requirements
The fictitious governmental organizations and local authorities consideréds report should take
into account some key parameters when assessing the cost/benefit impact of a cloud approach on
services security and resilience.

STEP 4
Comparative Risk Assessment
(SWOT or Risk Analysis &
Assessmeant)

Ly GKS G1roftS W{SNBAOS FGUNAROGdziSaQ AyOf dzZRSR I a
indicate the associated requirement for the type of service considered. It should be noted that:

1 Again, the parameters should be understood as just examples of possible constellations of the

variables mentioned ighapter3 (Model for decisiormakers). This is intended to be
instructive to the reader and show him how to interpret the above variables.

1 The requirements have been derived either from the direct responses to questionnaires
answered by local and regiohauthorities and healthcare authorities or are based on the
experience of the members of the expert group.

EHR EAP Email HR Apps

Electronic
Administrative

Lyy
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Procedures

Pasonal Data

Sensitive Data
Type of data

Information High Integrity
security and _ _ o
resilience High Confidentiality

Requirements High Availability

Personal Data
Sensitive Data

Personal Data
Business Data

Personal Data
Sensitive Data

High Integrity Medium Integrity High Integrity

High Confiéntiality Confidentiality High

) __ (content specific) Confidentiality
Medium Availability

Medium AvailabilitMedium
Avalilability

Scalability¢ Demand Management

Volatility of the
demand

High (for repository
accessiblerbm

patients and research’

Low (for EHR)

New services Yes

required

Anticipated storag( Predictable
requirements for
the next five years

Peak of concurren High
users

Proportion of data Low
in active use

High Medium Medium
Yes No NO
Predictable Predictable Predictable
High High Medium
Medium Low Medium
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Level of Low Low Low Low™®

administrative

(privileged usec IT
dept) access
required

Service reliabilityg Availability and Perfomability

Availability 99.9% (High) 98% (Medim) 97% (Medium)  98% (Medium)
Required
Unplanned Very shortg No longer than No longer No longer
downtime

no longer than 1 hour 4 hours than 2 hours than 4 hours

requirements

Realtime response Low Medium Medium Medium

Collaboration and Interoperabity

Other health Yes Yes No Yes

authorities and
public

administrations
need to access

the service

Identity, Authentication and Access Management

Identity Patient identities Citizens identities caUser identities caiUser identities cal
management be maraged both  be managed both be managed both
have to be internally or via an internally or via arinternally or via ai

managed internally outsourcer (eg, cloucoutsourcer (eg, outsourcer (eg,

18 On the assumption that the system has been properly architected
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Credentialand
permissions
provisioning

for users

RBAC
Strength of
authentication
Federation

required

Encrypton

Making an informed decisit

provider) cloud provider) cloud provider)
The process of The process of The process of The process of
_ credentials credentials credentials
credgntlgls and provisioning to the o S
permissions provisioning to theprovisioningto the

provisioning to the users (citizens, admiusers can be

users (patients, personnel, etc) can kmanaged both

users can be
managed both

doctors, admin managed both internally or via arinternally or via ar

personnel, etc) have tinternally or via an outsourcer (eg,
be managed internallyoutsourcer (eg, clouccloud provider)

provider)
YES YES NO
Strong 2-factor (optionally) Medium
Legal requirement
Yes Yes No

outsourcer (eg,
cloud provider)

YES

Pw (optional)

No

Encryption

Access to keys

Credentials and
permissions
provisioning

for admin access

YES in transit Optional Optional
recommended to

encrypt the rest as pel

legal requirements

Provider to provision Provider to provisionProvider to

authentication authentication provision
credentials for admin credentials for admir -
D A— authentication

credentials for
admin access

Recommended ir
transit (as per
regulations)

Provider to
provision

authentication

credentials for
admin access

Legal ad Compliance
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Data protection  Applicable Applicable Applicable Applicable
Data location and Both need to be Both neeal to be Both need to be  Both neal to be

legal jurisdiction specified (The law in specified (The law irspecified (The law specified (The la
some countries some countries some countries  in some countries
imposes a requiremerimposes a imposes a imposes a
that the data cannot requirement that therequirement that requirement that
leave the national data cannot leave trthe data cannot  the data cannot

territory.) national territory.) leave the national _
territory.) leave the nationa
territory.)
Access control A combination of A mandatory accessA mandatory accesA mandatory

control system (MA(control system access control

mandatory access or a RBAC should b(MAC) or a RBAC system (MAC) or

control (MAC}°and

in place. should be in place.RBAC should be
role based access place
control (RBAC) systen
should be in place.
Accountability YEB YES YES YES

(court admissible
logs)

MAC has been suggested as a requirement for EHR for the following reasons: 1) The patient is the owner
of his EHR and he should baeato decide a) who can access which type of data and b) to whom to
delegatethis decision. 2L onfidentiality and integrity is of the highest importance in EHR, and the patient
must be able to enforce rules about any potential access beyond or at supmrads to the ownership

model (eg, supeuser or root in a UNIX system). Based on these assumptions, the MAC system appears to
be more appropriate than, for example, a DAC, given the possibility that the former offers to set definitive
access rules. Fonore information, see:http://en.wikipedia.org/wiki/Discretionary Access Confyol
(http://en.wikipedia.org/wiki/Mandatory Access Contioand fttp://en.wikipedia.org/wiki/Role
Based_Access_Confyol



http://en.wikipedia.org/wiki/Discretionary_Access_Control
http://en.wikipedia.org/wiki/Mandatory_Access_Control
http://en.wikipedia.org/wiki/Role-Based_Access_Control
http://en.wikipedia.org/wiki/Role-Based_Access_Control
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Access using digiti YES

IDs (citizen cards)

Digital signature YES
SSQ; single sigron Optional
Nonrepudiation YES

Electronic

time-stamping

Single passwords
unique usernames
Enforcement of the
need to know

principle

YES NO NO

Processes and Official emailxan NO
documents must be be digitally signed.
validated with a

digital signature

(internally or by the

citizens).

Healthcare provider:
are signing the data

Optional Optional Optional

YES YES YES
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TABLE & SERVICE ATTRIBUTES

5.3.  Comparative risk assessment

In this section we carry out a comparative analysis of public, private and community clouds in order
find out which type of cloud codlbe, in the context of the proposextenariosthe most adequate
solution to satisfy the requirements for service described in sedig@n

As already explained at the beginniofgthis chapter, the service requirements on which the
assessment is based represent only possible configurations difeeaituations and should not be

GF18y WrHa A&8Q Ay | ALISOATAO Fylfearaoe ¢KSe RS

to make a decision.
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Comparative Risk Assassment
(SWOT or Risk Analysis &

|.
, STEP 4 |
| Assessment) I

Select I
| IT Architecture .

Proposal (RF)

As the four services considered present similar requirements, we have reported in the table that
follows only a comparative assessment for the EHR service. But we have also included a reference to
the other services, mentioning thespecificities.

Requirement

EHR: in providing electronic healthcare records, a healthcare authority manages personal and
sensitive data. High integrity, high confidentiality, drigh availability are the information security
and resilience requirements for the EHR service. Next to thatraepuadiation and audit logging are,
increasingly important requirements when dealing with EHRs

EAP, EMAIL and HR APRgh mtegrity, higlconfidentiality, and medium availability are the
information security and resilience requirements for these services.
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Community

EHR: The community cloud model
has strengths similar to a private
cloud in terms of control over data
confidentality and integrity, but if
sharing by community members is
required then weakening the
security policy of multiple private
clouds islands (or internal IT
infrastructures) in order to
accommodate sharing may lead to
security problems and policy
conflictsthat create a more insecurg
environment than a community
cloud where security policies and
controls are tailored to the
community.

A high level of availability can be
offered also, especially where the
ao0ltsS 2F GKS 0O2Y
infrastructure(s) is adequate

A federation of clouds provide
benefits for resilience in terms of
availability, elasticity, and incident
management. It should be noted
that a federation of private cloud
islands combined with some kind o
virtual community management
layer might be a étter option than a
hosted community when a balance
between separate but
interdependent private and shared
services is required.

EHR: A private cloud seems to bg
the best solution to garantee full
control over data confidentiality
and integrity.

The cloud owner (eg, national,
regional or local public body) is
responsible for building, managing
maintaining, monitoring, and the
evolution of IT services.

Better performance regardindata
availability than internal IT service
can be achieved only if:

9 the scale of the cloud is
adequate;

9 the cloud is properly
managed, maintained and
monitored.

EAP, EMAIL and HR APPS: A pril
cloud seems to be the best
solution to guarantee full contd
over data confidentiality and
integrity.

At the same time a private cloud
could easily provide medium leve|
data availability.

In a private cloud it is easier to
harmonize and enforce security
policy and apply miform risk

*
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EHR: Public larggcale
clouds seem to offer
high data availability.

The loss of control on
infrastructures (laaS),
and eventually
platforms (PaaS) and
applicatiors (SaaS),
represents a serious
threat to data integrity
and confidentiality, and
legal compliance.

EAP, EMAIL and HR
APPS: For integrity ang
confidentiality
requirements, the
same considerations as
in the analysis of
electronic healthcare
services apply€i the
loss of control is a
serious threat that
needs to be considereq
especially with regards
to the difficulties of
introducing the right to
audit into contracts).

The opportunity to
have high availability
guaranteed by a large
scale public cloud is ng
fully exploited in
providing EAP since
they have a medium

European Network
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The lack of trust between members
is a serious threat to the well
functioning of a community cloud.
By having transparency asdriving
principle of the community, trusted
relationships between members ca
be established and reinforced.

EAP, EMAIL and HR APPS: See E
analysislt is a moot point whether
local authorities would have
adequate power to negotiate a
contract with lage cloud providers,
even if they aggregate their needs
(especially security needs).

A community cloud would have less
expertise for security and
maintenance than a private cloud
but would have a higher level of
expertise with regard to the actual
applicatons

Specifically for the EMAIL service:
Some public cloud providers provid
security features such as content
filtering, antiphishing, antispam, or
let the users apply their own securi
solutions.

assessment methods.

A privatecloud appears to be the
solution that offers the most stabils
SYG@ANRYYSyiGsz |
community, ownership (the owner
will be a public organization), etc.

The opportunity to have high
availability, guaranteed by a large
scale public cloud, is not full
exploited in providing an email
service since it requires a mediun
level of availability.

level requirement for
availability.

Specifically for the
EMAIL service: Some
public cloud providers
provide security
features such as
content filtering, anti
phishing, antispam, or
let the users aply their
own security solutions.

e e

N

Requirement

The IT infrastructure should be designed to eef$ectively manage:

1) low and very low workloads;
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2) seasonal peaks (eg, influenza, payrolls, etc);

3) sudd@ and unexpected peaks due to changes in administrative procedures or the
implementation of new laws and regulations;

4) implementation of new services;
5) demographic changes;

6) cyber attacks and ICT incidents.

Community

A communitycloud can offer scalability
and demand management capabilities ths
are somewhere in between private and
public solutions. It can scale better than g
private cloud (to meet demand) as, in
principle, a larger infrastructure is

A private cloud, depending
on its scale, is the least
adequate option for
managing unexpected
events, cyber attacks (eg,
DDoS) and ICTdidents.

Public clouds guarantee
high level flexibility and
effective demand
management.

EAP: Scalability

requirements are the
same as for EHR. The
same considerations

apply.

available; however it cannotfly exploit

economies of scale. EAP: Scalability

requirements are the
same as for EHR. The sar
considerations apply.

EAP: Scalability requirements are the sar
as for EHR. The same considerations ap|

EMAIL and HR APPS: The demand in terms of computational power and storage is predictablg
therefore we assume that there is no significant difference in the value that the three cloud mo
could provide with regard to scalability and demand managetn

e e e

e

Requirement

The service needs to be available 99.9% of the time and unplanned downtime should be less
hour. High throughput and low latency performance are required.

EAP and HRPPS: The service needs to be available 98% of the time and planned and unplanr
downtime should be less than 4 hours. High throughput and low latency performance are requ

EMAIL: The service needs to be available 97% of the time and unplannedrdevshibuld be less
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than 2 hours. Medium throughput values and low latency performance are required.

Community

A community cloud could be A private cloud can offer high Elasticity, flexibility,
unsuitable due to the need for high| replication and performance if and| costefficiency, and
replication and performance. only if the scale of the cloud is larg total availability are the

enough. strengths of a large
scale public cloud.

EAP, EMAIL, and HR Apps: All the proposed solutions can tegisfguirement for medium
availability.

A public cloud is the solution that, as already mentioned several times in this report, offers
potentially the highest availability.

Private and community clouds could offer higher service performance than a pldulat due to
their closeness to the final users. A laiggale public cloud normally offers gdistribution by
default, but they concentrate their data centres in a few Member States.

Requirement

EHR, EAP, EMAIL andAHPS: The providers of these systems have to implement business
continuity plans and be prepared for disaster recovery.

EHR: A business continuity plan should take into account that any-timercould be longer than 1
hour.

EAP and HR APPS: A businessragty plan should take into account that any dowme could be
longer than 4 hours.

EMAIL: A business continuity plan should take into account that any-tiavencould be longer than
2 hours.

Community

EHR: A community cloud is a bit | EHR (as well as all the other | EHR: A public cloud, whiés
better than, but is still similar to, a| services): In a private cloud | implemented by a large
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private cloud, unless it is
implemented across different
regions and countries.

EAP: a community cloud is a bit
better than, but is still similar to, a
private cloud unless it is
implemented across different
regionsand countries. The
possibility ofobtainingbetter
business continuity levels depend
on the number of the entities
joining the community. The larger
the number and the scale of the
entities (public bodies) involved in
the community, the higher the
possiblity of reaching a level of
business continuity similar to the
levels offered by public clouds.

the degree of business
continuity is reduced
compared to a public cloud.

provider, may be
geographically distributed.
Where this is in accordance
with the legislation governing
the protection of health data
in a specific country, it
simplifies business continuity

A public cloud, which is
implementedby a large
provider, may be
geographically distributed.
Should this be in accordance
with the requirements for
auditing, accountability and
responsibility as well as the
data protection legislation of
a specific country, it would
simplify business contirity.

EMAIL: A public cloud, which
is implemented by a large
provider, may be
geographically distributed.
Should this be in accordance
with the requirements for
auditing, accountability and
responsibility as well as the
data protection legislation of
a spedfic country, it would
simplify business continuity.

e e

Requirement

EHR: Potentially all hospitals, clinics, etc, in national territory as well in the Member States of t
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European Union could have a needattcess the service.

EAP: Potentially all public administrations at any level (local, regional, and national) and law
enforcement agencies could have a need to access the service.

Community

EHR, EAP and HR ARR&: EHR, EAP and HR APPS: Private | EHR, EAP and HR AP
community cloud, thedvel of clouds enable the users to use In a public cloud,
interoperability intra and extra certain seups, though interoperability is an
community is agreed based on the interoperability needs to be intrinsic property and
YSYOSNERQ ySSRa |introduced on top or from external | can allow for a

sources It iseasier to build auxiliary systematic approeh.

EAP specific: Local authorities services on top.

would need to federate some
services in a community cloud,
which would mean that local
authorities would have to caider
the availability of each node and
interoperability. There would even
be a need to ensure consistency o
identification and the identification
of authorities in a community
cloud.

Requirement

EHR: Patient identities have to be managed internally.

The process of provisioning the credentials of and permissions for the users (patients, doctors
administrative personnieetc) has to be managed internally.

A combination of RBAC and MAC is used. Hospitals, clinics, etc, are often data owners. Healtl
providers define the access control policies on the basis of patient consent and national and
organizational policies.

EAP, EMAIL and HR APPS: The identities of citizens can be managed both internally and via &




x
x "
x *
, enisa
European Network

and Information
Security Agency

Security & Resilience in Governmental clouds

75

Making an informed decision

outsourceror cloud provider).

The process of provisioning the credentials of the users (citizens, administrative personnel, etg
be managed both internally anda an outsourceor cloud provider.

A rolebased access control system is required for EAP and HR APPS.

Community

EHR: In private clouds:

i there is control over administrative access;
1 it is easier to provide access for patient data
1 identity management is easier;

1 enforcement of MAC is simpler.

EAP, EMAL and HR ARR®rivate and community
clouds, there is control over the identity and access
control systems both for users and administrators.

Government issued smartcards can be used.

Govenments can provide PKI.

EHR: Aomplex access management
system, resulting from a combination of
RBAC and MAC, is difficult to integrate ag
well as to enforce in a public cloud.

EAP and HR APPS:omplex access
management system is difficult to integeal
as well as to enforce in a public cloud.

The Spanish system for identity
management appears to be of particular
interest in this regard. In fact, in Spain, th
new identity card (DNIe) incorporates a
device for the creation and verification of
an electranic signature. The verification is
performed against two formal systems for
the validation of certificatedrabrica
Nacional de Moneda y Timboé the
Spanish Ministry of Industry, Tourism and
Trade, and the Ministry of the Presidency
The system works faitizens in the private
and public sectors, and the technical
specification have now been made public
order to allow distinct developments.
MoreoverFabrica Nacional de Moneda y
Timbreserves as the PKI infrastructure fo
public administrations. Thedgal base of
the common approach to the public and
private sectors in the Spanish system for
identity managements foundA v { LJI




* x

x x
*
76 : enisa Security & Resilience in Governmental Cloi
European Network .
x and Information
* Security Agency

Making an informed decisi

Law 59/2003 which is a transposition of tf
EU electronic signature directive
1999/93/CE.

EMAILA complex access managenten

system is difficult to integrate as well as t
enforce in a public cloud, especially wher
the SaaS delivery model is considered.

e

Requirement

EHR, EAP and HR APPS: Encryption of data in transit and at rest is a securitpeatjuitaving
private key management has to be possible.

EMAIL: Encryption of data in transit and at rest is a security requirement. Due to the nature of 1
application, email exchange outside the governmental sovereignty or domain will be unencrypt
regNRAY 3 GKS YSaalrasSga ASYRSNE NBOSAGSNE vy
during the specification of the requirement for encryption. Having private key management hag
be possible.

EHR, EAP, EMAIL and HR ARRR®Bth private and | EHR, EAP, EMAIL and HR APPS: It is difficu
community clouds, the distribution and revocatio| integrate an external kegnanagement system
processes for encryption keys are easier to into a public cloud.

implement, as well as the mechanisms for key
storage and protection.

In the course of processing, it may be
necessary to decrypt data sets and thereby
expose their content in a public infrastructure
potentially shared with thousands of other
tenants; therefore strong isolation
mechansms are necessary.

Traffic analysis can be implemented even wh
all the data are encrypted.
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Requirement

EHR, EAP, EMAIL and HR APPS: Both data location and legal jurisdiction need to be specifieq
in some countris imposes a requirement that data cannot leave the national territory.

Full transparency against thimhrty providers is required. In order to guarantee accountability,
court admissible logs are needed.

In community clouds, leg@ompliance | Private clouds provide | In public clouds, addving

can be easily achieved given: the highest confidence | legal and regulatory

that legal compliance compliance is difficult or even
can be achieved. impossible due to:

1 the common legal
requirements of the
O2YYdzyAlléQa Y 9 uncertain data location

_ and legal jurisdictions;
9 the control over the service

supply chain. 1 limited right to audit.

The requirements for court admissible logs can be satisfied by all cloud alternatives.

Community and pvate clouds can better control log collection (level of detail) and retention.

54. Selection of the solution and identification of threats and
weaknesses

Legal restraints may require that personal health care data be retained within a specified physical
locaion. In this case, private and community clouds are the best solutions for the implementation of

EHR services (as well as EAP, EMAIL and HR APPS). This is due to the capability of these cloud models
to offer legal and regulatory compliance and control othe requirements for high levels of

confidentiality and integrity. A community cloud solution that brings together different regional,

national or international healthcare organizations is preferoseér a community cloud that combines
healthcare with ober sectors.

Aside from the legal restraints, if the primary focus is on providing the healthcare benefits of an EHR
system, largescale public clouds have the best potential to meet the strict availability and resilience
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requirements of an EHR systemaateasonable cost. If the legal and regulatory compliance challenges
can be overcome, they will become preferable to private and community clouds unless the health
authorities can afford significant investments in security specialists andpregrsioningof resources.

There are a number of threats that should be considered when using private and community
governmental clouds for EHR services:

)l
)l

)l
)l

lack of critical mass for infrastructure;
politically motivated attacks;
leakage of EHR in an irreversible failoozering a very long period of personal history;

the extreme sensitivity of the reputations of governments and public bodies to the leakage of
health records and other security incidents, including the use of a governovemed
infrastructure to launch migcious attacks;

loss of data integrity;

data unavailability;

poor definition of requirements and classification of assets;
inadequate terms and conditions in contracts with business partner(s);
lack of monitoring of contract execution;

isolation failure(see report 2009) opening the door to information leakage (illegal monitoring)
as well as operational problems;

inadequate identity management and access control systems;

lack of compliance with data protection regulations.

The abovementioned list of tleats obviously needs to be integrated with all the other technical
threats included irAnnex 1V.

In order to mitigate the threats mentioned, healthcare authorities should take into account the
security measures and controls debed in chapter 6.
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6. Preparing a request for proposal

L
| STEP &
Prepare Request for
Proposal (RF)

In this chapter we propose a set of security and resilience questions which can be used as guidance
when preparing a request for a proposal. These should be seen either as security measures to be
included in the contract specifications or as demands to be fulfilled by a third party. Moreover, the
same set ofjuestionsshould be used as a basis for the preparation of the mitigation plan in the risk
treatment phase. Thguestionscover requests forexvice proposals from both public clouds,

independent service vendors (ISVs), infrastructure service management providers, security services,
and other service management providers having privileged access to infrastructures and platforms (eg,
servicedeskor helpdesk, capacity management, consultants, incident management, etc).

Moreover we advice to leverage the specific controls included in cloud oriented assurance framewark
such as ENISA Information Assurance Framework and CSA Controls Matrix whengtbepaequest
for service proposal or the risks mitigation plan.

Finally we suggestvaluatingthe potentialthe Common Assurance Maturity Model (CAM(HI)
project, which is meant to be a framework fibansparentlyrating and benchmarking the capabjliof
a selected solution to delivénformation assurancacross thesupply chain.

A. Preparedness
1 Do you have information security management systems in place?
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How will you facilitate audit and necessary certifications?
Can you support my data and servicasdlification schema?

What logging facilities do you provide, how is the integrity of logs ensured and access to logs
controlled?

1 What personnel security measures do you support?

=

Show how you meet government requirements for the selection and vetting rsbpael
having access to data, infrastructure and management?

How do you protect privileged access?

26 Aa Y& RIFEGEF Aaz2frdSR FNRY 20KSNJ Odzad2YSNA
How iscourt sanctionedaccess to my data controlled and guaranteed?

What mechanisms do you support tieanage data access rights by different roles or users?

Do you support multlevel or multiple manager authorization?

How do you prevent and detect privilege escalation and compartment jumping?

= =4 4 4 -4 - -

Can you implement and guarantee separation of duties betwetardint government
entities?

How is access to data controlled?

=

1 What different levels of access are supported and how they are controlled across different
user or operator categories?

How are different types of authentication credentials supported?
Is rolebased access supported and how flexible is role management?

What means of providing only specific data under subpoena or forensic investigation do you
support?

How will you ensure separation of interests between potentially competing client services?

Is the enduser given appropriate guidance and tools to facilitate storage of information with
different requirements in terms of sensitivity, availability, and compliance?

1 How do you guarantee thdhe data classes associated with their owners? [Meltiel seurity
policies?] Does the access management system properly translate the clearance of
classification pairs in traditional ICT?

91 Does the provider offer log segregation by usastomer?

1 How will you provide transparency on outsourcing agreements you énétthave a material
effect on a government's SLA with you?
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How will you facilitate consistency of policy with interoperating of services?

How will the interface between the legacy systems and services and the cloud infrastructure
be secured?

What secuty and access control measures are supported by the legacy system?
What breaches could result at the interface?

How do you check the hardware sourcing process (especially for sensitive government
operations)?

Service delivery
What level of service avalbility can you guarantee?

What is the availability level of the various components in the solution and how do these
affect the availability of the service?

What mechanisms exist to ensure data consistency?
What measures do you take to ensure complete araf data?

What defensive irdepth measures do you support to guard against unknown threats and
vulnerabilities?

What is your process for mitigating disruptions associated with rolling out configuration and
software changes?

What management process cogfiration and software changes do you follow?

How do you ensure that your infrastructure and software is maintained free of known
vulnerabilities?

What is your policy and notification process for upgrades to platform software that require
adaptation of cliat software applications?

Are the categories of changes clearly defined?

Ask for continuous notification of categories of change in order to perform risk analysis and
assessment with the necessary frequency.

. Response and recovery

How quickly can servidee restored after a disruption?
How do you recover from a permanent CSP failure?
Have you tested your BC/DR plan?

Should an incident arise, what is the policy for incident notification and reporting?
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D. Legal and regulatory compliance
Can you guarantee comalice with requirements on the geographic location of data?

If a court subpoena for data is received that conflicts with the local jurisdiction, what are the
means of appeal?

Regulatory due diligenceeg, do some simulations to verify compliance?

Can you garantee access to logs in order to demonstrate who had access to which data and
when?

How do you guarantee integrity and non repudiation of logs?

Do the proposed terms of serviexpressclearly who is responsible for which parts of the
security policy irwhich cases?

How the principle of accountability is applied and enforced?

Suppose there is a commercial data protection clause in a law of an EU Member State

concerning the protection of data held on citizens. Because of an incident with a foreign citizen

GKSNB Aa Iy Ay@SadAiadalridrzyd 2Att GKS 20KSNJI O2
1 How do | monitor the fulfilment of the contract? What metrics are available to permit real

time monitoring of the SLA fulfilment, eg, jitter, load tolerance, \daly?
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7. Conclusions and recommendations

Based on the analysis of the strengths, weaknesses, opportunities and threats relating to the security
and resilience of the three cloud modejgommunity, private and publi¢ undertaken by ENISA with
the support ofthe expert group, the following conclusions can be drawn:

9 The cloud computing business model, on the one hand, has the potentéktgpublic
administrationssubstantial benefits and improvements over current IT provisioning, including:

0 increased avadlbility and reliabilityaspooled resources simplifthe handling and
masking of hardware faulsnd of performance loss due to peaks in demand

0 stronger security, as many CSPs hgnaater and better security experés
management and controls thagovenment agencies andnterprises

o0 better value, as the cloud model offers economies of scale and the provision of cloud
services can easily be changed in response to the fluctuating IT needs of government
agencies.

1 On the other hand, it still shows weaknessmdexposures to significarhreats that could
undermine the full exploitation of all the benefits that such a model could offer. Weaknesses and
threats are mainly linked to the lack of governance and control over IT operations and the
potential lack ocompliance with laws and regulations. National laws and regulations in the
Member States of the European Union currently impose some restrictions on the movement of
data outside national territory; moreover, a problem exists in the determination of thicable
body of law §overning lawswhen data is being stored and processed outside the European Union
or by a noREU service provider. The main questions that each public organization, and more
generally each EU central government, must address are:

o whether current legal frameworks can be changed to facilitate the communication,
treatment and storage of data outside national territory without exposing the security,
and privacy of citizens and national security and economy to unacceptable risks;

o ifsowWBSUiKSNI Y2@Ay3 OAGAT SyaQ RIGE 2dziaARS
undertaken;

o whether the tradeoff between the risks of losing control over data and the beneficial
effects of geedistribution is positive for them.
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These considerations afypin general to all cloud deployment models (ie, public, private,
community and hybrid), but the impact of the weaknesses and threats varies depending on the
specific internal and external environment of public organizations in different Member States and
depending on the deployment and delivery model consideledegal and data governance terms,
certainlypublic clouds represent the most risky solution when compared with community and
private clouds, for the following reasons:

o0 Cloud owners (public cloysroviders) and users (public bodies) have different
missions and interests that can sometimes be in conflict

0 Public clouds can be owned by rRBJ companies.

o Public cloud providers offer a lower degree of transparency about their security and
resiliencemeasures compared to any other cloud options or internal IT.

o Cloud providers are not obliged to report on security and resilience incidents, and
while it is possible for users to identify incidents that have an impact on service
availability, identifying teaches of integrity, confidentiality and data protection and
their impact is not an easy matter. As far as private and community clouds are
concerned, we assume that the owner of a private cloud and the members of a
community cloud will have a more trarsnt attitude toward the reporting of
incidents to citizens or users and that, in the case of a cloud operated by a third party,
the contract can include a clause obliging it to notify and report incidents.

1 Internet connectivity is a fundamental buildildpck of the cloud model; without connectivity it is
obviously not possible to access cloud services. The quality and performance of communication
services (capacity, latency, etc), are often not homogeneous in the European Union, and there are
still areas (especially rural areas) in several Member States where the quality of the service is quite
poor.

1 The lack of governance awedntrol, as mentioned in point &f this section, appears to be an
inherent weakness of the cloud model (especially with reganoublic clouds and SaaS
deployments), even though, as already stated several times by ENISA (eg, in the 2009 report), the
situation can be improved by achieving transparency in the market and negotiating appropriate
terms and conditions in contracts.dhould be noted that the principle of transparency (ie,
transparency for data subjects) is also mentioned in the European Commission draft
I 2YYdzyAOFGA2Y 2y WI O2YLINBKSY&aA@dS | LILINR2IF OK 2V
1Y A @9ja3 well as in theecent speech of Commissioner Natalie Kroes on cloud computing and
data protection(25).
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By reaching an adequate level of transparency both in terms of the security and resilience
requirements for public bodies and in terms of the security practices anttas applied by the

cloud or service providers, it is possible to facilitate the matching of customer security
requirements and the service security levels being offered. The recent NIST publRrajmsed
Security Assessment and Authorization for.lG8vernment Cloud Computirig6)and the CAMM
(Common Assurance Maturity Model) project in which ENISA is directly involved are both expligitly
relevant here.

1 For sensitive applicationsrigate and community clouds appear to be the solutions thatenty
best fit the needs of public administrations since they offer the highest level of governance,
control and visibility, even though, when planning a community or private cloud, special regard
should be given to the scale of the infrastruct@®most ofthe resilience and security benefits of
the cloud model will not be realisgfithe necessary infrastructural critical massiot reached

1 The public cloud option is already able to provide a very resilient service with an associated
satisfactory level oflata assurance and is the most cost effective. Moreover public cloud offers
potentially the highest level of service availability, but due to the current regulatory complexity of
intra-EU and extr&U transborder data transfer, its adoption should be Itad to nonsensitive or
non critical applications and in the context of a defined strategy for cloud adoption which should
include a clear exit strategyAt the same time a number of emerging initiatives, including CSA
Guidance, Control Matrix, and Comsais Assessment as well as the work of@enmon
Assurance Maturity Model (CAMM) @nsortium are pushing the yardstick on providing the
transparency and assurance that will allow using public cloud model in more sensitive applications.

1 Regardless of tnhdeployment model chosen, it is clear that a satisfactory level of service security
and resilience can be achieved and maintained only if:

o0 the service requirements are clearly identified;
0 an acceptable level of service is clearly defined;
o the fulfilmentof security and resilience parameters is continuously monitored;

o there is coordination between monitoring, incident management and business
continuity management processes.
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7.1. Recommendations to governments and public bodies

1. Governments are recommended to@ut a staged approachyith the ability of backtracking
each stagebecause the complexity of the cloud environment introduces a number of
unknown variables that could be very difficult to manage. Public administrators (PAS) at any
level should consider stem interconnection and interdependencies (most of which may be
unknown), especially when simultaneously moving multiple services to a cloud system(s). PAs
should consider this caveat in the context of a dynamically changing environment and a
currently ircomplete understanding of vulnerability and attack mechanisms, and the
complexity of related controls. PAs should not assume that the successful deployment of an
application in a cloud environment is automatically a positive indication for proceeding with
many other deployments; the security and resilience requirements of each application should
be examined carefully and individually and compared to the available cloud architectures and
security controls.

2. National governments should prepare a strategy audlcomputing that takes into account
the implications for security and resilience that such service delivery models will have in the
context of their national economies and services to citizens over the next 10 years. The early
adopters in each Member Stashould be seen as possible test beds, but it will be essential to
have, at least at a national level, a coherent and harmonized approach to cloud computing in
order to avoid: 1) proliferation of incompatible platform and data formats (lack of service
interoperability), 2) an inconsistent approach to security and resilience, including an
inconsistent and inefficient approach to risk management, and 3) a lack of critical mass.

3. We recommend governments to study the role that cloud computing will playercdmtext of
protecting critical information infrastructures. It is not unrealistic to assume that cloud
computing, in all its possible implementations, will serve, in the near future, a significant
portion of European Union citizens, small and mediirel enterprises and public
administrations, and therefore the critical infrastructures from which services are provided
should be protected as such. In other words, a national strategy for cloud computing should
aim to understand and address, among otheuess the effects of national and supnational
interoperability and interdependencies, and assess the impact of possible cascade failures,
evaluate the opportunity tantroducean incidentreportingschemefor cloud providers
similar to one already adoptl in the telecommunication sect@in particular we refer to the
reporting mechanism introduced in articles Adal3 of the newly adopted Telecom
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Framework Directiv®) and to be prepared for crisis management in the event of lsigee
incidents of thisature.

4. We recommend national governments and European Union institutions to further investigate
the concept of a EuropeaBovernmentaktloud as a supra national virtual space where a
consistent and harmonized set of rules could be applied, both in tefrtegislation and
security policy and where interoperability and standardization could be fostered. Moreover
such a European Union wide infrastructure could be used in the context of a pan European
mutual aid and assistance plan for emergencies

In more cktail, if public bodies finally decide to move to cloud computing, they should:

9 Taking into account national strategy, define their requirements (possibly using as a support
those suggested in this report) in order to identify which cloud solution mattteisneeds.
PAs should also consider human factors (eg, security and resilience awareness, resistance to
new security policy models) and legal frameworks.

1 As a matter of good governance, have in place an information security management process,
which indudes risk management, a policy for information security and resilience, asset
management (physical and informational), etc, based on available good practices.

1 PAs should focus on a comprehensive service catalogue and physical and information asset
classifcation; per each service and asset, the appropriate security and resilience requirements
should be specified. We reckon that most large institutions will not be able to complete such a
task in a reasonable time frame, as we assume that in certain caSesthR2 y Qi KI ¢S @& S
complete picture of their assets. A viable alternative, in the context of the staged approached
to cloud computing, would be to start with the definition of macro categories of assets and
services (eg non sensitive and non critical, medsersitive and medium criticalte.) and to
elaborate a detailed asset classification according to the simple logic that the first service to|be
migrated to the cloud should be the first ke classified (prior migration).

1 Define acceptable levels of sar@i(a benchmark, eg, availability) for their requirements. They
will use the benchmark(s) to measure the performance of their services.

1 Identify the set of controls and their degree of specificity in order to reach a minimum
acceptable level of data assurce and services resilience.

2 http://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2009:337:0037:0069: EN:PDF
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1 Make sure that all the essential security, resilience and legal requirements are detailed in their
service level requirements and specified in their service level agreements. These should be
drawn up when planning a servicegration. For instance, SLAs should include the right to
audit, (or at least should include access to independent audit report), the means to recover
data and application (ie avoid lo@k), and detail the level of monitoring and reporting, etc

9 Establish anetrics framework (including key goal and performance indicators) to continuously
evaluate whether the following are met:

0 service level target(s);

o the level of preparedness and preventative capability in case of incidents including
both faults and malicios attacks;

o the efficiency and effectiveness of the reaction and recovery phase following a
disruptive event.

9 Take into account relevant national and international regulations applying to third parties (eg,
electronic digital signature directives, IS@dhRparty assurances) in order to ensure the
trustworthiness of the communications between all the parties involved in the provision of the
service (PAs, citizens, services prowvidesiness parties, as well as systems). The authenticity
of the identitiesof the parties and their authorization to perform an action, the point in time
(ie, timestamp), and location should be assured.

1 Apply, in the identity and access controls processes, the principles oftodatw, least
privilege and segregation of duties.

1 Have tools, methodologies and governance structures to, for example, assure due diligence.

91 Verify the financial stability and solvency of business partner(s), including specific relevant
lines of business in order to avoid unexpected interruptions toisesvor lock in.

1 Ensure that satisfactory telecommunication connections, critical dependencies (eg, electricity),
processing power and storage capacity are guaranteed and maintained.

9 Check the priority for the resumption of thiglrty communications andoud services in the
event of a disruption.

1 Test the business continuity plan along the whole services supply chain.
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9 For highly critical applications, plan for cloud service unavailability. There should be a
mechanism in place to make access to IT sesviossible even when the connection to the

cloud(s) is not available.

Finally, cloud providers and independent service vendors should consider the recommendations
included in this report as a possible source of information when aligning their business afidl
Gl fdzSa LINRPLRaAAGAZY 6AGK dzZAaASNERQ ySSRa |yR NBIjdzA NBY
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8. Glossary

AAA Authentication, authorization and accounting

AD Active directory

API Application programming interfacespecification of an interface
published by a software supplier

ARP Address Resolution Protoc(i)

Apps In this report used as an abbreviation for Applications

Asset The target of protection in a security analysis

Availability The proportion of time for which a system can perform its
function

BSDG Bundesdatenschutzgesef@erman Data Protection Act)

BS British Standard

CA Certification authority
Common Assurance Maturity Model

CcC Common Criteria

CEO Chief executive officer

Classified information

Information that is labelled in a government or business
classification system for confidentiality. A typical classification
system consists of several levalsclassifiedrestricted
confidential secretor top secret Classified information usually
YSIFyad WNBaAaUGNAROGSRQ 2NJ KAIKSN

Confidentiality

Ensuring that informatioins accessible only to those authorized
have access (ISO 17799)

Coresidence

Sharing of hardware or software resources by cloud customers
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CISO Chief information security officer
CP Cloud provider
CPU Central processing unit
CRL Certificate revocatio list
CRM Customer relationship management
CSO Chief security officer
CSP Cloud service provider
CTO Chief technology officer
Data controller The natural or legal person, public authority, agency or any oth

body which alone or jointly with othersetiermines the purposes
and means of the processing of personal data; where the
purposes and means of processing are determined by nationa
Community laws or regulations, the controller or the specific
criteria for his nomination may be designated byioatl or
Community law.

Data processor A natural or legal person, public authority, agency or any other
body which processes personal data on behalf of the controlle

Data subject Identified or identifiable natural person (see EU Directive
95/46/EC) fromwhom data is collected and/or about whom that
data is processed

DDoS Distributed denial of service

Deprovision The process of enforcing the removal of a resource from use,
disallowing its use by a set of users

DNle Documento Nacional de ldentiddtkectronico

DPD Data Protection Directive
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Edge network In this context, a network of computers which is able to proces
and store data for delivery close to its final destination

EEA European Economic Area

EAP Electronic Administrative Procedure

EDoS Economic denial of service

Escrow The storage of a resource by a third party which has access tg
resource when certain wetlefined conditions are satisfied

FIM Federated identity management

Guest OS An OS under the control of the cloud customemming in a
virtualised environment

Host OS The operating system of the cloud provider which runs multiple
guest Oss

HSM Hardware security module

Https Http connection using TLS or SSL

Hypervisor Computer software or hardware platform virtualizationftseare
that allows multiple operating systems to run on a host comput
concurrently

laaS Infrastructure as a Service (cloud architecture)

IDS Intrusion detection system

Integrity The property that data has not been maliciously or accidentally
altered during storage or transmission

IP Internet Protocol

IPS Intrusion protection system

ISO International Organization for Standardization

ISV Independent Software Vendors
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ITIL Thelnformation Technology Infrastructure LibrgiyIl) is a set of
concepts ad practices for information technology services
management (ITSM), information technology (IT) development
and IT operations.

Jitter The variation in the time between packets arriving, caused by
network congestion, timing drift, or route changes

Latency Time taken for a packet of data to get from one designated poi
to another

LAN Local area network

LDAP Lightweight Directory Access Protocol

Linkability Linkability describes the extent to which a given data set allow
one to establish identity betweaetwo or more pseudonyms.

LHA
Local Healthcare Authority

LMS
Leave Management System

MAC Media Access Control (address of a network node in IP)

MAC (2) Mandatory Access Control

MITM Man in the middle (a form of attack)

MSS Managed security services

NIS Network and information security

NIST National Institute of Standards and Technology (USA)

NRA National regulatory authority (for telecommunications)

Non-repudiation

The property whereby a party in a dispute cannot repudiate or
refute the validity of a statement or contract

OCSP

Online Certificate Status Protocol

(O

Operating system
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OTP Onetime password (type of authentication token)
OVF Open vrtualisation format
PA Public Authority

Perimeterisation

The control of access to an asset or group of assets

Port scan

Probing a network host to determine which ports are open and
what services they offer

Protection profile

A document specifying seity evaluation criteria to substantiate
vendors' claims for a given family of information system produg
(a term used in Common Criteria)

Provision The issuing of a resource

PV LAN Private VLAN

QoS Quality of service

RBAC Rolebased access control

Reliability The extent to which any computeelated component
consistently performs according to its specifications

Resilience The ability of a system to provide and maintain an acceptable
level of service in the face of faults (unintentional, intentiqroal
naturally caused)

ROI Return on investment

ROSI Return on security investment

RPO Recovery point objective

RTO Recovery time objective

RTSM Realtime security monitoring

SaaS Software as a Service (cloud architecture)
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Security target

A documentpecifying criteria for the evaluation of security in
order to substantiate a vendor's claims for the security properti
of a product (a term used in Common Criteria)

Service engine

The system responsible for delivering cloud services

Side channel atizk

Any attack based on information gained from the physical
implementation of a system; eg, timing information, power
consumption, electromagnetic leaks or even sound can provid
extra source of information which can be exploited to break the
system.

SLA Service level agreement

SSL Secure Sockets Layer (used for encrypting traffic between wel]
servers and browsers)

Subpoena In this context, a legal authority to confiscate evidence

SWOT Strengths, weaknesses, opportunities, threats

TFEU Treaty on theFunctioning of the European Union

Throughput The amount of data transferred in one direction over a link
divided by the time taken to transfer it, usually expressed in bit
or bytes per second.

TLS Transport Layer Security (used for encrypting trafétween web
servers and browsers)

Tolerance The ability of asystemto respond gracefully to an unexpected
hardware or software failure.

ToU Terms of use

UPS Uninterruptable power supply

VAS Valueadded services

VLAN

Virtual local area network
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VM Virtual machine
VPC Virtual private cloud
VPN Virtual private network
Vulnerability Any circumstance or event that has the potential to adversely
impact an asset through unauthorized access, destruction,
disclosure, modification of data, and/or denial ofhgee
WAN Wide area network
XML Extensible Marlup Language
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Annex I¢ Legal analysis

Methodology

The methodologyve usefor the legal analysis is as follows.

STEP:We frst aim at answering these dixndamental questions:

1

2 KA OK &{5 Sk xS Efiedinthe scenario is theAPGOV considering migrating to
the cloud?

Are there specific laws or regulations that apply to the Services and what are the relevant

duties or obligations imposed upohd PA/GOVeg, data retention, data protection,
interoperability, medical file manageent, disclosure to authorities, ete)

What is the nature of the data or information that would be processed with these Services?

What are the specific legal provisions that apply to the types of data or information that will be
processed and what are thelevant duties or obgjations imposed upon the PA/GQag, data
protection, intellectual property, confidentiality, security, €2c)

What is the data or information flow (interrfaland external) during the operation of these
Services?

Who are the subjectéatural and/or legal persons) involved in the operation of the Services
and what are their roles (responsibilities, duties, obligations, and liabilities)?

The questions above will be answered with respect to each specific scenario we are dealing with.

We will mainly take into consideration EU law. Where the relevant laws or regulations have not been
harmonized at the European level, we will point out the issues and provide a few examples of the
applicable laws of Member States.

STEP:20nce the questionskive have been answered, we will be able to:

T

T

make a list of applicable laws and regulations and the relevant duties and obligations of the
PA/GOV; and

identify the legal issues and the related legal risks.

2L Within the PA/GOV

22 Erom one PA/GOV to another PA/GOV and/or from the PA/GOV to citizens
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STEP:3Ne will then analyse the impact on legssues and related legal risks will have for a PA/GOV
(and more generally for all the stakeholders) migrating the Services to the cloud. More
specifically, we will identify the pros and cons and the benefits and risks of migrating
the Services to the clou€oncerning the risks, we will suggest how to deal with them.
In order to improve the migration of the Services to the cloud, we will conclude by
issuing recommendations on solutions and/or workarounds for the competent
Authorities.

Main regulatory concers

Seeparagraph 3.3.

Regional ehealth cloudg scenario No 1

Ehealth services represent a sector in which the governments of Member State face significant
challenges. In fact, on the one hand, high quality and pagformances are to be delivered while, on

the other hand, there is increasing pressure to cut public expenditure. In other words, there is a need
G2 Llzi Ayid2 LINI OGAOS (G4KS NBOMdNNBYy(d YIYyGiNlyY W52
technologies, new business models and services (eg, unique patient identifier, EHR, EHF, online
scheduling of reservations for health examinations, online provision to patients of the related
examination records) can provide solutions to these challenges.

Ehealthis a fastgrowing market for providers of related services. Through-itiealth Action Plag
issued in 2004 the European Commission has boosted its grofftiloreover, due to the growth in
market opportunities and demand;ieealth has been seleateas part of the Lead Market Initiativé.

% European Commissios;sHealthc making healthcare better for European citizeAn action plan for a European

e-Health AreaCommunication from the Commission to the Council, the European Parliament, the European Economic and
Social Committee and the Committee of the Regions, COM(2004) 356 final, Brussels, 30 Apr 2004. Ftitenore on

Commissiof &hedlth strategy, see ICT for Health and i20l@nsforming the European healthcare landscape:

Towards a strategy for ICT for Healt¥fice for Official Publications of the European Communities, Luxembourg, 2006.

The ultimate goalist Syl 6t S | 0O0Saa G2 GKS LI GASyGQa St SOGNRYAO KSIFfi
See also Article 29 WP (WP 131/2007) Working Document on the processing of personal data relating to health in electronic
health records (EHR); COM (20884 Proposal for a Directive of the European Parliament and of The Council on the

application of patients' rights in crod®rder healthcare; COM(2008) 415 A Community framework on the application of

patients' rights in crosborder healthcare.

%4 See: fttp:/lec.europa.eul/information_society/activities/health/policy/lmi_ehealth/index_en.htm



http://ec.europa.eu/information_society/activities/health/policy/lmi_ehealth/index_en.htm
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In 2008 the EU Commission issued a recommendation on the-lsooder interoperability of

electronic health record systenf8L it F2NBXaSSa WGiKS R2LIGAZ2Y 2F I O2YL
interoperable electronitealth record systems. Such a legal framework should recognize and address

the sensitive nature of personal data concerning health and provide for specific and suitable

safeguards so as to protect the fundamental rights to protection of the personalofidiiee individual
O2yOSNYSR®Q CAZNIKSNN2NBZ Al SyO2dz2N»y 3Sa aSYoSNI {dl
electronic health record systems as an integral part of regional and natieiiebé f G K a G N G S3ASa
NBO2YYSYRFGAZ2Y Ay DApod an ayéanybaSisldothé CoinBidsiontain the NI

measures they have taken in relation to the implementation of the chussler interoperability of

St SOUNRBYAO KSFHfOK NBO2NR adagdaidiSvyaoQ

The legal framework applicable to the provision of health servicesrispEus quite complex. Sources

of primary and secondary care levels interact to impose duties and obligation on all the players: public
administrations, local healthcare authorities, hospitals, private practices, doctors, administrative staff,

etc. The legl framework is not consistent throughout the European Union Member StatEse

reason has to be traced back to the fact that healthcare is a domain which largely remains under the
competence of the Member States. Before the enactment of the Treaty lodh.il December 2009},

the European Union (and previously the European Community) only had a supporting, coordinating

and complementary role in this domain (parallel complementary competefiteYi O2 dzf R dza S wa 2
instruments (eg, recommendations) énder to coordinate and promote specific actions in this field,

yet measures for harmonization were explicitly excluded. The Treaty of Lisbon should open a new

phase in EU harmonization in this sector, by clarifying and expanding EU competences in th@tphe

public health. Article 4.2(k) of the (Consolidated Version of the) Treaty on the Functioning of the

European UnioffOf | 8aAFASa wO2YY2y al FSiée O2yOSNYy& Ay Lz f
Ay (GKA& ¢NBIFGeQ | a &aKMaudber Staded anbdiBdiBigrORidherm@djtheS Sy (K S
9! KlFa I LINItfSt O2YLX SYSYy(llINE O2YLISGSyOS F2NJ (K

% See: fittp://lec.europa.eulinformation_society/newsroom/cf/itemlongdetail.cfm?item_id=4324

% See European Commission (2009) Study on the Legal Framework for Interoperable eHealth in Eurepsequavilable
at: <http://ec.europa.eulinformation_society/activities/health/docs/studies/legfal-interop/ehealthlegalfmwk-final-

report.pdf>.

2 hitp://www.consilium.europa.eu/showPage.aspx?id=1296&lang=en

% see, eg, SchutzEcoperative federalism constitutionalised: the emergence of complementary compstience
the EC legal ordeEuropean Law Review 2006, p 179.

2 Available at: fttp://eur -lex.europa.eu/JOHtmI.do?uri=0J:C:2010:083:SOM:EN:HTML



http://ec.europa.eu/information_society/newsroom/cf/itemlongdetail.cfm?item_id=4224
http://ec.europa.eu/information_society/activities/health/docs/studies/legal-fw-interop/ehealth-legal-fmwk-final-report.pdf
http://ec.europa.eu/information_society/activities/health/docs/studies/legal-fw-interop/ehealth-legal-fmwk-final-report.pdf
http://www.consilium.europa.eu/showPage.aspx?id=1296&lang=en
http://eur-lex.europa.eu/JOHtml.do?uri=OJ:C:2010:083:SOM:EN:HTML
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on the basis of article 6. Significant direct and indirect interventions by the EU in this field are as
follows:

1 The European regulatory framework for medical devites

9 The European Directive on the transparency of measures related to the pricing and
reimbursement of medical products

1 The European Directive on electronic comméfcehich contributes to the funatining of the
internal market by ensuring the free movement of information society services, including e
health services, between Member States.

f EU legislation on the free movement of professionals, including health professionals

1 The European regulatofyamework for personal data protectidhand for the protection of
privacy in electronic communicatiofis

1 LY WdzyS wnny GKS /2YYAaarzy TFAyLFLffe LlzmfAakKS

crosshorder healthcaré®. It is notable that article @ of the proposed directive specifically

relatestoeK S £ G K | yR LINP@PARSAa F2NJ 0KS | R2LIGAZ2Y 27F

the interoperability of information and communication technology systems in the healthcare

%0 Available at: fttp://ec.europa.eu/consumers/sectors/mediedévices/requlatorsframework/index_en.htm

% Directive 89/105/EE@vailable at: fttp:/ec.europa.eu/enterprise/sectors/healthcare/competitiveness/pricing
reimbursement/transparency/index_en.htm

%2 Directive 2000/31/EC swtorth the information requirenentsimposedon service provideiia the information society, rules
on commercial communications, rules regarding contracts concluded by electronic mednslaimdlity of intermediary
service providersvailable at: fttp://ec.europa.eu/internal_market/ecommerce/directive_en.htm

% Directive 2005/36/E@ims at ensuring that Member States enact uniform, transparent, anetiemtiminatory rules
recognizing professional quiidations and experience to allow professionals to work temporarily or permanently through the
European Unionavailable at: fttp://ec.europa.eu/internal_market/qualification$iiture_en.htne.

34 Directive 95/46/EC Directive on Privacy and Data Protedtttm//ec.europa.eul/justice/policies/privacy/index_en.htm

35 Directive 2002/58/EC Directive on Privang &lectronic Communicatigrigtp://eur -
lex.europa.eu/smartapi/cgi/sga_doc?smartapi!celexapi!prod! CELEXnumdoc&numdocEB268&model=guichett&lg=en

®¥9dzNRLISHY [/ 2YYA&daAz2ysS tNRBLR&aFIE F2NJ b 5ANBOGAGS 2F GKS
rights in crossdorder healthcare, COM(2008)414 final,
http://ec.europa.eu/health/ph_overview/co_operation/healthcare/docs/COM_en.pdf



http://ec.europa.eu/consumers/sectors/medical-devices/regulatory-framework/index_en.htm
http://ec.europa.eu/enterprise/sectors/healthcare/competitiveness/pricing-reimbursement/transparency/index_en.htm
http://ec.europa.eu/enterprise/sectors/healthcare/competitiveness/pricing-reimbursement/transparency/index_en.htm
http://ec.europa.eu/internal_market/e-commerce/directive_en.htm
http://ec.europa.eu/internal_market/qualifications/future_en.htm
http://ec.europa.eu/justice/policies/privacy/index_en.htm
http://eur-lex.europa.eu/smartapi/cgi/sga_doc?smartapi!celexapi!prod!CELEXnumdoc&numdoc=32002L0058&model=guichett&lg=en
http://eur-lex.europa.eu/smartapi/cgi/sga_doc?smartapi!celexapi!prod!CELEXnumdoc&numdoc=32002L0058&model=guichett&lg=en
http://ec.europa.eu/health/ph_overview/co_operation/healthcare/docs/COM_en.pdf

x
f**

*
Security & Resilience in Governmental clouds : enisa 103

| European Network
and Information

. . . Security Agency
Making an informed decision

field, applicable whenever Bmber States decide to introduce them. Those measures shall
reflect developments in health technologies and medical science and respect the fundamental
right to the protection of personal data in accordance with the applicable law. They shall
specify in paticular the necessary standards and terminologies for the interoperability of
relevant information and communication technology systems to ensure safegiglity and
efficient provision of crosé 2 NRSNJ KSI f K ASNBDAOSadte LG Aa
LINRLI2EASR FNIAOES mnI NBIldzSada GKS / 2YYAA
other health professional to verify the authenticity of the prescription and whether the
prescription was issued in another Member State by an authorized pehsongh developing
'/ 2YYdzyAdGe LINBAONRLIGIAZ2Y GSYLX FGSSE FyR &dzLJLJ2 NI

QX
>
N —

The scenario

In order to be able to undertake a thorough analysis of the issues and, given a lack of harmonization in
the e-health sector throughout Mmber States, a local scenahias been drafted. In this respect,
consideration has been given to the fact that a number of Italian LHAs are contemplating entering into

a joint agreement with a national telecommunication company for the creation of thveir doud. The

LHASs plan to migrate, to the cloud, services such as EHR, EHF, the online scheduling of reservations for
health examinations, the online provision to patients of related examination records and other, less
critical, services, eg, ba@nd sewvices, human resources, payrollearning.

Data and service availability, data authenticity, integrity, trustworthy information security, resilience of
services, protection of personal data and legal compliance (especially regarding data protection
legidation) are the main concerns to be investigated.

Data types and flow of data between subjects involved

Both the EHR and the EHF contain several items of information on an individual's health that relate to

current and past clinical events (eg, medicatifings, hospitalization records, and emergency care) that

FNB FAYSR +Fd R20dzYSyidAy3a GKIG AYyRAODiiRkdusitga Y SRAOL
different computerized tools, which in any case allow the data to be easily retrieved and brbwsed

the various health care professionals and/or bodies providing medical care to that individual over time.

More specifically, the EHF is a file set up at a healthcare body that acts as the sole data controller (eg, a
hospital or a nursing home) where sxal health care professionals are employed. Conversely, the

EHR is a file set up by pooling the data from different data controllers, which as@tholegh this is

not always the case operate within the same geographical area (eg, a healthcare ndieaprivate

laboratory operating in the same region and/or area). For instance, health files may also make up the
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set of health care information held by the individual data controllers that participate in an EHR
initiative at regional level. Given the abm the EHR and the EHF have to be seen as very interrelated.

Yhyt AyS aO0OKSRdzZ Ay3a 2F NBaSNDIFdGA2ya F2NJ KSHfGdK S
make appointments by interacting with the LHA online reservation system.

Whyt AyS BIOOSAED A2y SNBO2NRAQ YSIEya GGKIFG GKS LI GA S
NEO2ZNRQ 2yfAyST KSNBXI SEFYAYLFGiA2Yy NBO2NR YSI ya
patient's clinical status following clinical examination and/or test resuitsome cases it also allows

GKS R2gyft2FRAY3 2F GKS WTFAYRAYIEZAQ:Z ASI GKS NBadz
the patient such as an-bay, anultrasound scamecording and/or blood tests, along with the written
examination record dnan up by the physician.

All the services that the LHASs plan to migrate to the cloud entail the processing not only of personal
data but also of sensitive data (a special category of data concerning health, cf article 8 of the Directive
95/46/EC) by differst data controllers and data processayexcept for backend services, payroll,

and elearning, for example, where personal data is processed but the processing of sensitive data is
less likely. Interndf and external® data and information flow during theperation of these Services. A
significant number of subjects with different data protection roles are involved and multiple
communications and transfers of data occur among them.

Legal issues

Generally speaking, the discipline concerning EHR, EHF, scti@@uling of reservations for health
examinations and provision to the patients of the related examination records online is set forth in the
KSHt GKOFNB fl ga 2F aSYoSNI { land$aldtaproggctidnSIA &€ | (A 2
regulations, whereules are provided on how healthcare providers must keep and share health

records, their contents, archivingndaccess right for patients, efé.

37 Within the PA/GOV.
%8 Erom one LHA to another LHA and/or from the LHA to the citizens.

¥ 88 Ftaz GKS 9 dzNP RI§Htsy2002)vkilakle StNdw Patienttallk.inf&elribgedn_charter.pdf

“0 i many Member Statethe responsibility for important areas of the healthcare system has been delegated tmibeal

t SPSt o ¢KS RSOSY(NItATIFGAZ2Y KIF& 0SSy AYLISYSYGSRZI K2gS@SN
governments, through their departments of health, are responsible for pursuing the leading national objectives set by the

National Health Plan at the regional level. Regional health departments are required to guarantee the benefit package to be
delivered to the population through a network of local health units and public and private accredited hospitals. They are


http://www.patienttalk.info/european_charter.pdf
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The present analysis will focus on data protection and, more generally, on legal compliance. The point
of reference will be European and Italian regulations on the matter. We expect thajetheralline of
reasoning andonclusions will be applicable to most Member Statag aim here is to point out the
relevant issues related to the scenario at stake andfter a method of analysis that can be used for
assessments in other Member States.

Data protection law is by far the most relevant legislation. Specifically, the Italian Data Protection

Authority issued gidelines on the provision of By EHF and onlineexamination record&’ For an

Fylrfeaira 2F AadadzsSa NBEFGSR G2 Ww3I2@gSNYyvYSyidlt a2g@SN
WI2PSNYYSYld LINPOAINBYSYGIQ> W/ {t LNRBFSaarzylft |yS3ata
OKFy3aS 2F O2y(NRf GRS Nyt RYysABEBAEHRNE O2yOSNyaQ |
2LIJ2aSR (G2 A&daadsSa GKFG FNB AaLISOATAO (G2 GKS LINBaSy
RFEGF &aSOdzNRGE Q> WAY G SNELISAN D Ad Atife awSo thib@dg@hkFSSRNI dalld O |
they are specific to the present scenario and for the rest we will refer to the relevant section in the

WYl AY NB3AdzZ | G2NE O2yOSNyaQo

Data protection and data security

Here we just deal with the very specific issues related to the presemiagio, referring to the
introduction for an overview of general data protection and data security issues.

Transfer

Article 29 Working Party, in the (WP 131/2007) Working Document on the processing of personal data
relating to health in electronic healtlh 8 O2 NR&a 691 wo s Kl a aidNBaaSR GKFdG U

responsible folegislative and administrative functions, for planning healthcare activities, for organizing supply in relation to
population needs and for monitoring the quality, appropriateness and efficiency of the services provided. The regional level
has legislatie functionsand executive functions as well as technical support and evaluation fun€iurepean Commission
(2009) Study on the Legal Framework for Interoperable eHealth in Europe, p 21; to see how decentralization has been
implemented in various Memb&tates see also pp 224; see also pp 18 and @bseq;available at:
<http://ec.europa.eu/information_society/actities/health/docs/studies/legafw-interop/ehealthlegatfmwk-final-

report.pdf>.

“ ltalian Data Protection Authority (2008uidelines on the Electronic Health Record and the Healtfpilshed in
Italy's OfficialGazetteNo 178 dated 3 August 20Q@vailable at:
<http://www.garanteprivacy.it/garante/doc.jsp?1D=16728231

“2talian Data Protection Authority (200@uidelines on Online Examination Recgddsument adopted on 25 Jug609
and submittedfor public consultatiorin accordance witlthe Notice published in Italy's Offic@hzette N 162 dated 15 July
2009} available at: fttp://www.garanteprivacy.it/gamante/doc.jsp?1D=1634292



http://ec.europa.eu/information_society/activities/health/docs/studies/legal-fw-interop/ehealth-legal-fmwk-final-report.pdf
http://ec.europa.eu/information_society/activities/health/docs/studies/legal-fw-interop/ehealth-legal-fmwk-final-report.pdf
http://www.garanteprivacy.it/garante/doc.jsp?ID=1672821
http://www.garanteprivacy.it/garante/doc.jsp?ID=1634292
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G2 GKS LISNB2YFf RFGF Ay |y 91w d2adSy Ay +y Syg@g
processing; especially the storage of EHR data should take place within jurisdictions applgied=U

5FGF tNRGSOGA2Y 5ANBOGADGS 2N I y*MoRdydf,datleésShe R G | LJ
data subject or patient has given his explicit consent (which must be in writing in a number of Member
States if it concerns seitise data) personalata in EHRVE K2 dzf R 6S GNI yaFSNNBR
GKS 9dzNRBLISHY | YA2YK9dzNRLISIFY 902y2YAO ! NBI* 2yt @

Data security

An appropriate high level of data security for the complete performance of the system murst b
place (article 17 of the Directive 95/46/EC).

Identity management, access control, and data integrity

More precisely, in order to make a system acceptable from a data protection perspective, access by
unauthorized persons must be virtually impossiatel prevented. Concurrenthayvailability of the

system for authorized professionals must be virtually unlimited where there is a genuine need to

know. This is what the Article 29 Working Party explicitly meoends in its WP 131/2007 documehit.
FurthermdNB X WYwi 8 KS  S3AFf FNIYS@g2N] F2N aSddAay3a dz |
requirement for implementing a series of measures of a technical and organisational nature

appropriate for avoiding loss or unauthorized alteration, processing and accdatadh the EHR
system.Integrity of the system must be guaranteed by making use of the knowledge and instruments
representing the present statef-the-t NI Ay 02 YLJzi SNJ a0ASy 0% I yR Ay T2
Moreover, The Working Party pointed out that enatipn shouldnot only be used for the transfer but

also for the storage of data in EHR systéms.

“3 Article 29 Working Party, in the (WP 131/2007) Working Document on the processing of personal data relating to health in
electronic health records (EHR),$ available at:
<http://ec.europa.euljustice/policies/privacy/docs/wpdocs/2007/wp131 enxpdf

44|d

> Article 29 Working Party, in the (WP 131/2007) Working Document on the processing of personal data relating to health in
electronic halth records (EHR), pl&vailable at:
<http://ec.europa.euljustice/policies/privacy/docs/wpdocs/2007/wp131_enxpdf

“1d, p 19

47|d


http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2007/wp131_en.pdf
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2007/wp131_en.pdf
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In conclusionthe legal framework concerning security measures should especially foresee the
necessity of:

1 the development of aeliable and effective systewf electronic identification and
authentication as well as constantly wated registers for checking on the accurate
authorization of persons having or requesting access to the EHR system;

1 comprehensive logging and documentation of all processing stbpsh have taken place
within the system, especially access requests for reading or for writing, combined with regular
internal checks and follow up on correct authorization;

9 effective backup and recovery mechanisms in order to secure the content ofystem;

1 preventing unauthorized access to or alteration of EHR data at the time of transfer or ef back
up storage, eg, by using cryptographic algorithms;

1 clear and documented instructions to all authorized personnel on how to properly use EHR
systems ad how to avoid security risks and breaches;

9 aclear distinction of functions and competences concerning the categories of persons in
charge of the system or at least involved in the system with a view to liability for shortcomings;

| regular internal an@xternal data protection auditin.

All these very stringent security requirements have to be coherently respected in the cloud
environment also, irrespective of whether the CSP is to be considered a controller or a processor. Ih
fact, the obligation to hve in place or to guarantee high data security rests on the data controller who
will actually transfer it to the data processor by means of a contract or letter of appointment (article
17(2) (3) and (4)).

Below are some examples of specific provisiongeamning security measures as set forth in either the
Italian Data Protection Authority (200&uidelines on the Electronic Health Record and the Health File
(G_EHR) or the Italian Data Protection Authority (2@@@)elines on Online Examination Records
(G_OER), which provide for rigorous ID management, access control and data integrity.

“81d, pp 1920
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‘ Duty/Obligation Source

Given the sensitiveness of the personal data processed via an EHR/EHF, sy Part |
technical arrangements should be made in order to ensure the apjatep Section
security level (section 31 of the DP Codwjthout prejudice to the minimum 10
measures data controllers are required to take in any case pursuant to the C (G_EHR)
(section 33 et seq.).

If data storagef/filing systems are used, suitable arrangements stoesuidade to
protect the data against unauthorised access and theft and/or loss, in whole
in part, of the storage media and/or fixed/portable processing devices; to tha
end, encryption technologies might be applied to file systems and/or databa:
or other protection measures might be implemented to prevent the data frorr
being intelligible to unauthorised entities.

The following measures should also be taken:

9 suitable authentication and authorisation systems should be applied
the persons in charge fahe processing as a function of the respective
access/processing requirements (eg, as for browsing, changing and
adding records);

9 procedures should be in place to regularly check quality and consiste
of authentication credentials and authorisation piteé applying to the
persons in charge for the processing;

9 criteria should be laid down to encrypt and/or keep separate the data
suitable for disclosing health and sex life from any other personal dat

9 accesses and operations should be logged;

9 audit logging should be in place to control database accesses and de
abnormalities.

As for EHRSs, secure communication protocols should be deployed by
implementing encryption standards for electronic data communications betw
the various data controllers.

The highly sensitive nature of the personal data that are processed in conne Section 6
with the online access to examination records requires specific technical (G_OER)
arrangements to be made to ensure the appropriate security level as peose(
31 of the Code; this is without prejudice to the minimum measures that ever
data controller is required to take in pursuance of the Code (see section 33 ¢
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seq.) with particular regard to those set forth in Rule 24 of the Technical
Specifications appigg to minimum security measures (Annex B to the Cade)
whereby the transfer of data suitable for disclosing an individual's genetic
identity is only permitted in encrypted format.

Online consultation of examination records via wadised services on the
Internet

Where the service to be provided consists in enabling a data subject to acce
the website of the health care body that has performed the relevant
examination in order to download and/or view the respective record(s), spec
precautions should bamplemented such as the following:

9 Secure communication protocols based on encryption standards for
electronic data transfers, including digital certification of the systems
delivering networkbased services (https SSkecure Socket Layer
protocols);

9 Suitable arrangements to prevent acquisition of the information
contained in the electronic file if the latter is stored in local and/or
centralised caching systems after being consulted online;

9 Suitable authentication systems based either on standardemgdls or,
preferably, on strong authentication procedures;

1 Shortterm (maximum 4&day) availability of the online examination
record:;

9 Possibility for the user to prevent online viewing of the relevant
examination records and/or delete such records, inokehor in part,
from the online access system.

Emailing of the examination record(s)

If the data controller plans to send a copy of the examination record(s) to the
data subject's email address based on a specific request by the latter, the
following precations will have to be implemented as regards digital records:

1 The examination record(s) will have to be sent as an attachment to tt
email message rather than as text embedded in the body part of the
message;

9 The file containing the examination record{g)l have to be protected
so as to prevent unlawful and/or unwanted acquisition of the

109
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information by entities other than the relevant addressee(s). To that
end, the file may be passwoyglotected, or else an encryption key may
be applied and notified toata subjects via different communication
channels (see Rule 24 of the Technical Specificatiédmsiex B to the
Code). This requirement may fail to be met if the data subject expres
requests to do so, after being duly informed, since the sending of
exanination records to the email address specified by the data subje:
does not give rise to a transfer of medical data between two data
controllers and consists actually in the communication of data betwet
the health care provider and the data subject at thter's request;

1 The email addresses will have to be validated by means of -fwoad
online checking procedure to prevent sending electronic documents
albeit protected by encryptioq to addressees other than the specific
user that has requested them.

The following measures will have to be implemented in all cases with a view
processing data to provide such online services to users

1. Suitable authentication and authorisation systems will have to be deploy
in respect of the persons in charge the processing as a function of their role:
and access/processing requirementeg, by considering whether they may
browse, modify and/or supplement the information; biometrisased strong
authentication will have to be implemented if the processedadate suitable for
disclosing an individual's genetic identity;

2. The data suitable for disclosing health and sex life will have to be kept
physically and logically separated from any other personal data that is proce
for administrative and/or acmunting purposes.

Furthermore, the data controller should envisagetat procedures to
immediately disable the online consultation and/or terminate the emailing of
examination records related to a data subject that has notified the theft and/c
loss of hé/her own authentication credentials, or else any other circumstance
that may endanger the confidentiality of the respective personal data.

In any case, all the security measures required to comply with the ban on
dissemination of medical data set forth the Code should be implemented (se
sections 22(8) and 26(5) of the Code).
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of access to data atescribed in article 12 of the Directive 95/46/EC. However, when heelidted

LISNERE2Y It RFEGF Aada 0SAy3 LINRPOS&ZaSRY aALISOATAO NBalNR
the one side, have to be combined with specific rights of accessatithrecords, which are
SadloftAaKSR Ay yFOA2ylf LINRP@GAaAAZ2ZYA 2y LI GASYGaQ N
only that the Directive 95/46/EC has been implemented in an inconsistent way but also that the rights

of patients have beedefined and implemented differently under various national laws.

LYGSNRLISNIOAfAGE Kk CNEBEWETSNI 0 O] k WxSyR2|NJ 20

Interoperability of electronic health record systems is a hecessary condition that has been laid down in

both the 2008 EU Commission Rewuoendation on crosdorder interoperability of electronic health
recordsysten§F YR GKS wnny 9! /2YYAadaArz2y LINRLR&It F2N |
border healthcare?

Transfer back and vendor lock in have to be taken into consideratidreiatiealth sector as they
represent serious threats to the continuity of the serviefactany (temporary) unavailability and/or
inefficiency of the services will lead to significant liability for tHeealth providers (ie, LHAs in this
specific case)

Final considerations

The main issues related to the migration to the cloud of services such as EHR, EHF, the online
scheduling of reservations for health examinations, and the online provisioning to patients of related
examination records are to be idgfied in:

() patient data transfer;
(i) patient data security; and
(iii) interoperability.

%9 See: http:/lec.europa.eulinformation_society/newsroom/cflitemlongdetail.cfm?item_id=4324

*° European CommissioRroposal for a Directive of the European Parliament andCtiencil on the application of
LI G A Sy (& Q -buden tiedithcardCyM(ZD08)R1A fibal
http://ec.europa.eu/health/ph_overview/co_operation/healthcare/doc&)®_en.pdf



http://ec.europa.eu/information_society/newsroom/cf/itemlongdetail.cfm?item_id=4224
http://ec.europa.eu/health/ph_overview/co_operation/healthcare/docs/COM_en.pdf
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Migrating services such as EHR, EHF, the online scheduling of reservations for health examinations,
and the online provisioning to patients of related examination recoodshé cloud has the potential to
offer security and advantages in interoperability. In fact, it is most likely that solid CSPs have more
competent, qualified personnel, and greater financial capabilities than any LHA, enabling these CSPs to
assure the higbst security standards and to foster the global interoperability of these services.
However, it can be extremely difficult for CSPs to be able to offer services that fulfil all the stringent
and often norharmonized regulatory requirements mentioned in @uralysis.LHAs should look for
suitable offers from CSPs aalitain the necessary regulatory guarantees by carefully negotiating the
relevant contracts.Alternatively, LHAs concerned with inadequate regulatory compliance could start
familiarizing themskes with cloud technologies by migrating less critical serviceshyaekend

services, payroll,-earning, and HR (although one should bear in mind that sensitive data will most
likely be processed when HR services are being provided).

Moving forwad, regulations should be changed in ordeiiitroduce greater clarity and consistency
into the EU regulatory framework for the protection of personal data, including patient dduitst
creating workable regulatory conditions for CSPs, and thus reafuliigenefits of cloud computing as
applied to ehealth services. In this respect:

1 A strong effort should be made to harmonize data protection laws in EU Member States.

9 Data protection roles (ie, of data controller and data processor) in the cloud congputi
environment have to be once and for all clarified.

 SelfNB’3dzZ I i2NE AYAGAlI GADPSEaY &adzOK | a O2RSa
O2NLIR2 NI S NHzZA SaQ F2NIAYOGSNYylFGA2yFE RIFGI
guarantee patierd Q NA I K (i & -barger hadltirard. t ONER & &

1 Clear homogeneous and appropriate security measures should be set forth throughout the
European Union, so that such measures may be embeddedhe maximum extent possible
¢ in cloud services that aim for tteo-O £ £ SR WLINNI@W. OR thedspecifik Soackpd y Q

2F Al LIINBLINAEF GS aSOdz2NAGe YSIadaNBaé ¢S NBO2YY

clarifications.

¢ KS  LINRAp/ivady bgiSS A23fy ¥ YSI ya G(KEFG LINAGEO& FyR REGE lNBaf SOGA2Y

technologies, from the early design stage to their deployment, use and ultimate disposal. This principleifdatuadiain
the Commission Communication ArDigital Agenda for EurogeCOM(2010) 245.
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9 The rights of patients and data subject should also be harmonized throughout the European
Union so that patients can expect and enjoy consistent protection. We believe that in this way
a CSP will be in a position to prepare offers for Healthcare services more easily in line with the
necessary legal and regulatory requirements

1 CSPs should cleagyplain how LHAs (and, more generally, their clients) can migrate to
FY20KSNI / {t O @2ARNVVNITFEANR] | 2B O0VYPFRRANKAE2 OT 42 |
service from the LHAs during the transfer back and the migration of information and data.
CSPshould also be encouraged to offer service interoperability.
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Governmental I3services in municipal public administratiogscenario
No 2

Governments are increasingly using IT to conduct their administrative tasks. Because of its promising
advantagespublic administrations are considering the migration of their services into cloud

computing infrastructures. The following analysis will focus on the specific legal issues arising when
offering cloudbased services, and will only address those that aréquéar to governmentallyrun

clouds. What rules and regulations have to be observed? What duties and obligations have to be
fulfilled? How high is the risk of liability? The answers to these questions depend vastly on the nature
of services that are beingffered in the cloud.

The Scenario

The following analysis will focus on a scenario in which provinces or regions set up and offer a cloud as
a service to municipalities (private or community cloud). For the pgepmf the legal analysis, four

parties (sijects) can be isolated: the region or province that is the cloud service providghitte

party managing the cloudhe municipalities uigg it as tenants and the citizens.

The region or province owns the cloud infrastructure, the management of wihiasioutsourced to a
private entity. This third party will be procured by the government, and will be entrusted with the set
up and operation of the cloud infrastructure. The services that are being offered to municipalities are
either based on a PaaS@iSaaS delivery model. In particular, these services are:

9 Electronic request management: allowing citizens to request electronically from home a
subsidy, aid, license, news of the status of their requests, etc.

1 Municipal management platform/back officeceounting, human resources, etc. This could
include specifically services for invoices, citizen databases (such as criminal records) and
various automated reports.

1 Online payment platform: for paying taxes, fines, etc.
Data types and flow of data betweernBjects involved

Because personal data is involved, the respective national rules on data protection need to be
observed® In this scenario, the nature of the data can range from seemingly unimportant personal
details to highly sensitive information, suah criminal history and records relating to the suspension

*2 As set forth by the Data Protection Directive 95/46/EC
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of voting and licenses. Data sensitivity will have to be taken into account for the services that are being
run in the cloud, and also for the cloud infrastructure itself.

Due to the nature of a soalled private cloud and community cloud, meaning that the infrastructure
operates under the control of the region, province or by a community of these entities, under normal
circumstances there will be no unsolicited data flow. Data is handled soléelvggion or province

that is operating the cloud, the municipality and by the citizen (via his electronic client).

Legal issues
Applicable law: Data Protection Directive

Directive 95/46/EC does not differentiate between data processing by private antidic gntities,

which means the rules and regulations set forth in Directive 95/46/EC will have to be observed by
regions or provinces and municipalities just as must be observed by private entities. Great attention
has to be given to the fact that sensii data may be processed in the cloud. This triggers the rules in
article 8 of Directive 95/46/EC, which contains specific provisions on sensitive data. If the specific
service processes data that reveals racial and ethnic origin, political opinionsuglignd

philosophical beliefs, tradanion membership and data concerning health or sex life, in order to
operate it will have to fulfil one of the exceptions enumerated in article 8(2) as enacted in national law.

Even though it is not applicable to ttisenario, it should be noted that pursuant to artidlg(1),

Directive 95/46/EC, Member States may restrict the applicability of Directive 95/46/EC for matters of
national and public security, or the prosecution and prevention of crime. Thus, dependthg mtal

law in a Member State, certain types of data handled by the municipalities may not be subject to
regulation under Directive 95/46/EC at all. In this scenario, no such data is being processed.

The Data Protection Directive assigns various duye®a 26 f A3+ GA2ya RSLISYRAYy 3
handling personadlata. It distinguishes betweedtata controller and data processor (cf article 2(d) (e),
Directive 95/46/EC). Because the municipalities determine, as cloud tenants, the specific purposes|and
means of data processing, they are data controllers. As sole provider of infrastructure services,
working on behalf of its customer, the region or province is the data processor. Thepérigd

contractor itself does not handle data. However, he willdhn&y be part of the data security concept
(seesuprd.

The data controller is responsible for compliance with data protection legislation as implemented in
national law. He may be held responsible if the processor does not comply with the rules (ailf®)le 17
and (3), Directive 95/46/EC). In order to mitigate this risk, the controller has to request specific
assurances from the processor. More specifically, rules and guidelines about data handling have to be
put in place. This can be arranged in the forncarfitracts or agreements or a legislative act between

2y
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the region or province and the municipalities, as required by arli¢[@),Directive 95/46/EC. These
agreements should take into account the sensitivity of the data depending on the specific skatice t

is going to be offered. Guidelines on terms and conditions between these parties will be made below
(under legal recommendations). It should also be noted that the controller and processor will be
responsible for the selection and supervision of aatdk thirdparty contractor who manages the

cloud. This has to be part of the security concept for the governmental cloud service.

Pursuant to article 20 and depending on national law, checking may be necessary prior to processing.
This depends on the typaf service and types of data being processed.

Applicable law: government procurement

Because a private third party will be contracted to set up and maintain the cloud infrastructure, the
extensive EU regulations on public procurement will have to be obsr In this regard, there will be

no significant difference to procurement in other areas of governance, so that provinces, regions and
municipalities will be able to apply their existing knowledge and experience with the applicable laws
and regulations.

Applicable law: contracts

In this scenario, the municipality enters into a contract with the region or province which in turn
employs a private thirgharty to manage the cloud. The legal requirements on the regions or provinces
will have to be reflectedhi the contractual chain. This applies especially to the requirements on data
controlling and processing discussed above. Specific recommendations addressing contractual terms
that can reflect and assure compliance with these requirements will be incluelesvb

Applicable law: civil and criminal procedural law

Cloud service operators need to be aware of the fact that data being stored in the cloud may be
requested as evidence in civil and criminal proceedings. With the existence ofpatitirelationships

in this scenario, there are multiple subjects for subpoenas or discovery requests that could possibly
transfer evidence. This raises the issue of the appropriate party to whom such requests should be
addressed. Similarly, care will have to be taken thatprinciple of governmental sovereignty is
preserved, meaning that governments remain in control of their data and may surrender it only when
required so by law. Placing data under the control of private entities may pose a risk; by law, private
entitiesmay be obliged to surrender evidence under their control in certain circumstdaég¢ssSuch a
case could be one in whi@ company that is based in another courrips the cloud infrastructure

%3 http://ec.europa.eufinternal_market/publicprocurement/legislation_en.htm
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on which governmental data is hosted. Througleittra-national affiliations, the entity would be
within reachof courts of foreign countyC2 NJ SEI YLI S5 &dzOK A & & dzSarial02dz2 R |
RA&AO0O20OSNEE¢ LINR OS a #meriéan jirisdictiond] y26y (2 ! y3If 2

The Article 29 working party has produca@document® that addressed the practical issues raised by,
and handling of, such request.

Final consideratios

For governments and PAs in general, one of the main legal issues is sovereignty and control over the

data that is being handled governmental lody that is by law entitled to handle the data retains

responsibility foiits proper handlingandshouldensurethat its obligations to protect the data extend

by contract to itghird party providersWhere cloud infrastructure hosting extends beyond tbeal

legal jurisdiction, the public body must consider the implications and related safeguards offered by

their provider(s). If governmental data is being handled by private parties in foreign jurisdictions, this

creates the risk that foreign courts sufpy’ I G KS LINA @I GS Sy dAde FyR (GKdza |
data. A governmenbody therefore should ensure that its outsourcing providers impose adequate

security measures, and thatocedures and mechanisnase in place so thatnly relevant data would

ever be surrenderedn response to legitimate demands by the judicial authoritfes

The legal compliance by all parties involved in a governmental cloud has to be implemented through
their contractual relationships. In practice, they either negotiate claubat assure compliance or

choose to contract only with partners whose standard terms and conditions include the required
assurances. All stages of the contractual chain between the municipalities, province or region and the
externalservice provider hav be carefully negotiated and/or evaluated. This is especially relevant
where data protection law is applicable, because EU and national data protection laws require IT
security measures. This may transform into, for example, service level agreementsoaisions on
technical and organizational measures fos€Eurity. In the following table, recommendations

regarding data security will be made that flow directly or indirectly from Directive 95/46/EC. Additional
recommendations and guidelines on closgtvice contracts can be found in a previous ENISA study on

** For details, see Geercken/HoldeatRSurguy/Stretton, Computer und Recht International 2010, pp 65.
°° http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2009/wp158_en.pdf

*This includes checking whether the evidence is rightfully requested (by subpoena or during disBeearjle 29 Group
Working Document 1/2009 on ptgal discovery for crossorder civil

litigation, adopted on 11 February 200@9/P 158; available at:
http://ec.europa.eul/justice/policies/privacy/docs/wpdocs/2009/wp158_en.pdf
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cloud computing’ (15). Note that national law or governmental policy may require additional, specific
assurances for data that is being managed by a third (private) party.

Cloud specific recommerations regarding compliance with the data protection directive
‘ Duty/Obligation Source Cloud specific

Spontaneous, unannounce( Articles 16, 17(1) No
security auditability

Transparency to data Articles 10g 12 No
subjects regarding parties

involved

Trangarency to data Articles 10g 12 No

subjects regarding all steps
AY RFEGFE LINEO!
TE26Q0

Data breach and security 8§ 42a BDSG (Germany) No
incident notification

Riskadapted security Articles 17(2) No
policies

¢t KS O2f dzYy W/ f esduethér thiS @duifemedls speyifit fo ©lbud computing or applies
to IT outsourcing generally.

*"http://papers.ssrn.com/sol3/papes.cfm?abstract_id=1662374.
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Governmentally provided cloud infrastructucescenario No 3

Governments may not only choose cloud computing as a means to fulfil their enetatdd fundions

but may also choose to operate cloud infrastructures as a service for their cizeasubject of this

scenario. This latter service is aimed mostly at small and medium enterprises which may rent cloud
infrastructure from the government on a clduwelivery model. These firms can then use it themselves

to run and offer Software as a Service (SaaS). This means that private business will be conducted on
I32BSNYYSy Gt Of 2dzR WLINBYAasSaQ>s 6KAOK NIA&aSa aS@SN
scenario However, all of the traditional open issues surrounding cloud computing still Zbfihe

following analysis will therefore focus on the legal issues arising specifically when offerindpakad

services, and will only address some of the ntwshinant issues that are particular to

governmentallyrun clouds.

Data types and flow of data between subjects involved

¢tKS Of 2dzR Y2RSt 2F WLYFNI A0NHz2OGdzNE Fa | { SNBAOSQ
involved and how data is beingqmessed and transmitted. As a result the type of personal data being

handled cannot be preletermined. In this cloud model, there is no factual limit to the data flow

between the parties involved, and to and from third parties. Control over the datadsdyetioud

tenants and their customers, and there is a potential for personal data, sensitive data, confidential
information (eg, knowhow), and intellectual property to circulate in a governmentah cloud

Legal issues

The present scenario is similardajuasitypical B2B cloud environment. Therefore, the main data
issues related to protection already pointed out in the ENE®9)Cloud Computing Risk

Assessmentl YR (KS 2ySa KAIKEAIKGSR 1062088 Ay G&KS NBf SoI
edJSOALffe& O2yOSNYyAYy3d W 2yFARSY(GAIBAGE t NROSHESNDS
WI LILINRPLINRFGS GSOKYyAOIf FyR 2NHIFIYATIFIGAZ2Y Lt REGE &S

8 ENISA (2009) Cloud Computing Risk Assessment, pp. 97ss. Available at:
<http://www.enisa.europa.eu/act/rmfiles/deliverables/cloudcomputingriskassessment/at_download/fullReport

€d.


http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-risk-assessment/at_download/fullReport
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Applicable law: Treaty on the Functioning of the European Union

When a government located within the EU decides to support cloudoating, it needs to consider

the rules set forth in Art. 107 109 TFE: These provisions proscribe governmental aids that distort
or threaten to distort competition by favouring certain undertakings. A governmentatycloud
infrastructure could viola these rules in three regards: Firstly, it may distort competition by favouring
cloud computing over other, traditional means of IT outsourcing. Secondly, competition may be
affected if infrastructure is only rented to national customers and finally aiy fme anticompetitive to
other, private cloud providers.

Applicable law: EEommerce Directive

Because they may be considered information society ser¥fags/ernment clouds are subject to the
rules contained in the-Eommerce Directiv& In the extent ttey act as hosting providers, Art. 14 of

the ECommerce directivehieldthem from liability for the information stored at the request of a
recipient of the service. In this scenario, the recipient is the cloud tenant who in turn sets up SaaS
offerings. Art 14 (1) (a) of the Directive provides that the government cannot be held liable to the
extent they do not have actual knowledge of illegal activity or information and, as regards claims for
damages, are not aware of facts or circumstances from whicHIldgal activity or information is
apparent. Art. 14 (1) (b) requires the provider to remove or disable access to the information upon
obtaining such knowledge or awareness. Furthermore, Art. 15 clarifies that there is no general
obligation to monitor themformation that is transmitted or stored. However, hosted content may
nonetheless pose a resilience risk on the government. Recital 45 of 2000/31/EG states that limitations

% For an analysis of such issues in the B2B cloud environment, see also Council of Europe Discussion Paper (2010) Cloud
computing and its implications on data protectionafable at:
<http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reperts

Presentations/2079 s _IF10_ yvespoulletlb.pdfBalboni, P. (2010) Security and Privacy in Cloud Computing: The European
Regulatory Approach, Executive Action Report, No.335, The Conference Board, October 2010. Avdiltaiécamsnon-
assurance.com/wggontent/uploads/P_Balboni_Securiynd-Privacyin-CloudComputing=-TheEuropearRegulatory

Approach.pdf.

® Treaty on the fuationing of the European Union, Notice No. 2010/C 83/01, pp. 91
%2 as defined by Article 1(2) of Directive 98/34/B€amended by Directive 98/48/EC

%3 SeeArticle 2(a)of 2000/31/EG


http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-Presentations/2079_reps_IF10_yvespoullet1b.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-Presentations/2079_reps_IF10_yvespoullet1b.pdf
http://common-assurance.com/wp-content/uploads/P_Balboni_Security-and-Privacy-in-Cloud-Computing.-The-European-Regulatory-Approach.pdf
http://common-assurance.com/wp-content/uploads/P_Balboni_Security-and-Privacy-in-Cloud-Computing.-The-European-Regulatory-Approach.pdf
http://common-assurance.com/wp-content/uploads/P_Balboni_Security-and-Privacy-in-Cloud-Computing.-The-European-Regulatory-Approach.pdf
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of liability do no affect the possibility of injunctions. In practical terms, iiégns there is a risk that
an entire cloud service may be taken down by means of a court injunction.

Applicable law: contracts

The relationships between the government and other parties involved ardado On one side is the
procurement contract to therivate outsourcer running and managing the cloud. On the other side is

a contractual chain from the government over the software provider to the consumers. Contractual
issues in the contract between government and outsourcer revolve around the assuriatiat

protection compliance and government procurement (see above). This contractual chain however can
fulfil a very specific role: They are the only mehgsvhichthe government can control the fulfilment

of certain duties and responsibilities for whatrun in the cloud, and to shield itself from potential

liability for it.

Final considerdons
Limitations on types of data and data flow

As the cloud owner, the government has duties, responsibilities and obligations imposed by law and by
contract. Within the contractual chain that reaches down from the government over the SaaS vendors
to their customers, specific provisions may ensure that the government complies with all relevant

laws. In practice, this may be by way of standard terms and conditiatste made mandatory and
non-negotiable for all contractual partners

Treaty on the Functioning of the European Union

Generally speaking, the rules contained in articles Q@9 TFEU apply only if governmental aid
selectively reduces economic or otHaurdens® In this scenario, that would be the case if the
governmental cloud were not to operate at belawarket prices. If it operates at market prices, its
influence on the market is no different to that of a private cloud infrastructure offered witrergt.

To exclude a violation of articled7 TFEU, the governmental cloud service should not be priced lower
than the service offered by itommercial competitors in the EMloneconomic incentives over

private competitors, such as strict adherence to datatection rules and regulations, cannot be
deemed as threatening market distortion, because legal compliance carpexted from any

company.

4 ECJ, Order of 18 February 1960, De gezamenlijke Steenkolenmijnepviry LIECSC High Authority (30/59, ECR 1961 p.
48) (FR1961/00091 NL1961/00093 DE1961/00099 IT1961/00089 EN1961/00048 E%3360049), available at:
http://eur -lex.europa.eu/smartapi/cgi/sga_doc?smartapi!celexplus!prod! CELEXnumdoc&lg=en&numdoc=6189690003
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Prices that are lower than competitors may nonetheless be compatible with the internal market under
article 1073)(c) TFEU. This provision permits aid in order to facilitate the development of certain
economic activities or areas. However, the aid must not adversely affect trading conditions to an
extent that is contrary to the common interest. Pursuant to artibd8 TFEU, it is up to the European
Commission to decide whether governments negatively affect trade by providing aid to SaaS vendors
in the form of norcompetitive pricing.

E-Commerce Directive

There is no general obligation to monitor the information thetransmitted or stored in a cloud

hosting environment. However, article tday offerproviders acting as hosts a safe harbour from
liability for illegal content where, among other conditions, tlreynove or disable access to the
information upon obtaimg knowledge or awarenesisat it is illegal or infringing materialhe
government should ensure that a notiemdtakedown procedure and system is in place in case illegal
or infringing material needs to be removed from the cloud. Precautions need takieaby those

service providers who wish to avail themselves of tHedinmerce Directive safe harbouny

designing cloud services in a way, for example, that particular cloud tenants can be taken down
separatelym compliance with a court order
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Annex | ¢ Scenarios

Healthcare scenarig scenario No 1

It is Europe, year 2011, and local healthcare authorities need to implement a new denioe
citizen: electronic health records.

An electronic health record (EHR) is an electronic record of pateaitthinformation generated by

one or more encounters in any cadelivery setting. Included in this information are patient
demographics, progress notes, problems, medications, vital signs, past medical history, immunizations,
laboratory data and radiologreports.

1 The EHR is a secure, rale, pointof-care, patient centric information resource for
clinicians.

1 The EHR aids decistamaking by clinicians by providing them with access to patient health
record information where and when they need it andibgorporating evidencéased
decision support.

T ¢KS 91w ldzi2YlFIGSa FyR aiaNBFIYfAySa GKS Ot AyAOAl
and response that result in delays or gaps in care.

1 The EHR also supports the collection of data for uses otherdhact clinical care, such as
billing, quality management, outcomes reporting, resource planning, and public health disease
surveillance and reporting.

In order to fulfil European recommendatidiignd national requirements and to exploit the full value
of e-health services, interoperability between different local and national electronic health rebasls
to be guaranteed. For instance the Commission issuedtaaéh action plan in 2004 and, in July
2008, a recommendation on crebsrder interoperabity of EHR systems
(http://www.semantichealth.org/PUBLIC/20080516/RP0%-

% European Commissi@Healthc making healthcare better for European citizens: An action plan for a Eurogidaalth

AreaCommunication from the Commission to the Council, the European Parliament, the European Economic and Social
Committeeandthe CoA 1 1SS 2F (GKS wS3AA2yasx /haduwunnnd opc-hd@hkhyl £ | . NHzaa S
strategy, see ICT for Health and i20Lfansforming the European healthcare landscape: Towards a strategy for ICT for

Health Office for Official Publicationd the European Communities, Luxembourg, 2006. The ultimate goal is to enable access

G2 GKS LI GASYdQa SESOGNRYAO KSIHEGK NBO2NR YR SYSNESyO& REG!


http://www.semantichealth.org/PUBLIC/20080516/P01-03-Semantic%20WS%20Gerard%20Comyn.pdf
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Semantic%20WS%20Gerard%20Comyhgmlthat doctors can gain access to vital infation on
patients from other Member States whom they happen to be treating.

Cloud scenario

Given the strong focus on interoperability and the potential positive impact on business efficiency by
cloud models, a number of local healthcare authorities ()t#es considering entering infjoint
agreement with a national telecommunication company for the creation of their own cloud.

The LHASs plan to migrate, to the cloud, services such as electronic health Peetedsonic health
files (EHF), the online sheduling of reservations for health examinations and other, less critical,
services, eg, baednd services, human resources, payroll, aHdaning.

Marco Rossi, CEO of an LHA, is one of the main sponsors of the cloud approach, but he is conscious
that representatives of other LHAs in his region are reluctant to move services onto the cloud and
therefore he needs to marshal strong arguments, particularly with regaddta and service

availability, data authenticity, integrity, trustworthinegsinformation securty, resilience of services,
personal data protection and legal compliance (especially with regard to data protection legislation).

He knows that at the next and decisive meeting with the CEOs of all other LHASs who are potentially
interestedinK S WNBX3IA2ylFf SISIHfGIK K@oNAR Of 2dzRQX KS gAf

1 Whatis the real addegtalue of the regional-bealth hybrid cloud in terms of resilience and
reliability?

1 Can the regional cloud offer at least the same level of datarasse and security that the
LHASs currently have? Can these requirements be captured in agreements on infrastructure
service levels between the LHAs and the clmfdastructure provider? Which services or
information will potentially be more at risk andhich of these could be even more secure
than they are at present?

1  Which type of access can be developed so that the security levels required can be applied?

67 @ Xe Health File is a file set up at a health care body that acts as the sole d ata controller (eg, a hospital or a nursing
home) where several health care professionals are employed. Conversely, the electronic health record is a file set up by

pooling the data from different data controllers, which as a rule - though thisis notalwa  ysthe case - operate within the
same geographical area (eg, a health care unit and a private laboratory operating in the same region or area). For

instance, health files may also make up the set of health care information held by the individual data contr ollers that
participate in an EHR initiative at regional level...."
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1 How should the LHAs deal with audit, legal and regulatory compliance? What type of audit and
workflow processes need to be implemented?

1 Which deployment model (private, public, hybrid, community) best suits local healthcare
authorities? Should public services (eg, storage of health records) reside in the same cloud
service as backnd services (eg, payli, HR, etc)?

1  Which service model (laaS, PaaS or SaaS) best suits the needs of the LHAs? Which of these
provides the best match (if any) between service models and services (eg, online collection |of
medical files, online appointment scheduling and otlessl| critical services, eg, baehkd, HR,
payroll, elearning)? Taking the different service requirements into account, what types of SLUAs
need to be applied?

1 How are the design, deployment and administration of the infrastructure to be managed
across the arious LHAS?

1 Are there interoperability problems between the cloud and legacy systems that produce
medical data in certain hospitals and how can these be overcome? What are the minimum
requirements for the interoperability of-Bealth records?

1 Whatis thereal addedvalue of the regional-dealth hybrid cloud in terms of a reduction in
the cost of IT acquisition and maintenance?

1 How can the LHAs ensure effective security controls in the resultingceadd solution?
What forms of audits, SLAs, finangahalties or incentives, etc, will work best to deliver
adequate assurance?

1 Whatis going to change (if anything) in terms of the provision of the relevant services to
patients and the usability of such services by professionals (eg, hospital doctorsHAPs,
staff)?

Electronic health record (EHR)

Anelectronic health recor(EHR) is a repository of information regarding the health status of a subject
of care in computer processable form, stored and transmitted securely, and accessible by multiple
authorised users. It has a standardised or commonly agreed logical information model which is
independent of EHR systems. Its primary purpose is the support of continuing, efficient and quality
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integrated healthcare and it contains information which is retrospegtconcurrent, and
prospectivé®,

1 The EHR is a secure, réale, pointof-care, patient centric information resourder
clinicians

1 The EHR aids decistiomaking by clinicians by providing them with access to patient health
record information where an@vhen they need it and by incorporating evidersased
decision support.

T ¢KS 91w Fdzi2YFiSa IyR aidNBIFYtAySa GKS Ot AyaQ
and response that result in delays or gaps in care.

Attributes and essential requiremenf§
The EHR system must:

1 Provide secure, reliable, reime access to patient health record information where and
when it is needed to support care.

Guarantee patient health information confidentiality and security.

Be available and reliable 24/7.

Be responsie enough to integrate with the clinician workflow.

Be accessible where needeat inpatient and ambulatory care sites, with remote access.
Capture and manage episodic and longitudinal electronic health record information.

o0 Check information captured or imped for reasonableness and provides time
stamps, information source, and amend audit trail.

o Comply with approved industry standards for message vocabulary and content.

0 Accept information from external systems and automated data capture devices such
as patent monitors, laboratory analysis equipment, and {tade scanners.

o Ideally accept and integrate health record information from outside the immediate
organization, including medication dispensing information from community
pharmacies.

o Provide tools for uigue patient identification and information integration across
systems and settings without a common patient identifier.

= =4 =4 4 A

%8 1SO/TR 20514:2005(E)

%9 The attributes of service and its essential requirements are mainly based on:
http://www.himss.omg/content/files/EHRAttributes.pdf
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o Permit efficient data entry of all orders and documentation by authorized clinicians.
This includes prescription writing and refill nagement. Ideally supports various
means of clinician entry (eg, keyboard, voice, pointer device, or handwriting
recognition). Ideally, documentation includes clinical reasoning and rationale.

0 Support electronic signature where permitted by law.

0 Accept patent selfreported health information.

o Ideally differentiate between patient historical data (applicable across visits and across
the continuum of care, eg, allergies) vesspisodic data (applicable fone visit, eg,
breathing sounds from last respiratpassessment) and support copying data forward
as appropriate to support continuity of care, accuracy of ordering, and efficiency of
clinical documentation.

Electronic health files

Ahealth filepresents the same essential attributes as electronic he&tiords, the only difference

being that the file is set up at a healthcare body that acts as the sole data controller (eg, a hospital or a
nursing home) where several healthcare professionals are employed. Conversalgctaonic health
recordis a fileset up by pooling the data from different data controllers, which as a-leugh this is

not always the caseoperate within the same geographical area (eg, a healthcare unit and a private
laboratory operating in the same region or area). For instahealth files may also make up the set of
healthcare information held by individual data controllers who participate in an EHR initiative at
regional level(http://www.garanteprivacy.ifgarante/doc.jsp?ID=1672821

Regional electronic patient record brokerage and exchange system

Aregional electronic patient record brokerage and exchange syistamegional point of reference for
all the healthcare information related to a patient ligitm that region.

The information (electronic patient records) is either stodigkctlyin a regional repository shared

with every national and international interested party (hospitals and clinics, general practitioners, etc)
or is kept at local leveldtal healthcare authorities, hospitals, etc) and referenced by a link from the
regional electronic patient records brokerage and exchange system.

The same attributes and essential requirements identified for the electronic healthcare record apply to
this service.

Local and regional community clougiscenario No 2

Cloud usecase involving local authorities in Spain


http://www.garanteprivacy.it/garante/doc.jsp?ID=1672821
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The provincial government of Jaén in the south of Spain wants to improve the participation of citizens
in the Information Society and to prom®e-government services. It is doing so via a project called
Jaén Digital Province which has four strategic objectives:

1. to provide a digital communication infrastructure throughout the province;

2. to improve access to and participation in the Knowlkednd Information Society for citizens;
3. to put the services and resources of town councils online;

4. to put the services and resources of the provincial government online.

The provincial government has recognised the value of putting in place corarganizational and
technological solutions for local administrations.

Here is what the provincial government has done so far to reach its four objectives.
Digital infrastructure

The digital infrastructure is based on the provincial communications netlaslvn as Heraclea,

which provides broadband access to all the municipalities. The network has a total of 113 connections,
of which 77 are town councils and the remaining 36 offices of the provincial government. So far, the
provincial government has conrted 97 municipalities to the provincial government via GIGADSL,
which provides the gateways to online municipal services.

It also provides access to free software repositories via two administrative networks: the Andalusian
NEIA2Y I f J20SNUYSRI DO WIS G AN GKS yIFdA2ylf I23FSN
Andalucia regional government, of which Jaén is a province, has developed its own Linux distribution
network called Guadalinex (http://www.guadalinex.org/). Guadalinex has its own office tools and

offers citizens free access to its operating system software and tools.

Digital citizenship

The Digital Citizenship programme promotes the equal participation of the citizens of the Province of

Jaén in the Knowledge and Information society. In 2001, tbgipcial government was among the

pioneers in the introduction of centres with public internet access. THIrgydzNJ 2 ¥ (G KS LINR OA
municipalities were equipped with telecentres. Now all municipalities have telecentres. Jaén now has a
network of 161 €lecentres, of which 62 centres are in villages. The telecentres provide citizens with

free access to the Internet and, especially, programmes and activities focuseltaming, e

commerce and other-services.

Digital town councils

Jaén and other Andasian provincial governments have joined forces to develop a common platform
called the Digital Town Council ICT Model, which enables online administration and progressive
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implementation of digital citizenship. The model has three layers: (1) an onlimeagportal; (2) a
municipal website; and (3) a town council back office, which manages census, land management,
registry, water, taxation, accounts and payroll. As of April 2010, 23 municipalities had used the
platform to establish their own online sepés portals. All municipalities are expected to follow suit.

Digital provincial government

The provincial government has madgevernment a reality by putting its services online. The paper
version of theProvincial Bulletinlisappeared in December 2008Be provincial government now
publishes only an electronic version. It has promoted free and open access software not only on its
own website but also on those of the municipalities.

The provincial government hasifats strategic plan online, togethevith indicators to measure the

success of its implementation (known as the balanced scorecard). It has prodGeedeato the

Services of the Provincial Governmehich has also been put online. With a view to achieving

paperless administration, the prowial government has put its electronic register and

communications online, as well as its plans for spending management, subsidies and tax management.

Background information

Jaén Digital Province is a project for enhancing technological cooperatiqraaticipation in the
Information Saociety. It links the provincial government and the 97 town councils of the province. It is
based on the following principles:

1 Interoperability and free software as a basis for the components of the model.

1 Working onlire through the sharing of communication networks (both within the province and
at the Andalusian and national levels).

91 Definition of common models of management and information systems for the enhancement
of online government. The ICT model of the Digialvn Hall is part of the local Andalusian
software repository. Not only is it to be implemented in the municipalities of Jaén, but it is also
recommended for and available to other Andalusian and Spanish municipalities.

The project is based on an intiige of the Spanish Ministry of Industry, Tourism and Trade (MITYC),
which provides the infrastructure, platform and a set of applications for all Spanish councils (of which
there are 8,300). The governments have yet to move to the cloud, however, as@autil needs to
download, install and configure each application and thus needs to have its own infrastructure.

Among the services provided by the Ministry of Industry to the local councils are these:
1 LocalWeb, an application for generating websites,

2 SIGEM, an application for managing the administrative procedures of a file or record,
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3 LocalGIS, an application for cartography management,

4 Registro, an application for the maintenance of the municipal population census,

5 Catastro, an application for the resgiation of citizens and company properties,

6 EEasy, an application supporting the creation of enterprises and billing for local bodies.

ICT requirements of the Jaén model [fictitious, two years into the future]

The Jaén provincial government initiatedJ&en Digital Province plan following consultations with all

of its 97 municipalities. Collectively, they identified their service and resource requirements, including
a distributed network, multiple servers, adequate storage, a system allowing multigleaaious

types of applications and services. Specifically, they envisaged needs for:

1

Anon-demand sekservicewhereby any municipality could have as much server time and
network storage as needed, automatically, without requiring human interaction edtih
AaSNAOSQA LINPOA RSN

Access to the network access via different deyioetuding work stations, telecentres,
mobile phones, laptops and PDAs.

Pooling of computing resourcsserve many different users, some municipal and
provincial government oitials and some members of the public.

Rapid elasticityie, the network can respond rapidly and automatically to changes in
demand from particular municipalities or the provincial government.

Measured resource usageo the system could meter and repdie differing levels of
usage (eg, storage, processing, bandwidth and active user accounts) by the municipalities,
provincial government and even citizens.

Migrating existing servicesvhereby they could continue to use some taitoade or
specialisedearvices in the new system.

Positive cosbenefit where all stakeholders could benefit from costs lower than the
diverse computing resources they have been using in essentially-atand
environments. Furthermore, they wanted to pay only for actual usagd not for
resources they might not actually use.

Rapid deployment they wanted to be able to quickly provide new services without having
to procure, certify and validate additional hardware and software.

High availability and reliabilitg they warted a system that was always available and
always reliable or, at least, as near to always as possible. If there was a failure in a central
server, they wanted another server to take over instantly. If there was a failure in the
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network (eg, due to a powdailure or a break in the communications line), they wanted
instant backup.

1 Ease of use they wanted a system with a short learning curve for those developing and
using egovernment services.

Based on their requirements, there was agreement that theyusd move to the cloud, but in a way
that would allow them to take some legacy systems with them. There was some debate about which
service model would be most appropriate.

Service models

Software as a Service (Sag®)any citizenconsumers need to ugeopular applications (nail, word
processing, spreadsheets) as well as specialised applications (for obtaining parking permits, utilities,
local council registries, library access, etc) as well as back office applications (payroll and taxation)
which coutl be cloudbased and accessed via a web browser with different user devices (work stations,
laptops, mobile phones, and PDAS). The citieemsumer (and back office worker) would need only his
or her device. The cloud would provide the software, applicejatorage, and baeakp.

Platform as a Service (Pa&zS)he provincial government and municipalities use popular, commercial
applications, but also need to develop their own specialised applications using programming languages
and tools supported by theloud provider. The cloud provider would manage the network, servers,
operating systems and storage.

Infrastructure as a Service (la&Slhe government and municipalities considered whether they

needed control over the actual infrastructure (servers, @Gtimg systems, storage, applications, etc)

but decided this was not necessary and that it would be more economical to let a cloud provider deal
with these matters.

After considering deployment modedsa private cloud, community cloud, public cloudeohybridg
they decided to go for a community cloud.

Resilience

While the economic and other benefits of moving to the cloud were clear, service resilience,
AYTF2NXYIFGA2Yy aSOdzNARGe +FyR £S3Ff O2YLIX AlFYyOS gSNB 02
was better than their own. Even so, their concerns regarding resilience included the following:

91 Data protection(integrity, privacy and authenticity) some of their services used personal

data; hence, they needed assurance that the cloud provider watilfe¢Jt @ A G K { LI Ay ¢
data protection laws.

1 Availability, reliability, quality of servieggthey needed services that would be always
available and reliable (ie, that they did what was expected every time).
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1 Backups and continuity, if there were a crash oht main hosting server, another had to
0SS FotS G2 GFI1S 20SN) WAyaldlyateQo =+ NRA2dza
and cyber attacks, needed to be taken into account.

9 Access contral some services could be accessed by anyone, othersdem| services)
were controlled and limited to selected individuals. Access control needed to include
measures for authenticating the users and to provide audit logging and monitoring. In
Spain, many electronic public administration services can usepidueish electronic
identity card, which helps support the business case for Identity as a Service.

9 Auditsand certificationg perhaps the toughest requirement set bye municipalities was
that service provided by the cloud had to be subject to audit amdpime cases or
serviceshadto be certified as being in compliance with security standards (ISMS, 1SO
27001).

Electronic administrative procedures

An application was developed to manage the administrative procedures of a file or record. It allows
citizens to request electronically (from their homes) subsidies, aid and licenses, or to make payments,
receive news of the status of their requests, as well as information on the lack of any documents with
instructions on how to attach them, and to receivadily, a notification of the outcome of their

efforts.
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Gov cloud as business incubatescenario No 3

The Minister of Communications and Technology and the Minister of Industry and Development were
having an informal discussion after a meeting with thien@ Minister.

The topic under discussion was, as it often had been for the past year, cloud computing.

¢CKS aAyAadSNI 2F LYRdzAGNE YR 5S@St2LSyd al AR (2
Japanese counterpart and he was explaining me abmit t}SaaS project.

We¢KS WILIyYySaS aAyAaiuNR 2F 902y2Yez ¢NIRS |yR LYRd:
year ago. The system is calleB8aaS.-$aaS is a computing platform that works as an incubation bed
for SaaS providers and users.

W{ eldss ISVs (Independent Software Vendors) can bring in their application packages to offer them

as SaaS. SME users can use the service for both production or for experimental use at a low cost.

Japanese ISVs used to sell software packages to SMEs whitlealiecompetence and CAPEX
Ffft26lyOSd LF L{+aQ a2FiliélNB LINRRdzOGa OFy o6S 2FFS
however, could not offer SaaS because they don't have the infrastructure to provide SaaS. Thus the
government prepared th@nfrastructure so that the vendors and users can make use of it and promote

0 aSR YIylF3aSYSyis 2y GKS dzaSNJ 4ARSS yR o0dzaAySaa

WL gl & y24 F6FNB 2F AGXQ NBLX ASR liskubdséike gvery G SNJ 2 F
nice idea that could be adopted in our country and in the wholdhefEU (?) as well, especially if we

consider that 99% of the businessedhie EU are small, medium and micro enterprises. We might also

consider extendingthesercd 2 FFSNBR o0& (GKAa D2@ Of 2dzR (2 Ay Of dz

Y S&X L I3INBS 6AGK @2dzpQ alAR (GKS aAyAaidiSNI 2F LYR
to the public we should have concrete and solid answers to those very typical quesoumiscloud
computing:

1. lIsitsecure enough?
2. Are ISVs trusted enough (trust management between consumers and ISVs)?
3. Where are the data going to be stored?

4. Will the Gov cloud be resilient enough? Can the Gov cloud offer a better SLA than the
one currentlyoffered to SMEs?

5. s the resource concentration going to increase incentives for attackers?
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Is our current legal framework adequate to face possible cloud challenges?
Which deployment model (private, public, hybrid, or community) best suits the purpose?
Is it actually going to be cost effective for the SMEs?

Can the Gov cloud adopt a model of grants and subsidies for SMEs to promote the
migration process?

Will it distort the market?

What about critical infrastructure?

Liabilityg can the government suppoit?

Will it need to be supranational to be resilient?

Can we define our expectation concerning risk clearly?
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JSaaS model

Structure of |-SaaS

T'r“’/’ \

\Portal X U)éer I‘pterfa\ge 7 - R

ISVs as SaaS ||SaaS SaaS||SaaS

Sade AP || AP AP || AP Security

Vendors by ISV
ISV ISV ISV || ISV yIovs

J-SaaS Platform _
- To provide infrastructure for SaaS Security
by
Fujitsu

{J‘LUU.IGAOE) q papun:q

Having as terms of reference the structure of the Japaneés&a¥, it appears clear that the
government can offer a varietyf difference services. The government strategic view will drive
business decisions, which will take into account, among others factors, the following possible

variables:
Type of potential customer
A Micro enterprise
Small and mediursized enterprises (SMES)

A
A Companies doing business in highly regulated business sectors
A

Large enterprises (moving specific services).
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All the above mentioned categories should be considered both as final users of the platform and as
companies leveraging the governmental cloud teeotheir IT services to other companies.

Needs of potential customers and governments
A Support for national businesses
A Integration with government capable services and data sets

A Reliable and cost effective IT infrastructure on demand potentially ablevier¢be whole
spectrum of IT services.

A Reliable and cost effective IT platform on demand that can be integrated with or that is compatible
with the internal service platform

A A testbed with low availability requirements
A Sector specific services

A Valueadded security services

A Trusted brand

A Legal compliance

A Clear responsibility and assignment of liability.
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Annex llI- Reservoir architecture description

Virtualised cloud architecture for community clouds

In this section, we describe an abstract virtualiséaid architecture that provides Infrastructure as a
Service (laaS), Platform as a Service (PaaS) and Software as a Service (SaaS). The architecture
introduces a virtualised infrastructure layer on top of the physical infrastructure. This abstraction layer
is designed to manage a federation of heterogeneous physical infrastructures. Every site is partitioned
by a virtualization layer into virtual machines (VMs) that are fully isolated runtime modules that
abstract away the physical characteristics of theawce and enable sharing of resources. This
architecture is based on three distinct layers:

1 Service/platform manager (SM): is responsible for the instantiation of the service application
by requesting the creation and configuration of a VM for each sergdomponent, in
agreement with the service definition, thus ensuring compliance with the service level
agreement (SLA). In the case of a platform, it deploys code on the appropriate platform, eg,/on
a java service container.

9 Virtual infrastructure managgiVIM): is responsible for the placement of VMs onto host
machines (HMSs). It receives requests from the SM to create astzeeVMs and decides the
best placement for these VMs to optimize a site utility function given a set of constraints (set
by the SM) The VIM not only manages provisioning of the VMs, but also of the virtual
networks (VNs) and virtual storage (VS) that is required. The VIM has full control of the HM.| A
policy engine (PE) is a VIM component that is responsible for the placement aradiomigf
VMs onto a HM. The VM represents a virtualized resource hosting a certain type of VM. VIMs
issue generic commands to manage the lifecycle of VMs, and VMs are responsible for
translating these commands into commands specific to the virtualizatiatfopm abstracted
by each VM.

1 Physical infrastructure manager (PIM): This layer manages the physical machine, networking
and storage equipment. It manages the addition and removal of resources to and from the
pool of shareable resources.

As is shown in #hfigure, each layer has a management component to manage the services and
platforms, the virtual infrastructure, and the physical infrastructure.
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FIGURR ENBTOEND THREAT®RESILIENCE

Threats to endto-end resilience of virtualised cloud architecture

Different types of users access the cloud via a network connection: the service provider who deploys
and manages his multier application on the cloud, the virtual infrastructure administrator who
manages the infrastructe and the eneliser who accesses applications running on the cloud
infrastructure. These different types of cloud users are sources of threats. They need to be identified
and countermeasures need to be put into place.

Endto-end cloud resilience can berttatened at any layer in a virtualised cloud architecture. The table
blow classifies some of the main threats for each layer as descrili&idune2 and the components
that are threatened:

Threat Layer Threatenel
Component
Billing service failure or Service or platform SM
reduced availability
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Reduced availability of or
failure in creating VM

Virtual infrastructure

VIM, VM, VN, VS

Reduced availability of or Virtual infrastructure VIM
failure in shutting down VM

Reduced availability of or Virtual infrastructure VIM
failure of the migration

function

Reduced availability of the Service or platform, virtual

monitoring function infrastructure

Network breaks Physical infrastructure Network
Compromise of network Physical infrastructure Network

management

Application interference

Service or platform, virtual
infrastructure

SM, VIM, VM, VN, VS

System overload, inability to | Virtual infrastructure VIM
scale

Compromise of hypervisor or | Virtual infrastructure VM

oS

Compromise of management | Virtual or physical infrastructure| VIM, PIM

interface

Compromise of identity
management system or
provider

Service or platform, virtual or
physical infrastructure

Service, VIM, PIM

DDoS or DOS attack on anoth

Service or platform, virtual or

SM, VIM, PIM, service

healthcare authoty effecting | physical infrastructure platform
your systems
Compromise or failure of the | Service or platform SM

accounting and billing system
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