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Abstract

This deliverable coverthe APIs to be implemented by a webinos devigecording to the use cases &
requirements defined in WP2 and the common components introduced in taska®i 3.2 has defined a set
application programming interface specifications (APIs) to make the desired functionalities availadbitos)
applications.

Due to earlier or ongoing standardization and implementation activities, e.g. within W3C andsdm&needed
APIs are already specified and available in modern browsers. Other APIs have been specified but implem
have not yet been gablished in existing browsersi®e APIs needed to fulfiebinosfunctionality do not ye
exist so these APHave to be specified within theebinosproject.

A key feature ofvebinosis the ability to discover services on remote devices and access these services usi
For example, an application can use the caebinosService Discovery API to search faeslocation service of
another device and then access this service through the standard W3C Geolocation API.

ThewebinosAPIs can be divided into a number of categories:

wWebinosbase and generic objects/interfaces: For examplewebinoscore interface

wAPIs for service discovery and remote APl access: APIs allowing ap@itatistover other devices and
services/applications on other devices and on network servers and access these remote services.

wHW Resources APIs: APIs allowing applicatmascess information and futionality relating to device HW
resources such as GPS, camera, microphone, sensors, etc.

wApplication Data APIs: APIs allowing applications read and write access to ampliegabilites such as contac
items, calen@r information, messages, media files, etc.

wCommunication APIs: APIs allowing applications to communicate with other applications in the same or a
device.

wApplication execution APIs: APIs allowing webinos applications to launch otherosebid native applications

wUser profile and context APIs: APIs allowing applications access to user profile data and user context.

wSecurity and Privacy APIs: APlIs related to the security modekftinos

Note:

This Word/PDF linear document represeronly a snapshot of the specification for the purposerefiew as &
single document. The actual specification is located on the webinos redmine/Wiki. That version is tietcuagt
for the work within the projectDue to the closénterworking betweerthe specification and the implemertian
work packages in webinosxperience gained about gaps that need to be filled in the specificatiobeviitd back
directly into the online specification. The Word/PDF document has been exported fr@rottine \ersion and
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1. Introduction
According to the use cases and requirements defined in WP2 and the common components introduced

in task 31, task 3.2 has defined a set of application programming interface specifications (APIs) to make
the desired functionalities available webinosapplications.

Due to earlier or ongoing standardization and implementation activities, e.g. W8 and WAC

some needed APIs are already specified and available in modern browsers. Other APIs have been
specified but implementationdiave not yet been established in existing browsers and some APIs
needed to fulfillwebinosfunctionality do not yet exist so these APIs have to be specified within the
webinosproject.

A key feature ofvebinosis the ability to discover services on rematevices and access these services
using APIs. For example, an application can use thewebinosService Discovery API to search for a
geolocation service on another device and then access this service through the standard W3C
Geolocation API.

Thewebinos APIs can be divided into a number of categories:
e Webinos base and generic objects/interfacdsor example thevebinoscore interface

e APIs for service discovery and remote API accdd3ls allowing applications to discover other
devices and services/apgditions on other devices and on network servers and access these
remote services.

¢ HW Resources API&PIs allowing applications to access information and functionality relating
to device HW resources such as GPS, camera, microphone, sensors, etc.

e Application Data APIs:APIs allowing applications read and write access to application
capabilites such as contact items, calender information, messages, media files, etc.

¢ Communication APISAPIs allowing applications to communicate with other applications in the
same or another device.

e Application execution APISAPIs allowing webinos applications to launch other webinos and
native applications.

e User profile and context APISAPIs allowing applications access to user profile data and user
context.

e Security and Pxiacy APISAPIs related to the security model faebinos

AllwebinosAPI specifications are available henebinosDevice APIs

Given the sensitive nature of the data to which these APIs graogss, the APIs specified are either
secure and privacgnabling by design or implemented so that access to APIs are controlled by the
webinossecurity framework specified in WP 3.5.

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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The API development works in collaboration with WP8.1 to enable ARlastinations on the one hand
and to make use of existing specifications on the other hand.

2. Acknowledgement

This work is partially funded by webinos, an-feldded project under the EU FP7 ICT Programme, No
257103.

For more information about this programme, se@tp://cordis.europa.eu/fp7/ict/ssai/

3. Methodology

The methodology used in WP 3yAasaccording to the following steps:

1. Identify needed APIs based on requirements:
e Use cases and requirements defined//P 2 were analyzed in order to identify needed APIs.

2.ldentify needed APIs based webinosarchitecture:

¢ In parallel with the ongoing specification of thebinosarchitectural platform elements in WP
3.1 needed APIs were identified.

3. APl investigains:

Based on step 1 and 2 existing APIs from W3C, WAC and elsewhere were investigated. The result of
these investigations were:

o Description of referred APIs from W3C, WAC or elsewhere that can be usebimpswithout
modification.

e Description of refared APIs from W3C, WAC or elsewhere that can be useabiposwith
modifications.

e Description of new APIs that need to be specified withinwledinosproject.
4. API specifications:

e Creation of newvebinosAPI specifications.
o Creation of specificationsf webinosmodifications/extensions to existing APIs where needed.

e Creation ofwebinos"wrapper" specifications for referred API specifications.

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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5. Prototyping and demos

e Creation of API stubs and small demo applications to test API applicability fdopkense

Further work will be performed within WP 8.1 to propose nesbinos specifications and modified
standard specifications to relevant standardization organizations.

4. APl landscape

This section is an overview of existing API standardization and @atan projects.

World Wide Web Consortium (W3C)

The World Wide Web Consortiuris an international community whermember organizations, a full
time staff, and the public work together to develop Web standakf8C's mission is "to lead the Web
to its full potential". W3C is the most important organization for standardi¥ifep technology and an
extensive set of APIs fa¥ebapplication developers have been specified by W3C.

W3C Web Applications (Web Apps) Workig Group

The W3C Web Applications WG provides specifications that enable improved-silient
application development on the Web, including specifications both for application programming
interfaces (APIs) for clierside development and for markup vocatids for describing and
controlling clientside application behavior.

This WG hosts a number of API specifications that are core fov\ileas an application execution
environment. APIs that are implemented in all browers are for example XMLHTTPReqdest a
Document Object Model (DOM). Other important APIs created by the Web Apps WG that are deployed
in modern browers are for example Web Workers, Web Messaging, File Reading;S&swEwrents and

Web Sockets. The Web Apps WG has also created a set dgicgpiens for installabléVebapplications,

Web Widgetswhichare core specifications MWebruntime platforms such ag/AC

SeeWeb Apps WG charteand Web Apps WG Web Sité full list of the WG's publications and their
status can be found alveb Apps WG publications

W3C Device APIs and Policy (DAP) Working Group

The mission of the Device APIs and Policy Working Group is to createstemtPls that enable the
development of Web Applications that interact with device hardware, services and applications such as
the camera, microphone, system sensors, native address books, calendars and native messaging
applications. Devices in this context include desktop computers, laptop computers, mobile Internet
devices (MIDs), cellular phones, TVs, cameras and other connesteesl

A full list of API specifications created by the WG is bffexs theDAP Roadmap

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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The DAP specifications that so far has got most implementation attention are the ContacsdAPI
HTML Medi Capture APIThe latter is supported in Android 3.0, for instance and the Contacts API has
experimental implementations.

Previously a framework for the expression of security policies that govern access to seticay APIs

was included in the delerables of the WG but according to tinew proposed DAP chartéhis is left

out of the DAP WG deliverables. It is proposed to rename the WG to "Device APls Working Group".
However, this doesot mean that the WG no longer addresses privacy and security as the group also

aims at crafting APIs that are both secure and privatgbling by design, based on the current Web

browser security model. This entails reusing existing browssed securitymetaphors where they

FLILX & FyR f221Ay3 Ayd2 Ayy20FG§A0S aSOdzZNAdGe | yR LN

Furthermore, the new charter expands the set of APIs that should be delivered by the WG. For example
APIs for device and service discovery is nowdediin the charter.

DAP's public web site is hei3C DAP

W3C Geolocation Working Group

The mission of the Geolocation Working Group is to define a secure and psiasijive Geolocation

API for accessing lation information frombuilt-in GPS receiver or network positioning information as
well as a Device Orientation Event specification for using device orientation information originating from
built-in accelerometer, magnetometer and gyro.

The Geolocation AR$ currently implemented in major modehVeb browsers and according to public
information the Device Orientation Event specification is at least under implementation for iOs, Android
and Chrome.

See theGeolocation WG Charter

W3C Web Reallime Communications (WebRTC) Working Group

The mission of the recently formed Web Réahe Communications Working Group is to define client

side APIs to enableaktime communications in Web browser#\Pls specified by the WG will enable
streaming access to device capabilities, e.g camera and microphone, and API functions for establish
peerto-peer connections between Web browsers, independent of the network protocols used to
establish the connectionsetween peers.

SeeWeb-RTC Working Group Chartard Web-RTGNebsite

Other W3C actvities creating APIs fowweb applications

e TheHTMLS5 specificatiocontains a number of APIs fdfebapplications, e.g. an API for playing
of video and audio to be used with the video and audio elements, an API that enabling offline
Web applications and a drag & drop API.

¢ TheWeb Notifications AHR$ an API for displaying simple notifications to the user.

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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e TheWeb Events Working Growevelops specifications for physical tioluch interface events.

e TheHTML Speech Incubator Grouwestigates the feasibility of integrating speech technology
in HTMLS5.

Web Hypertext Application Technology Working Group (WHATWG)

WHATWGIis a community of people interested in evolving the Web. It focuses primarily on the
development of HTML and APIs needed for Web applications. The WG was founded by individuals of
Apple, Mozilla Foundation, and Oper { 2 Fi 6 NB Ay HnnnX RdzS (G2 02y OSN
HTML and XHTML.

WHATWG has provided major input to the W3C HTMLS5 specification as well as to other specifications
relating to Web applications, e.g. Web Workers , Web Storage, the Web Soéldtsand Serve®ent
Events.

Wholesale Application Community (WAC)

The Wholesale Applications Community an open, global alliance formed from the world's leading
telecoms operators. WAC will uaitr fragmented applications marketplace and create an open industry
platform that benefits the entire ecosystem, including applications developers, handset manufacturers,
OS owners, network operators and end users.

WAC is based on W3&ebtechnology such@HTMLS5, JavaScript, DOM aNeb widgets. In addition
WAC has specified a set of APIs providing access to hardware and software device capabilities as well as
a security policy framework to control the access to the sensitive device APIs.

Full list of WAGpecifications can be found here:

e WAC1.0
e WAC20
PhoneGap

PhoneGamllows developers to buildpplications withWeb technology that are wrapped into native
applications suited for the target platform giving access to APIs provided by the native platform. The
following table lists the APIs available for the platforms supported by Phond@GapmeGap supported
feature. For APl documentation s&honeGap API reference

Nokia/Symbian Web Runtime environment
TheNokia/Symbian Web Runtin@rovides an application environment fd¥ebwidgets that includes a
set of device AP(Symbian Platform Services .0

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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5. APl types

JavaScript APIs
A JavaScript API is the most common way to proVidd application access to device hardware and
software resources/Veb Interface Description Languaigeused to specify JavaScript APIs.

A typical example of a JavaScript APl istM3C Contacts APThe usage dhe "contacts.find" method is
examplified below:

Perform an address book search. Obtain the 'name' and 'emails' properties and initially filter the list to
Contact records containing 'Bob":

navigator.contacts.find( ['name’, 'emails’], successCallback, er rorCallback,
{filter: 'Bob'} );

The example above illustrates an asynchronous JavaScript method, which is very common for JS device
APIls. Asynchronous methods return immediately and notify the caller at some point in the future of the
results via callbackethods. Methods that may take a long time to be executed or that may be subject

to security prompt must be defined as asynchronous methods. The successCallback above is a function
to be invoked in case of success and the errorCallback is a functionl teheal the asynchronous
operation fails.

Using HTML-elements

In some cases access to device resources can be provided through a simpiehtierit. One example

is the W3C HTML Media Capture specificatidhis specification states that if an input element in the

File Upload state contains accept attribute with values image/*, audio/*, or video/*, the user agent can
invoke a file picker that allows respectively the user to take a picture, record a soendrfilecord a

GARS2 Ay IRRAGAZ2Y G2 asStSOdGAy3a |y SEAaGAYy3a FAtS
attribute may be added to the input element. This attribute gives a hint to the user agent on the source

2F (GKS AyLlzi® ¢KE8an take lthelivazed éameraji daNdordedzinfcrophone and
filesystem.

For example, the following code indicates that the user is expected to upload an image from the device
camera:

< input type="file" accept="image/* " capture="camera" id="capture" >

When endering this code the user agent will open the camera viewfinder and allow the user to take a
picture.

HTML "filepicker" based access to device resources is very straightforward and intuitive for users and
provide for “implicit user consent" as the usewst provide a tangible action to allow access to the
requested resource. For example navigating to a folder in the file system and selecting a file or using the
camera viewfinder and pressing the shutter button to take a picture.

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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Using DOM events

For prowding Web applications access to data that is frequently updated, for example data from sensors
in the device, a DOM event based interface is often applicable. Examples a8t@&evieOrientation
Event Specificatioand theW3C Battery Status Event Specificati®everal newvebinosAPIs are also
DOM event based.

An event based API is defined by adding attrsuto the DOM event interface For example, the
DeviceOrientation Event Specification defines an "deviceorienationevent”, which has three attributes
for device @ientation, alpha angle, beta angle and gamma angle.

A Web application can register to listen to DOM events using the addEventListener method. For
example, registering to receive deviceorientation events could be done with the code below:

window.addEventLi  stener("deviceorientation", function(event) {
/I code for processing the the device orientation event data, i.e.
event.alpha, event.beta and
/I event.gamma
}, true);
The second parameter is a method that is called whenever antegeurs of type "deviceorientation”.

Using REST

REST (Representational State Transfer) APIs are frequently used\Weth8uch an API is specified as

a URI and the requested resource/service is accessed through the standard HTTP methods GET, POST,
PUTDELETE.

A simple example is a Twitter API for retrieving the 20 most recent statuses. In this example the
requested data is returned in JSON format.
http://api.twitter.com/1/statuses/public_timeline.json

One major advantage with REST APIs is that a requested resource/service could be situtated
"anywhere", in the cloud or in the device, but still be accessed with the same API. By implementing

I 00Saa G2 t20Fft NS ANIZNDS A K[ R2INIAA S0 ({KINBIAZENGE €6 tw9 { ¢
access local tdevice resources/services.

Furthermore REST is stateless, which facilitates scalable solutions so that many users can be supported.

If coding gets complicated when REST APIs aretheadlavaScript "wrapper" methods can be created
to facilitate for developers. These "wrapper" methods do not have to be standardized and could be
provided by exstablished JavaScript library/framework providers.

6. API investigations
This section contains ¢hresults of the investigations on APIs of the different categories and acts as

background information to the APIs supportedvegbinos

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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Based onwebinos requirements/use cases and architecture needed APIs are identified. Potential
existing APls from W3®/AC and elsewhere are investigated and analyzed. If no existing APIs that could
fulfill the webinosrequirement is found high level requirements on a new API to be specifed within the
webinosproject are stated.

HW Resource APIs

Description
This section aatains investigation results on APIs for access to HW related resources.

Resources
Primary contributor/editor for this API category: Telecom ltalia
Supporting contributors/reviewers: SEMC / AmbiSense / Fraunhofer / BMW

APIs based on existing standards/impl ementations

Device Orientation API

Description: Information about the physical orientation of a device, typically implemented by using
information from accelerometer, magnetometer and gyro.

Requirement/architectural reference: CARPDEVSEM@09webinos SHAL provide means for
applications to access device physical orientation

Phasewebinosphase 1

Webinos responsibleClaes Nilsson/SEMC

Implementation

Candidate APl | |Short Description
Status

Gaps Noteg|Decision

Two DOM event type
that provide informatiof
about the  physicq
orientation of a hostin
device. i0S 4.2

- The first event is ||Android 3.0
simple, higHevel sourc{chrome 7
of information about th¢Oopera Mobile fo
physical orientation of || Android
device expressed
device rotation in anglg
around 3 different axe
While the spec
agnostic to the source
information, this i

webinos
No gaps identified will  use
this API

W3C
DeviceOQOrientation
Event

oy

(experimentd)

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.


http://dev.w3.org/geo/api/spec-source-orientation.html
http://dev.w3.org/geo/api/spec-source-orientation.html
http://dev.w3.org/geo/api/spec-source-orientation.html
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typically implemented b
combining informatio
from an accelerometg
and a magnetometer.

- The second eve
provides direct acess t
motion data from a

accelerometer an
gyroscope and
intended for  more
sophisticated
applications.

Acceleration is express
in m/s2 and rotation rat

is expressed é
degrees/s.
Existing 3rd part

WAC 2.0 Devi Pewce . orientatio |mplementat|on§ (o
APIs: T information, expresse WAC WRT clier|
orien.tation as devie rotation irj[from Obigo, OperqNo gaps identified
- angles around Aplix, etc, fo
module

different axes.

Android and othe
platforms

WAC 2.0 Devi

APls: Th

accelerometer
module

Provides access to t
device acceleromets
information expressed
m/s2 in 3 different axis.

Existing 3rd part
implementations o
WAC WRT clien
from Obigo, Opery
Aplix, etc, fo
Android and othe
platforms

The API does n
provide a means {
separate
acceleration due t
movement from
acceleration due t
gravity, which coul

be provided b
devices containin
both an

accelerometer
a gyroscope.

an

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.



http://public.wholesaleappcommunity.com/redmine/embedded/wac2pubrev/deviceapis/orientation.html
http://public.wholesaleappcommunity.com/redmine/embedded/wac2pubrev/deviceapis/orientation.html
http://public.wholesaleappcommunity.com/redmine/embedded/wac2pubrev/deviceapis/orientation.html
http://public.wholesaleappcommunity.com/redmine/embedded/wac2pubrev/deviceapis/orientation.html
http://public.wholesaleappcommunity.com/redmine/embedded/wac2pubrev/deviceapis/accelerometer.html
http://public.wholesaleappcommunity.com/redmine/embedded/wac2pubrev/deviceapis/accelerometer.html
http://public.wholesaleappcommunity.com/redmine/embedded/wac2pubrev/deviceapis/accelerometer.html
http://public.wholesaleappcommunity.com/redmine/embedded/wac2pubrev/deviceapis/accelerometer.html
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Generic SensorActuator API

Description: It currently exist a set of APIs tailored for specific sensor data. Examples are the W3C
Geolocation API (GPS), the W3C DeviceOrientation Event (accelerometer etc) and the W3C HTML Media
Capture API (camera, microphone). Howewueere is also a need for a generic/extensible API to get

access to sensors. This is needed as new types of sensors are frequently intrddessdsensors could

be:

Built in the user's current device, for example a built thermometer or barometer

Bluetooth or ANT+, for example a Bluetooth enabled medical sensor.

[ 201 GSR

Y@ KSNB Ay biKS Of 2dzR¢ @

Conneted with the user's current device through a local connectivity method such as USB,

The API should be agnostic to the location of the sensors and to uitdediscovery and connection

methods.

Requirement/architectural references:

access to locally connected n@rebinosenabled sensors/actuators.

access tavebinosenabled sensors/actuators connected to tiwebinoscloud.

Phase:webinosphase 1

Webinos responsibleClaes Nilsson / SEMC

CAPDEVSEM@15:webinosMUSTsupport a generic/extensible API for allowing applications

CAPDEVSEM@16:webinosMUSTsupport a generic/extensible API for allowing applications

Candidate - Implementation -
Short Description Gaps Notes Decisior
API Status
A highlevel APl to syste Gaps: This API has be
information and sensors. - For eaclcriticized  within
- A set of simple sensor API additional |[W3C and th
included in the specification sensor future for this AR
- Agnostic to underlyin new sensg(is uncertain. Se
sensor access method property |(|ISys Info feedbag
W3C __ Th - All APIs are asynchronous. has to b¢[There is a propos
SyStem | gimple get value or wat(N° KNoWrljefined  |to create a set
Information ¢ continuous  "callbacki[MPlentations Readin(smaller  discret
AP when the values change only, APIs to specif
when the values reach bel writing system propertie
or above certain define data oflsuch as networ
threshold values. control and battery. Fg
- The sensor propertig sensor no|sensors a set
currently included in th supported ||discrete evern
spedfication are: - Only onégbased APIs simil

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.


http://dev.w3.org/2009/dap/system-info/
http://dev.w3.org/2009/dap/system-info/
http://dev.w3.org/2009/dap/system-info/
http://dev.w3.org/2009/dap/system-info/
http://lists.w3.org/Archives/Public/public-device-apis/2011Feb/0091.html
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AmbientLight single to the
AmbientNoise value fol|DeviceOrientation
AmbientTemperature each Event has bee
AmbientAtmosphericPressul sensor proposed. [
Proximity property, |(laddition it g
compound||proposed to brea
data out the curren
patterns ||sensor part fron
not The Syster
supported ||Information API t
Ccreate a separal
"Generic  sens(
API".
*Sensor APl Sensors re
The Bonc classified by typg. Sensor. ty
sensor names gre defined String
N and creation new type nam|{Unknown
Module - )
Version 15 must be centrally deflned (K
—  |the owner of this AF
definition)
Gaps:
Extensions
to the WAC(
vocabulary
Access to various informati is neede
regarding the status of th|Existing 3r io  cove
device. party not  only
- All APls are asynchronous||implementations internal
WAC |- Simple get value or wat(of WAC WR device
devicestatui|ffor continuous "callbackilclients from status bu
module when the values change [|Obigo, Operd also
when the values changes||Aplix, etc, fo internal
certain percent. Android and|,nq
- Compound dta patterngjother platforms external
supported Sensors.
- Readin
only,
writing
data ol
control

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.



http://bondi.omtp.org/1.5/PWD-2/sensor.htm
http://bondi.omtp.org/1.5/PWD-2/sensor.htm
http://bondi.omtp.org/1.5/PWD-2/sensor.htm
http://bondi.omtp.org/1.5/PWD-2/sensor.htm
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/devicestatus.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/devicestatus.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/devicestatus.html
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sensor no
supported

Gaps:
Extensions
ie.
additional
sensor
channels
need to bg
specified
for all
Symbian Access to sensor data: Sensors
WRT . . |lsupported
Platform - Asynchronous event based|Nokia/Symbian _ Seems &
. |- Compound data patteriWRT
Service 2. supported not
Sensors AP possible t¢
trigger or
threshold
values

- Readin
only,
writing
data ol
control
sensor no

supported

Decision:

A new generic sensor PR will be specified. This API is inspired WBC DeviceOrientation Event
Specification W3C Battery Status Event Specificatenmd the Android sensor API. For phase 1 only
reading, not writing, sensor data will be supported.

Editor: Claes Nilsson / SEMC

High level Rquirement Notes
Find sensors in device, locally connected to the device or in the
Configure a selected sensor

Provide sensor data as a DOM event

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.


http://library.forum.nokia.com/index.jsp?topic=/Web_Developers_Library/GUID-6C74942D-1C2F-4B7A-A501-2434B54611E2.html
http://library.forum.nokia.com/index.jsp?topic=/Web_Developers_Library/GUID-6C74942D-1C2F-4B7A-A501-2434B54611E2.html
http://library.forum.nokia.com/index.jsp?topic=/Web_Developers_Library/GUID-6C74942D-1C2F-4B7A-A501-2434B54611E2.html
http://library.forum.nokia.com/index.jsp?topic=/Web_Developers_Library/GUID-6C74942D-1C2F-4B7A-A501-2434B54611E2.html
http://library.forum.nokia.com/index.jsp?topic=/Web_Developers_Library/GUID-6C74942D-1C2F-4B7A-A501-2434B54611E2.html
http://dev.w3.org/geo/api/spec-source-orientation.html
http://dev.w3.org/geo/api/spec-source-orientation.html
http://dev.w3.org/2009/dap/system-info/battery-status.html
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Microphone API

Description:Capture audio samples from microphone
Requirement/architectural refeence:CAPDEVSEM@04

Phasewebinosphase 1

Webinos responsibleStefano Vercelli / Telecom Italia

Implementation

Candidate API Short Description Gaps Notes || Decision
Status
Only
useful webinos
W3C  workin(for will  use
draft. capturing this AP
W3C Media Capture Api (see Api for capturinglmplemented bjmedia due to
http://www.w3.org/TR/mediacapture- ||audio/video/imagd|Phonegap files, security
api/) data project. Seg|doesn't and
PhoneGap give remote
Capture access t access
live reasons
stream
Not an
API in
Defines a ne itself,
interface fo more ar
media files, a ne add-on
parameter for thW3C  workin(ito  file
accept attribute g|draft, undel|upload.
W3C HTML Media Capture Api (see the HTML. ian impIemenFation only
hito:/Avww.w3.0ra/TR/htm-media element in filg[for Android 3.(juseful
capture)) upload state,. an|land . a Bugffor .
capiures recommendationg|tracking capturing
for providinglimplementation||media
optimized acced|in WebKit files,
to the microphong doesn't
and camera of give
hosting device access t
live
stream

WhatWG Device Element (see
http://www.whatwq.org/specs/web

apps/current
work/complete/commands.html#device

Provides a Strea
API to be used ¢
top of  user
selected source

WhatWG draft
experimental
impl. in WebK

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.



http://www.w3.org/TR/media-capture-api/
http://www.w3.org/TR/media-capture-api/
http://docs.phonegap.com/phonegap_media_capture_capture.md.html
http://docs.phonegap.com/phonegap_media_capture_capture.md.html
http://www.w3.org/TR/html-media-capture/
http://www.w3.org/TR/html-media-capture/
http://developer.android.com/sdk/android-3.0.html
https://bugs.webkit.org/show_bug.cgi?id=63062
https://bugs.webkit.org/show_bug.cgi?id=63062
https://bugs.webkit.org/show_bug.cgi?id=63062
https://bugs.webkit.org/show_bug.cgi?id=63062
http://www.whatwg.org/specs/web-apps/current-work/complete/commands.html#devices
http://www.whatwg.org/specs/web-apps/current-work/complete/commands.html#devices
http://www.whatwg.org/specs/web-apps/current-work/complete/commands.html#devices

ﬁwebmos

D3.2: webinos phase | device, network, and sesige API specifications

FP7ICT-20095 257103

page:21 of 396

and Stream API of input. (e.g. Ericsson's
Note: Probabl
replaced b
getUserMedia
Early draft i Work
WhatWG getUserMedia (see WHAT w( . . Propose
http://www.whatwg.org/specs/web Provides a Stred L X enmenta_'l In W3( to
_ implementation started
apps/currentwork/complete/videc API to be used ¢ J _ support
conferencingand-peerto-peer top of USEF for ) Operg In Wel in phasé
. Mobile RTC
communication. htm selected source WG 2
of input. -
Camera API
Description:Capture video stream from device camera
Requirement/architectural referenceCARPDEVSEM@05
Phasewebinosphase 1
Webinos responsibleStefano Vercelli Telecom ltalia
Candidate API Short Description mplementation Gaps Notes | Decision
Status
WAC 2.0 camera module (see Interface to devic||Implementation
http://specs.wacapps.net/ camera follof WAC WRTs
wac2_ 0/feb2011/deviceapis/ capturing video glObigo,  Operz
camera.liml) image Aplix, Borgs
Only
useful webinos
W3C  workin((for will  use
draft. capturing this AP
W3C Media Capture Api (see Api for capturing/lmplemented bymedia due tO
http://www.w3.org/TR/mediacapture- ||audio/video/imagd|Phonegap files, security
api/) data project. See|doesn't and
PhoneGap give remote
Capture access t access
live reasons
stream
W3C HTML Media Capture Api (see Defines a ne{W3C workin{{Not  arn
http://www.w3.org/TR/html-media interface folldraft, undell AP if
capturel) media files, a ne{limplementation |fitself,

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.



http://www.whatwg.org/specs/web-apps/current-work/complete/video-conferencing-and-peer-to-peer-communication.html
http://www.whatwg.org/specs/web-apps/current-work/complete/video-conferencing-and-peer-to-peer-communication.html
http://www.whatwg.org/specs/web-apps/current-work/complete/video-conferencing-and-peer-to-peer-communication.html
http://www.whatwg.org/specs/web-apps/current-work/complete/video-conferencing-and-peer-to-peer-communication.html
http://my.opera.com/core/blog/2011/03/23/webcam-orientation-preview
http://my.opera.com/core/blog/2011/03/23/webcam-orientation-preview
http://my.opera.com/core/blog/2011/03/23/webcam-orientation-preview
http://my.opera.com/core/blog/2011/03/23/webcam-orientation-preview
http://www.w3.org/2011/04/webrtc/
http://www.w3.org/2011/04/webrtc/
http://www.w3.org/2011/04/webrtc/
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/camera.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/camera.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/camera.html
http://www.w3.org/TR/media-capture-api/
http://www.w3.org/TR/media-capture-api/
http://docs.phonegap.com/phonegap_media_capture_capture.md.html
http://docs.phonegap.com/phonegap_media_capture_capture.md.html
http://www.w3.org/TR/html-media-capture/
http://www.w3.org/TR/html-media-capture/
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parameter for the

for Android 3.(

more ar

accept attribute oland and aBugd|add-on
the HTML inpyjtracking to file
element in fildimplementation |jupload.
upload state, an|in WebKit Only
recommendations useful
for providing for
optimized acceq capturing
to the microphong media
and camera of files,
hosting device doesn't
give
access t
live
stream
Provides a Strea
. API to be used ¢
WhatWG Device Element (see
top of user|WhatWG draft
http://www.whatwg.org/specs/web _
selected sourcglexperimental
apps/current . . .
. Jlof input. impl. in WebK
work/complete/commands.html#devicé . ,
Note: Probablj|(e.g. Ericsson's
and Stream API
replaced b
getUserMedia
Early draft i Work
WhatWG getUserMedia (see WHAT w(d . . Propo®d
. Experimental in W3(
http://www.whatwg.org/specs/web Provides a Streal|. : to
_ implementation started
apps/currentwork/complete/videc API to be used ( . support
: for Opere in Web|.
conferencingand-peerto-peer- top of  user _ in phasé
. Mobile RTC
communication. htm selected source WG 2
of input. —

Here is an analisys of Media Capture and HTML Media Capture. Notice that both apis require the File api

(http://www.w3.0org/TR/File APIY.

W3C HTML Media Captur@&PI

It looks like it hadeen designed for uploading pictures/audio/videos (it uses the HTML input tag). A "file
picker" is launched and it can select an existing file or take a new picture/audio/witteoptions are
available before launching the app. It looks like there's naywo know atJSlevel when the
picture/audio/video has been taken. It is not clear if the picture/audio/video is saved on the filesystem.
Supposing we want an app that takes a picture and displays it, here's a theorical code snippet with

HTML Media Capter

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.


http://developer.android.com/sdk/android-3.0.html
https://bugs.webkit.org/show_bug.cgi?id=63062
https://bugs.webkit.org/show_bug.cgi?id=63062
https://bugs.webkit.org/show_bug.cgi?id=63062
https://bugs.webkit.org/show_bug.cgi?id=63062
http://www.whatwg.org/specs/web-apps/current-work/complete/commands.html#devices
http://www.whatwg.org/specs/web-apps/current-work/complete/commands.html#devices
http://www.whatwg.org/specs/web-apps/current-work/complete/commands.html#devices
http://www.whatwg.org/specs/web-apps/current-work/complete/video-conferencing-and-peer-to-peer-communication.html
http://www.whatwg.org/specs/web-apps/current-work/complete/video-conferencing-and-peer-to-peer-communication.html
http://www.whatwg.org/specs/web-apps/current-work/complete/video-conferencing-and-peer-to-peer-communication.html
http://www.whatwg.org/specs/web-apps/current-work/complete/video-conferencing-and-peer-to-peer-communication.html
http://my.opera.com/core/blog/2011/03/23/webcam-orientation-preview
http://my.opera.com/core/blog/2011/03/23/webcam-orientation-preview
http://my.opera.com/core/blog/2011/03/23/webcam-orientation-preview
http://my.opera.com/core/blog/2011/03/23/webcam-orientation-preview
http://www.w3.org/2011/04/webrtc/
http://www.w3.org/2011/04/webrtc/
http://www.w3.org/2011/04/webrtc/
http://www.w3.org/TR/FileAPI/
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<script type="text/javascript">

function displaylmage() {

var capturelnput = document.getElementByld(‘capture’);
var file = capturelnput.files[O];
document.getElementByld("mylmage").src = file.url;

}

</script>
<body>

<input type="file" acce pt="image/*;capture=camera" id="capture">
<img id="mylmage" src="defaultimage.jpg"/>

</body>
Notice that the displaylmage() function should probably be invoked explicitly by the user.

W3C Media Capturé\PIi

It uses an external app to take the picturatiio/video. A few options are available before launching the
app ("limit", that is the number of pictures/videos/audios to take; the duration of the video), and a few
have been proposed (height and width of image, format of the output, duration of audliodr and
success callbacks are available. It is not clear if the picture/audio/video is saved on the file§iystem
depends on the external app

Supposing we want an app that takes a picture and displays it, here's a theorical code snippet with
Media Cagure:

<script type="text/javascript">

function takePicture() {

navigator.device.capture.capturelmage(successCB, errorCB, { limit: 1 }); //it
takes 1 picture and exits

}

fucntion successCB(data) {

document.getElementByld("mylmage").src = data[0].url;

}

function errorCB(err) {

alert("an error occurred");

}

</script>
<body>

<button onClick="takePicture()">Take picture</button>
<img id="mylmage" src="defaultimage.jpg"/>

</body>

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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Geolocation API

Description:Access to device location information
Requirement/architectural referenceCAPDEVSEM@08
Phasewebinosphase 1

Webinos responsibleStefano Vercelli / Telecom Italia

Candidate AR|Short Description |Implementation Statug|Gaps Notes Decision
Access to deviq . .
location reqardless Implemented i A 2nd vesion o
W3cC g modern browers suqg the API will alsiwebinos
. the source o . .lINo  gap . L
Geolocation information (it may as Chrome, Firefox, i dentified provide civifwill  use
API Android, Opera Mobil¢ address his API
— be GPS, GSM/CDI + P . . this
. - etc information
cell id, wifi, ...)
Open Source Referen This methodasks
A RESTful API D : : .
GSMA OneA uerving the I(naﬁonImplementatlon inPossibly (the network fo
Location querying PHP/Java no GP||location based o
of one or morg . .
RESTful API . . Commercial _Pilot _{jsupport. |the MSISDN of th
mobile devices. .
Canada device
Devicestatus API
Description:Access to device status informations
Requirement/architectural referenceCAPDEVSEM@12, CAPDEVSEM@&13
Phasewebinosphase 1
Webinos responsibleStefaro Vercelli / Telecom ltalia
Candidate ||Short Implementation .
. Gaps Notes Decision
API Description ||Status
An extensio
of the WAC(
vocabulary i .
Access t needed td This AR
WAC 5 various Implementations| ., er all inf will be
A informations|jof WAC WRTs ded (CP ) used, with
devicestatu gi Obi Oner: needed (CP|WAC Device Status Vocabu
module regarding |'go, Perélinad, syster an
- the stat.us o/|Aplix, Borgs temperature, extended
the device audio/video vocabulary
codecs
capabilities,
input devices

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.


http://dev.w3.org/geo/api/spec-source.html
http://dev.w3.org/geo/api/spec-source.html
http://dev.w3.org/geo/api/spec-source.html
https://gsma.securespsite.com/access/Access%20API%20Wiki/Location%20RESTful%20API.aspx
https://gsma.securespsite.com/access/Access%20API%20Wiki/Location%20RESTful%20API.aspx
https://gsma.securespsite.com/access/Access%20API%20Wiki/Location%20RESTful%20API.aspx
https://github.com/OneAPI/GSMA-OneAPI
https://github.com/OneAPI/GSMA-OneAPI
https://github.com/OneAPI/GSMA-OneAPI
http://canada.oneapi.gsmworld.com/
http://canada.oneapi.gsmworld.com/
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/devicestatus.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/devicestatus.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/devicestatus.html
http://specs.wacapps.net/2.0/feb2011/deviceapis/vocabulary.html
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)
This APl has been critiiz
within W3C and the future f
this API is uncertain. Se8yj
Info feedback There is ats g
"Access t proposal to rework the sens
various APi to a set of event bas
roperties o APIs  accordin to
W3C Syste prop Not ) ) . g
the gystem|. DeviceOrientation Event. R
Info API . implemented
which  they example see S¢
are running http://lists.w3.org/Archives/
on" Publichublic-device
apis/2011Mar/0122.html and
http://lists.w3.org/Archives/
Public/publicdevice
apis/2011Mar/0123.html
Provides
access f
static
inf i
GSMA A RESTful A niorma |on.
. only like
OneAPl 2|fto query
. - unknown hardware an
Device capabilities
Capability [of a device software
~ARatlly ' platform

properties.Ng
access to e.
battery datus,

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.



http://www.w3.org/TR/system-info-api/
http://www.w3.org/TR/system-info-api/
http://lists.w3.org/Archives/Public/public-device-apis/2011Feb/0091.html
http://lists.w3.org/Archives/Public/public-device-apis/2011Feb/0091.html
http://lists.w3.org/Archives/Public/public-device-apis/2011Mar/0122.html
http://lists.w3.org/Archives/Public/public-device-apis/2011Mar/0122.html
http://lists.w3.org/Archives/Public/public-device-apis/2011Mar/0122.html
http://lists.w3.org/Archives/Public/public-device-apis/2011Mar/0123.html
http://lists.w3.org/Archives/Public/public-device-apis/2011Mar/0123.html
http://lists.w3.org/Archives/Public/public-device-apis/2011Mar/0123.html
https://gsma.securespsite.com/access/Access%20API%20Wiki/Device%20Capability.aspx
https://gsma.securespsite.com/access/Access%20API%20Wiki/Device%20Capability.aspx
https://gsma.securespsite.com/access/Access%20API%20Wiki/Device%20Capability.aspx
https://gsma.securespsite.com/access/Access%20API%20Wiki/Device%20Capability.aspx
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TV and STB control API

Description:Control TV/STB via API so other devices can act as a remote control.
Requirement/architectural reference:

WOSUS3.3: Social Event Sharing

WOSUS10.1: User Centric Video Playback

WOSUCTAZ001: Virtual @vice

WOSUCTA4019: Ad hoc use of Foreign Devices for Playback of Film
WOSUGTAT005: Seamless Session Transfer between Devices

Phase:webinosphase 1
Webinos responsibleFraunhofer

. ... ||lmplementation .
Candidate AP||Short Descriptiol Gaps Notes Decison
Status
Based on G
HTML thi,
includes F:
Open IPT||JavaScript API f
P P Addresses mugq
Forum Rel |apps on ; more than wha
Vol HTV/ISTB. SuppolUnknown. .. .
. PP . |is  needed t{TheHbbTVstandard i
Declarative |le.qg. apjlsets supportin - )
L . . i access/control |[jalso based on this.
Application |installation an¢|CEHTML exist.
. features elated
Environment ||management,
to the broadcast
(Seepdf) channel
configuration,
video playbacl
recordings, etc.
Discussion on th
mailing list wether &
device features shou
A RESTful A There seems lbe exposed via API
which returng be no way to gl«e] the server (TV/STB,
. BBC rototypglaccess to t . " "
BBC Uniersa||XML responses (See P b)I/cF)) broadeast watching as "app”) ar
Control APl ||GET requests | 20g . client (e.g. smartphon
control TV an announcemenj | stream; e.'g.' Yas remote control) g
STB. embedded it iNt4should they be jus
an app. accessible to client
For the former the
proposed data mod
may be too strict an
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http://www.openiptvforum.org/docs/Release2/OIPF-T1-R2-Specification-Volume-5-Declarative-Application-Environment-v2_0-2010-09-07.pdf
http://www.etsi.org/deliver/etsi_ts/102700_102799/102796/01.01.01_60/ts_102796v010101p.pdf
http://www.bbc.co.uk/rd/publications/whitepaper194.shtml
http://www.bbc.co.uk/rd/publications/whitepaper194.shtml
http://www.bbc.co.uk/blogs/researchanddevelopment/2011/02/universal-control.shtml
http://www.bbc.co.uk/blogs/researchanddevelopment/2011/02/universal-control.shtml
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limiting. Se¢
announcement an
following discussion

replies

A RESTful A
that is used o
the DBox2 ST
(for DVBS, -C)
The Dreambg(The API allows |

No support fo
accessing th
broadcast strear
to embedded i

DBox2 Lindlown app, insteallA community base
Distro a contro|project.

functionality
only. Used onl
by dreambo
hardware.

Webinterface |control  volume
AP audio tracks
channel, EP(
messaging, et
Responses are |
XML.

Decision:A new TV control API will be specified. This APl makes available access to TV channel streams
that can then be plugged into a HTML5 HTMLVideoElement. Alternatively, it also provides means to
control the channeplayback of a native hardware component.
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http://lists.w3.org/Archives/Public/public-device-apis/2011Mar/0076.html
http://lists.w3.org/Archives/Public/public-device-apis/2011Mar/0076.html
http://lists.w3.org/Archives/Public/public-device-apis/2011Mar/0076.html
http://lists.w3.org/Archives/Public/public-device-apis/2011Mar/0076.html
http://wiki.dbox2-tuning.net/wiki/index.php/Enigma2:WebInterface
http://wiki.dbox2-tuning.net/wiki/index.php/Enigma2:WebInterface
http://wiki.dbox2-tuning.net/wiki/index.php/Enigma2:WebInterface
http://wiki.dbox2-tuning.net/wiki/index.php/DBox2_Software_Projekt
http://wiki.dbox2-tuning.net/wiki/index.php/DBox2_Software_Projekt
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Deviceinteraction API

Description:Access to apis for interacting with the end user
Requirement/architectural reference:

Phasewebinosphase 1

Webinos responsibleStefano Vercelli / Telecom Italia

Implementation

Candidate API Short Description
Status

Gapg|Notes|Decision

Interaction with the use This API will 4
WAC waikik Implementations @ used as W3

. : through features like deviq . .. .
deviceinteraction g WAC WRTs by Obi device interactio

vibrator and screer
module . Opera, Aplix, Borgs APl is not yet i
- backlight P P d y
place.

Chrome offers several a
Chrome _extensig|for customizing the brows
for Ul interaction  |[Ul  (add menus, tab
desktop notifications)

Allows customization
menus related to specif

Bondi Usg|phone keys as well a

Interaction module|control of beeping
vibration, backlight, scree
orientation

Barcode API

Description:APIs for decoding barcodes using the camera of the device.
Requirement/architectural referenceCAPDWRambiesenses1
Phasewebinosphase 1

Webinos respnsible/editor: Stefano Vercelli / Telecom ltalia.
Contributor: Hans Myrhaug, AmbieSense Ltd

Candidatg o Implementation .
Short Description Gaps Notes Decision
API Status
ZXing  (pronounce|in reality ZXing There art This (possibly 3i|Bar codi
"zebra crossin is|becoming the ope concerms party provided|reading wil
ZXing an opensource|source industr that A library would not b¢be
(Apache 2.0 license(|standard for barcod JavaScrip part of a device Afjsupported
multi-format 1D an¢/recognition in mobil . Jbut  apps coul{through &
2D barcode imag|applications an port might choose to includ|JavaScript
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http://specs.wacapps.net/wac2_0/feb2011/deviceapis/deviceinteraction.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/deviceinteraction.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/deviceinteraction.html
http://code.google.com/chrome/extensions/devguide.html
http://code.google.com/chrome/extensions/devguide.html
http://bondi.omtp.org/1.1/apis/index.html
http://bondi.omtp.org/1.1/apis/index.html
http://code.google.com/p/zxing/
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processing librat|there are fullylbe slow. |this library or nojjport of the
implemented in Jav{working based on whethg|ZzXing Ja
The focus is on usilimplementations o0 they need  th{library. Thi
the built-in camerglAndroid and othe functionality. Se|means thd
on mobile phones tjmobile platforms Measurements that||bar codg
photograph an(|See here for a way states it takes 4®0reading g
decode barcodes dluse the library on ms to pocess th{out of scop
the device, withou/mobile device on image on for  further
communicating witllwebpage. Gingerbread Androjjwork within

device with a 1GH
processor. Tha
indicates that portin
of Zxing to JS
probably feasible.

a server.A JavasScri WP 3.2
library based o

ZXing is proposed.

APIs for which no existing standards/implementations exist

Vehicle API

Description:Provides access to vehicle proberties (e.g. current speed, mileage, fuel consumption)
Requirement/architectural referenceExtension Handling

Phasephase 1

Webinos responsible/editorSimon Isenberg, BMW

High level Requirement Notes

Access to the Automotive ARIUSTbe authorized based on applications

In case of a denied access to the vehicle API the requesting ajpli&tALIbe informed.

The following car propertieSHALIbe available reatnly for applications
- model

- speed

- current fuel consumption

- average fuel consumption

- trip kilometers/miles

- total kilometers/miles

- current units

- gear

- engine stats

- position of the steering wheel

An applicatiorMUSTbe able to bind to car properties and be infomend about the new \

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.


http://code.google.com/p/zxing/wiki/ScanningFromWebPages
http://code.google.com/p/zxing/wiki/ScanningFromWebPages
http://code.google.com/p/zxing/wiki/ScanningFromWebPages
http://code.google.com/p/zxing/wiki/ScanningFromWebPages
http://tobeytailor.s3.amazonaws.com/get_barcode_from_image/index.html
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An API for communicating with the-gar navigation systerSHOULDe available

It SHALe possible to set time intervals fapplications to access a car property

A possible solution is to see this api as an extension of devicestatus for vehicles.

Candidate ||Short Implementation .
o Gaps Notes Decisior
API Description ||Status
An extension (
the WA(Q
Access f vocabulary i
various Implementations ||needed fo
WAC 2 P (

“|linformations |jof WAC WRTSs |lexample you c4g

devicestatug . .
regarding th¢|/Obigo, Opergjadd a new Aspe
module ) - "
status of the/Aplix, Borgs ("vehiclelnfo")
device with  propertieg
"model",
"speed", ...)
This API has been critiiz
within W3C and the futur
for this API is uncertai
See: Sys Info feedbag
Thee is also a proposal
., rework the sensor APi to
Access t
. set of event based AR
various :
roperties  d according to th
W3C Syste tphep svsten W3C workin DeviceOrientation  Ever
Info API _ y draft Comment by Claes/SEN
which  they . ,
. Seems as W3C is taking
are  running
on" 1 event model route now fq

sensors. Consider to mg
a DOM level 3 event mog
based Vehie API similar t
DeviceOrientation  Eve

specification and Battery
Status Event specificatior

Decision:A sgarate Vehtle API will be specified. The API will provide readess to car data in the first
phase of the project. This API is inspired by W3C DeviceOrientation Event Specification, W3C Battery
Status Event Specification.

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.


http://specs.wacapps.net/wac2_0/feb2011/deviceapis/devicestatus.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/devicestatus.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/devicestatus.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/vocabulary.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/vocabulary.html
http://www.w3.org/TR/system-info-api/
http://www.w3.org/TR/system-info-api/
http://lists.w3.org/Archives/Public/public-device-apis/2011Feb/0091.html
http://dev.w3.org/geo/api/spec-source-orientation.html
http://dev.w3.org/geo/api/spec-source-orientation.html
http://dev.w3.org/2009/dap/system-info/battery-status.html
http://dev.w3.org/2009/dap/system-info/battery-status.html
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Background information on the Vehicle API

In the browseriWeb domain no developer APl has been specified to access vehicle data so far. In other
domains there are a few APIs publicly availaiieich provide access to vehicle data, but haven't been
largely used yet.

In JSR 298 the OS@hicle expert group (VEG) defined a Telematics API for JAVA. This API provides
accesdo the vehicle data for JAVA MEEvelopers. The OSGI VEG was discontinued in 2006. The API has
not been refined afterwards. The specification is available at:
http://jcp.org/en/jsr/summary?id=Telematics

In other EU founded projects the Serial Line Automotive Protocol (SLAP) introduced by Volkwagen has
been used to retrieve vehicle data. The SLAP is based oAoXikhited messages to request and
receive vehicle data.

Due to the lack of &asible API for vehicle data inside the browser domain, we define a new API which
provides reaebnly access to the following data:
o static/general information (brand, model, yearansmission, fuel)

e trip computer (average consumptionl, average consumption2, average speed 1, average speed
2, trip distance, mileage, range)

e climate control (zone, desired temperature, vent status (automatic or level))
e controls (lights (including siglsa hibeam, fog), whiper)
e engine (gear, speed, acceleration)

e park sensors
Furthermore the API provides access to the following functions:

e setting the destination of the hear navigation system
e canceling the guidance of the-gar navigation system

e querying the incar navigation system for POls

The API is aligned to the current W3C's approach of event based APls. The vehicle API does not provide
information about the geolocation, speed and acceleration. These attributes are already accessible using
the W3CGeolocation API for speed and position and the W3C Device Orientation API for acceleration.

In the first iteration of the project the vehicle API focuses on the access ofomgddata, which is
available on the infotainment budhe incar headunit is sually connected this bus system as shown in
the following depiction.

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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For the second iteration of webinos the extension of the vehicle API to data outsite of the infotainment
bus (MOST) as well as more methods for interacting with the vehicle systens dem@ficial.

NFC API
Near Field Communication (NFC) is an international standard (ISO/IEC 18092) that specifies an interface

and protocol for simple wireless intemnection of closely coupled devices operating at 13.56 MHz. The
overall application scenar is to hold a device close to a wireless tag to exchange some digital
information or data. Alternatively, the scenario is to hold two devices close to each other in order to
exchange some information or data between them. NFC is also sometimes refergdontactless

communication.

There are three use case categories for NFC driven by NFC Rammmfcforum.org

1. NFC peer to peer communication, with use cases for sharing data between devices, and for
pairing wth other devices.

2. Tag R/W mode, with use cases for any application provider proposition integrate real world
objects with Internet and applications.

3. Card Emulation mode, is to move the existing smart cards that you have in your wallet today
into the phoneand make use of contactless NFC connections.

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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All three propositions addressed by use cases of the NFC forum are indeed relevant to the webinos user
stories and use cases. Ideally, webinos application developers will therefore need all of these
implemented Thus, in terms of webinos implementaiton priority, we recommend the following order:
first 2, then 1, and then 3, because our target group is application developers, and most of them will

most likely be doing 2 in the beginning. 1 will become increasioglmmon when there are a lot of

smartphones with NFC capabilities around in the market. Currently, in June 2011, the following NFC
enabled devices are being sold in the mass market: Samsung Nexus S and Nokia Oro. The Samsung

Galaxy S2 and the Nokia C7 aito be shipped with NFC capability.

Candidate||Short . -
._.__|lmplementation Status Gapg|Noteg|Decision
API Description
This is our choice becay
Android Read write mode is complef Android is now shipped mo
NEC Peer to peer mode is bei thaniPhone, the activity is hig
implemented Android NFC, and the licensg
Apache 2.0
. This is not a choice because
There are several versions . . .
various latforms  becomir Android  implementation i
. P . . based on the Android NFC A
Open NFC available.The information abol L
. . . and it is unclear how mu
what is being implemented . .
activity this open  sourg
unclear. )
project.
The implementation is in C & o .
. P . This is not our choice, becal
Libnfc can be cross compiled f .
. . of the LGPL lense.
different operating systems.
The implementation is comple .. .
several vears ado. Due to 1 This is not our choice, becat
J2ME (JS years ago. . of the shift from J2ME enabl
current shift in the market, it ) L
257) NFC : . devices towards Android in t
less likely that there will be al
current market.
peer to peer mode supported.
Due to the Noki
QT
. . L announcement on th
Mobility The implementation is complet . . .
NEC Microsoft alliance, this seern
more risky in the long term.
Symbian _ o Due to the Nkig
NEC The implementation is complet announcement on th

Microsoft alliance, this seer
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more risky in the long term.

Decision:An NFC API will be specified withiabinos

Requirement/architectural referenceTBD
PhasePhase 1
Webinos responsible/editorHans Myrhaug / AmbiSense, StedaVercelli / TIM

High level Requirement Notes
Tag R/W mode Based on Android NFC API Gingerb
NFC peer to peer communication m¢Based on Android upcoming NFC Al

Below is the proposed roadmap for the webinos API implementation. It seems cledxfdatpeer to

peer it will be supported on Android and

that it already is supported on both QT and Symbian. Thus, we believe that NFC peer to peer should also
be supported by webinos after the NFC read and write capabilities (v=implemented, x=not yet
implemented).

Proposed roadmap for implementation of the webinos NFC AP||Phase [|[Phase
Register to launch application % v
Launch application on a specific NFC tag type \Y% v
Launch application on connection to a specified service name ([x v
Listening b NFC discovery events Y% v
An NDEF tag has been discovered \% %
A specified NDEF record type has been discovered \Y% v
An NFC target has been detected Y% v
Reading and writing to NFC tags % %
Read NDEF messages and records from an NFC tag \% %
Write NDERnessages and records to an NFC tag \% %
Peer to peer communcation between NFC devices X %
Open connection to an NFC device (LLCP) X Y

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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Send data to an NFC device (LLCP) X v
Receive data from an NFC device (LLCP) X %

Application Data APIs

Description
This section contains investigation results on APIs for access to application data.

Resources
Primary contributor/editor for this API category: Fraunhofer
Supporting contributors/reviewers: SEMC / W3C

APIs based on existing standards/implementations
SeeW3C current state of mobiM/ebapp technologies: data storages a good starting point.

Contacts API

Description: Access/use the native contact application and its data. e.g. théacbmpplication of a
mobile device with Android or a fixed PC where Outlook is installed.

Requirement/architectural reference:

¢ WOSUSL1.1: Smart Device Integration

¢ WOSUS2.3: Converging Applications within and across Devices

¢ WOSUGCTA8004: Instaltime presentation and negotiation of application policies

Phase:l
Webinos responsibleFraunhofer

Candidate Short Description Implementation Gapg|Notes Decision
AP P Status P
WAC Z)A JavaScript AP'I
. access multipl
Device API Fraunhofer MW
address books to ad .
The contag prototype (partial)
update, delete o
module
search for contacts.
A JavaScrip APl fo||W3C ED The experimentéwebinos wil
W3C DA finding contactg|Mozilla Lab Firefox addon lagjjadapt this AR
Contacts Adding or updatin|lexperimental behind the DAP Alfrom W3C -
AP contacts should h|Firefox addon (Se draft (documenteq|additions
done via existingVeb|latest releas here). It also adds |necessary du
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http://www.w3.org/2011/02/mobile-web-app-state.html#data
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/contact.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/contact.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/contact.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/contact.html
http://dev.w3.org/2009/dap/contacts/
http://dev.w3.org/2009/dap/contacts/
http://dev.w3.org/2009/dap/contacts/
https://mozillalabs.com/contacts/2010/10/22/contacts-in-the-browser-0-4-released/
https://wiki.mozilla.org/Labs/Contacts/ContentAPI
https://wiki.mozilla.org/Labs/Contacts/ContentAPI
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platform APIs (e.{jannouncemeny service API for limitg|to webinos
attach a vcard strinBug trackin interaction with socig|specific  issue
or file to an htm|implementation ir Webservices. are liged below
anchor element). Webkit this table

. Android
A JavaScript API |

PhoneGap creatin undatin BlackBerry

Contacts g P WebWorks (OS 5
and search fc .

API contacts and higher)

' i0S
. A JavaScript API |

Nokia accessin i ar|

Platform mana ing contag

Services 2||. g .g . Symbian VRT 1.1
information in the

Contacts
default contac

API

— database.

webinos specific additions

The W3C Contacts API specification defines the concept of a user's unified addreswherkaddress

book data may be sourced from a plurality of soureesth online and locally. However, the selection

of sourcedor this unified address book is out of scope for the W3C Contacts specification. For the multi
device useability of webinos, a function needs to be added that allows the retrieval of a list of contacts
across devices using search/discovery criteria, nlisty be based on th&ebinos ServiceDiscovery
module.

Calendar API
Description: Access/use to native calendar application and its data, e.g. the calendar application of a
mobile device with Android or a fixed PC where Outlook or Thunderbird are installed
Requirement/architectural reference:

¢ WOSUSL1.1: Smart Device Integration

e WOSUS2.3: Converging Applications within and across Devices

¢ WOSUSS3.3: Social Event Sharing

¢ WOSUSS8.2: Seamless Navigation

¢ WOSUCTAZX013: Generating Reports

e WOSUGCTAZX014: Slving Problem with Clashing Appointments

¢ WOSUGCTA#006: The publicity and privacy of Context Information

e WOSUGCTA8004: Instaltime Presentation and Negotiation of Application Policies

e WOSUGCTA8009: User switching between personal policies
This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.


https://bugs.webkit.org/show_bug.cgi?id=63223
https://bugs.webkit.org/show_bug.cgi?id=63223
https://bugs.webkit.org/show_bug.cgi?id=63223
http://docs.phonegap.com/phonegap_contacts_contacts.md.html
http://docs.phonegap.com/phonegap_contacts_contacts.md.html
http://docs.phonegap.com/phonegap_contacts_contacts.md.html
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-1EA270E2-0954-4326-ABBA-8DC4EDE465B5.html
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-1EA270E2-0954-4326-ABBA-8DC4EDE465B5.html
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-1EA270E2-0954-4326-ABBA-8DC4EDE465B5.html
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-1EA270E2-0954-4326-ABBA-8DC4EDE465B5.html
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-1EA270E2-0954-4326-ABBA-8DC4EDE465B5.html
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Phase:l
Webinos responsibleFraunhofer

Implementation

Candidate AF|Short Description
Status

Gapy|Noteg|Decision

A JavaScript APl to acg

WAC 2. multiple calendars defined
Device API P Fraunhofer MW
set of events that can |

Th lendg tot tial
€ _Ccakel created, updated, deleted prototype (partia
module

searched for.

A JavaScript API for find . .
events. Adding or updating webinos will adapt th
g pdating APl from W3C -
W3C DA events should be done additions  necessa
existingWeb platform APIs (e.(W3C ED .
Calendar API ) . . : due to webino
—  |lattach file with *.ics or *.icg . .
. specific issues 4
extension to an html anch . i
listed belav this table

element).

A JavaScript API for accesg
Nokia creating and managing calen(
Platform entries in thedefault calenda
Services  2]|Ability to subscribe to calend
Calendar APl|entries being added, modifie
deleted.

Symbian WRT 1.]

webinos specific additions

The W3C Calendar API specification is designed to be agnostic of any underlying calendaring service
sources. Howevetthe selection of sources for this calendar information is out of scope for the W3C
Calendar specification. For the medigvice useability of webinos, a function needs to be added that
allows the retrieval of a list of calandar data across devices usagl¥discovery criteria, most likely

be based on thevebinosServiceDiscovery module.

Messaging API
Description:Send and receive messages of type email, SMS, MMS.
Requirement/architectural reference:
¢ WOSUSL1.1: Smart Device Integration
¢ WOSUS3.3: Soal Event Sharing
¢ WOSUSS5.1: Context Sensitive Triggering
e WOSUGTAIAMMY [/ 2y lGAydz2dza Y2yAU2NARAYy3 2F RAFO6SGAOQa

¢ WOSUGTAZ006: The publicity and privacy of Context Information
This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.


http://specs.wacapps.net/wac2_0/feb2011/deviceapis/calendar.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/calendar.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/calendar.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/calendar.html
http://dev.w3.org/2009/dap/calendar/
http://dev.w3.org/2009/dap/calendar/
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-A359B122-CB52-492C-8C0D-0062ED0A6A89.html
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-A359B122-CB52-492C-8C0D-0062ED0A6A89.html
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-A359B122-CB52-492C-8C0D-0062ED0A6A89.html
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-A359B122-CB52-492C-8C0D-0062ED0A6A89.html
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Phase:l (2 for instant messaging functionality)
Webinos responsibleFraunhofer

WOSUGTAS8001: Receiving local messages and alerts

Candidate ||Short Implementation .
_ Gaps Notes Decision
API Description Status
As of May '1
A JavaScript A no reading o
for sending subscribing ¢ )
Consider
W3C DA|ISMS, MMS an messages . .
. : extending this AHR
Messaging|lemail based o|W3C ED supported. .
. for reading an
AP URL schemsg Possibly N
subscribing as we
Supports planned fo
attachments. later AP
revisions.
webinos will base
the Messaging A
on the WAC/BON
APl due to th
A JavaScript A availability 0
WA 2. n I r iving m
(-: to send, seard Fraunhofer MW eceiving - essage:
Device for and rototvoe an extension of th
APls:  Thi|subscribe t ?arti;ponl - W3C APl wou
messaging||SMS, MMS ar| sindin,) y most likely resemb
module email g the WAC API, so it
messages. more convenient t
start with that
webinos specif
remarks follow thi
table.
Uses applicationh
GSMA Open Sourg PP
A RESTful A www-form-
OneAPI Reference
that allowy— . urlencoded an
SMS, MM sendin an Implementation application/json
RESTIU receivig om/a foprp re uesjts an
Version 1. 9 Commercial Pilg , q' .
SMS and MMS. application/json
(pdf) in Canada
for responses.
Nokia A JavaScript A _
Platform |{that allows th¢[>YMpPian WRT 1
Services 2||sending,
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http://dev.w3.org/2009/dap/messaging/
http://dev.w3.org/2009/dap/messaging/
http://dev.w3.org/2009/dap/messaging/
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/messaging.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/messaging.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/messaging.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/messaging.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/messaging.html
http://www.gsmworld.com/oneapi/documents/SMS-RESTful-API-V1.0f.pdf
https://github.com/OneAPI/GSMA-OneAPI
https://github.com/OneAPI/GSMA-OneAPI
https://github.com/OneAPI/GSMA-OneAPI
https://github.com/OneAPI/GSMA-OneAPI
http://canada.oneapi.gsmworld.com/
http://canada.oneapi.gsmworld.com/
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-0011B83F-274A-445B-843D-4CAA8BA977F6.html
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-0011B83F-274A-445B-843D-4CAA8BA977F6.html
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-0011B83F-274A-445B-843D-4CAA8BA977F6.html
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Messaging|retrieving ang
API managing g

SMS, MMS ar

email

messages.

webinos specific changes

In addition to the message typesheail, SMS and MMs, the webinos Messaging API also supports an
'Instant Messaging' (or 'Twittestyle) type of sending and receiving messages. These are handled
similar to SMS messaging, but vég a different addressing scheme. Depending on the underlying
messaging service, the retrieval of previous messages

might or might not be possible. To a certain extent;tifde messages can also be used for sending text
based notification messages towdees and applications as well as to users.

To support this, the basic WAC API has been extended by adding a fourth messaging type and an
onlnstantMessage(in OnincomingMessage messageHandler) function. This has been done for phase 1 of
webinos to allow egerimentation, with a more specific and well defined set of messaging modi (e.g.
Notifications) to be determined for phase 2.

Filesystem API

Description:Access to device filesystem

Requirement/architectural referenceCAPDEVSEM@02, CABDEVSEM@03, @RDEVSEM&)14
Phase:l

Webinos responsibleStefano Vercelli / Telecom ltalia

Candidate API |Short Description Implementation Status ||Gaps Noteg|Decision
WAC 2.0 Devi
. Implementations of WA
APls ThelA JavaScript API pem ! ps
. L WRTs by Obigo, Ope
filesystem access device filesyste .
Aplix, Borgs

module

. webinos  will
W3C File API |Interface to read use||Hrefox 3.6+ No gap .
; , . - implement
FileReader API ||selected files Google Chrome 7+ identified this api

. . webinos  will
W3C File AR|A JavaScript API to wr|TBD, spec as early W|INo  gap implement
Writer files WD identified .p .

this api

W3C File ARA JavaScript API webinos  will
Directories an{navigate file  systel\W3C working draft implement
System hierarchies this api
PhoneGap FillA JavaScript APl |/Android
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http://specs.wacapps.net/wac2_0/feb2011/deviceapis/filesystem.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/filesystem.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/filesystem.html
http://specs.wacapps.net/wac2_0/feb2011/deviceapis/filesystem.html
http://dev.w3.org/2006/webapi/FileAPI/
http://dev.w3.org/2006/webapi/FileAPI/
http://dev.w3.org/2009/dap/file-system/file-writer.html
http://dev.w3.org/2009/dap/file-system/file-writer.html
http://www.w3.org/TR/file-system-api/
http://www.w3.org/TR/file-system-api/
http://www.w3.org/TR/file-system-api/
http://docs.phonegap.com/phonegap_file_file.md.html
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AP access a mobile deviBlackBerry  WebWor

filesystem for readin|(OS 5.0 and higher)

and writing files. i0S

Multimedia/Gallery API

Motivation for a Gallery A PI:

There has been discussion as to whether a gallery is required and whether file access alone is enough.
The rationale being that all media files are encapsulated as files.

There are several reasons why a gallery it would be a good idea:

¢ Remote galleriesfile access api will not give to access to remote galledssommon use case

e Performance: many galleries are very large. Iterating over 10,000 files may not be best way to
deal with it

e Metadata and thumbnails: for media the most important thing is theta-data- a file access
method would require implementing all file types and tag formats on JavaSthigtit to
complex and inefficient

e Binary data: Javascript and file access methods do not yet support binary data very well

Description:Access to radia type files (audio, video, image) and playback.
Requirement/architectural reference:

¢ WOSUSS3.2: Sharing Music within a community social context

e WOSUS10.1: User Centric Video Playback

¢ WOSUGTAZL012: Bridging to the Home Network

¢ WOSUGTA4019: Ad loc use of Foreign Devices for Playback of Film

e  WOSUGTA#004: Finding Devices in Close Physical and Social Proximity

Phase:l
Webinos responsibleFraunhofer

Implementation

Candidate API |Short Description
Status

Gapg|Notes Decision

W3C WI
implemented  with

HTML5 <vided/An HTML API [varying  sipported

element playback  vide[codecs in:

HTML5 <audidland audio file||Firefox 3.6+

element and streams. Firefox Mobile
Google Chrome 3+
Android

Webbrowser  (ng
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http://dev.w3.org/html5/spec/Overview.html#video
http://dev.w3.org/html5/spec/Overview.html#video
http://dev.w3.org/html5/spec/Overview.html#audio
http://dev.w3.org/html5/spec/Overview.html#audio
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inline)
Apple Safari 5+
Internet Explorer 9

Nokia _ Platforn|A JavaScript API

Services 2/lobtain a list o

Media media files an Symbian WRT 1.1

Management AF|their properties.

webinos will adap
this API from W3G
changes  necessg

A JavaScript A
for searching i
W3C Gallery AP|imultiple  aalleryjunknown

due to webino
specific issues @&
listed below this tabl

objects for medi
files.

. . Playback pa
A JavaSipt API tdAndroid Y P
obsolete
playback (an||BlackBerry
PhoneGap Med L because q
record) audio file||WebWorks (OS 5
API . , HTML5
— on a mobilgand higher) .
; , <audio>,
device. i0S .
<video>.
A JavaScript A Obsolete
WAC 10|that can playbag|Opera Widge because q
AudioPlayer audio files an({Runtime for Androiq HTML5
streams. <audio>

webinos specific changes

Unlike Contacts andaendar, the W3C Gallery API already provides a getGalleries method that allows
access not only to local, but also to external galleries. While it might be useful to add a
"webinos.findServices(user, "Galleries"...)" method as well (for consistency withdaaand Contacts),

this is just a possible addition, but not a necessity.

Payment API

Description:And API to charge users for appsépp-purchase/appusage.

Requirement/architectural reference:[State reference towebinos requirement or architectural
component, interface, specification etc]

Phase:l

Webinos responsibleFraunhofer

Short Implementation

Candidate API -
Description ||Status

Gaps Notes Decisior

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.


http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-92663866-20E4-4403-B3A9-F9CCB91A7A02.html
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-92663866-20E4-4403-B3A9-F9CCB91A7A02.html
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-92663866-20E4-4403-B3A9-F9CCB91A7A02.html
http://library.forum.nokia.com/topic/Web_Developers_Library/GUID-92663866-20E4-4403-B3A9-F9CCB91A7A02.html
http://dev.w3.org/2009/dap/gallery/
http://docs.phonegap.com/phonegap_media_media.md.html
http://docs.phonegap.com/phonegap_media_media.md.html
http://specs.wacapps.net/wac1_0/dec2010/audioplayer.html
http://specs.wacapps.net/wac1_0/dec2010/audioplayer.html
http://www.opera.com/press/releases/2010/12/22/
http://www.opera.com/press/releases/2010/12/22/
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A  RESTf
API tc Uses
enable  tdOpen Sourg application/x
charge Reference www-form-
GSMA OneAPI Paym(mobile Implementation urlencoded an
RESTful Version 1 8df) |subscribers |in PHP/Java application/json
for Web|Commercial Pilg for requests an
application |in Canada application/json
usage 0 for responses.
content.
A SOA
based API t|Java, ASP.N
allow and PH
PaypalDirect payme T opayment sene
API Description applications||PayPal SDK s|provider.
using PayP|(https://www.
as a servig|paypal.comsdk)
provider.
Architecture
quite Jav
specific, difficu
to map to othe
languages
architectures. N
detailed
. payment
Java specif functionality
architecture specified
JSR000229 Payment Alfor paymen| (payment itself i
(PDF download handling, only  via )
unchanged product name
since 2005. which needs t
be known to th¢
payment
provider, henc
essentially onl
direct payment
to shops
(payment servic
provider is equd
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http://www.gsmworld.com/oneapi/documents/Payment-RESTful-API-V1.0.pdf
https://github.com/OneAPI/GSMA-OneAPI
https://github.com/OneAPI/GSMA-OneAPI
https://github.com/OneAPI/GSMA-OneAPI
https://github.com/OneAPI/GSMA-OneAPI
http://canada.oneapi.gsmworld.com/
http://canada.oneapi.gsmworld.com/
http://www.paypalobjects.com/en_US/ebook/PP_APIReference/toc.html
https://www.paypal.com/sdk
https://www.paypal.com/sdk
http://download.oracle.com/otndocs/jcp/mpay_api-1_0-fr-spec-oth-JSpec/
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to product
provider) i
possible)
Billing Al
that links in
Android Irapp Billing ARjapp Android SDK Al|Useful API, bt
(http://developer.android|purchasing |laccessing th|specific to Jay
.com/Gde/market/ to the||Android Marke|land Androic
billing/index.htm) Android service. Market.
Market
account.

webinos specific changes

Since none of the existing solution provides a suffidjegeneric payment solution, webinos will define

a generic and simple shopping basket based solution that can be mapped to different underlying
payment systems to provide a systems that can address payments on platform bound payment
solutions as well as @m payment services.

Communication APIs

Description
This section contains investigation results on APIs for communication with other devices, other
applications and servers.

Resources
Primary contributor/editor for this API category: Samsung
Supporting cotributors/reviewers: SEMC / ISMB / VisionMobile

APIs based on existing standards/implementations

Socket Communication
API's mentioned in this section can be used by application developer to connect to application resources
once the device discovered aregsented and connected.

Phase 1

Description:To establish communication between two webinos devices.

Requirement/architectural reference: CAPDEVSEM@06 webinos SHALL provide means for
applications to execute streamed ret#ihe interactive bidirectionalcommunication with two or more
other webinos applications running in the same device or running in different devices.

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.


http://developer.android.com/guide/market/billing/index.html
http://developer.android.com/guide/market/billing/index.html
http://developer.android.com/guide/market/billing/index.html
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PhasewebinosPhase 1
Webinos responsibleSEMC

Phase 2

"Web

http://rtc -
web.alvestraad.com

RTC

Web RTC is s
in a startup
phase and th
goal is t¢
define/select
LA Qa X
and codecs tha
are required ft(
enable reattime
bi-directional
communication
in a Web
browser. We
RTC will enab)
the possibility t
implement
video/audio
conference
applications
without
installing plugn
components.
The work with
Web RTC will k
divided betwee
IETF an
W3C/WHATWG
IETF Wi
define/select the
protocols an
codecs  whils
W3C/WHATWG
will define the
Of ASyi
ySg Of A
will define the
possibility to: 1
get user medi
from a camer

Experimental
implementations
exists:
https://labs.ericsson

.com/developer

community/blog/

beyondhtml|5-peer-

peerconversational

video
http://my.opera.com/

core/blog/2011/03/23

webcamorientation-

preview

Web RTC do
not replace
WebSockets.
However, We
RTC is muc
better suitec
for exchangin
data betweer
peer with real
time

characteristicy

Work in W3(
started in Web
RTC WGIf the
work

successful,
implementations
will most likely
exist in a
modern

browsers befor
webinos is
ready.

IS

It might
be
provided
in
browser
and ng
work
might be
required
in
webinos
project
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http://rtc-web.alvestrand.com/
http://rtc-web.alvestrand.com/
https://labs.ericsson.com/developer-community/blog/beyond-html5-peer-peer-conversational-video
https://labs.ericsson.com/developer-community/blog/beyond-html5-peer-peer-conversational-video
https://labs.ericsson.com/developer-community/blog/beyond-html5-peer-peer-conversational-video
https://labs.ericsson.com/developer-community/blog/beyond-html5-peer-peer-conversational-video
https://labs.ericsson.com/developer-community/blog/beyond-html5-peer-peer-conversational-video
https://labs.ericsson.com/developer-community/blog/beyond-html5-peer-peer-conversational-video
http://my.opera.com/core/blog/2011/03/23/webcam-orientation-preview
http://my.opera.com/core/blog/2011/03/23/webcam-orientation-preview
http://my.opera.com/core/blog/2011/03/23/webcam-orientation-preview
http://my.opera.com/core/blog/2011/03/23/webcam-orientation-preview
http://www.w3.org/2011/04/webrtc/
http://www.w3.org/2011/04/webrtc/
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or microphong
(GetUserMedia
API), 2. conne
directly to &
different  pee
(PeerConnectio
APl) and 3
stream  medi
and data
between the
peers (Strear
API). As oppos
to WebSocket
PeerConnectior
do na require
that connection
are relayed via
server. Fao
example, tw
devices on th
same IP su
network or with
public if
addresses  ca
connect directl
to each other
To establish th
connection  the
current working
assumption i
that ICE
[RFC5245] w
be used t(
negotiate  an
discover whic
addresses thé
can utilized t
communicate

directly betweer
the peers. |
some cases it
not possible t
find a direc

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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path  betweer
the peers
depending o
the network
topology. I
those cases
TURN server
used b relay thg
traffic betweer
the peers. Th
working  grouj
has tried tg
agree upon
single  sessid
establishment
protocol. SIP ar
XMPP have be¢
proposed but i
seems that th
group will no
agree upon on
protocol.  The
current
prediction is tha
the sessin
protocol will be
left out of the
standard an
initiatives will bg
started to creat
open sourc
JavaScript
implementation
and let the
market decid
which
implementation
that will beg
used.

A comma approach is to use either WebSockets or SeBamt events and if fails use XMLHttpRequest.

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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Individual Components Communication
Description: To establish communication with server, which does not require continuous

communication.

Requirement/architectuial reference: ID-USROxford37 webinosSHALLprovides methods to make
applications addressable so that other applications can communicate with them.
PhasewebinosPhase 1

Webinos responsible:

Candidate API |Short Descriptior Implementation Gaps Notes Decision
Status

It allows

performing HTT]

client

functionality

directly from the Cross origi||lt is ideal wher

script. It send website  [communication ijlt is alread

request directly access required betweel|supported i

to the WebServe _ were use((client and servegmodern browse
W3C : . ||Supported in a ) .

without loading to belbut does requir(jand there is n
XMLHttpReque; browsers . .

whole Web page blocked |communication [need of webinos

Response a but continuously sud|specfic

loaded witout addressed|as submittinlimplementation

need to load th viaCORS |[form.

page, reply fron

server can be

XML, text, or i

JSON format.

Messaging

Description: To send messages between application running on same device but with different
instances.

Requirement/architectural reference: NM-DEVFOKU®01 It SHALL be possible to exchange
information between multiple entitis in terms of events.

DADEVISMBO003 Applications installed on a devi€&lALlbe addressable, with multiple instances of
the same application being separately addressable.

PhasewebinosPhase 1

Webinos responsible:

Candidate - . -
AP| Short Description  |[Implementation Status Gaps ||[Noteg|Decision
W3C HTMLHTwo independerﬂlt is implemented in at IeaHNo H Hlt is alread

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.


http://www.w3.org/TR/XMLHttpRequest2/
http://www.w3.org/TR/XMLHttpRequest2/
http://caniuse.com/#search=XMLHttpRequest
http://caniuse.com/#search=XMLHttpRequest
http://www.w3.org/TR/cors/
http://dev.w3.org/html5/postmsg/
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Web code that want tq|Chrome and Firefox as wellcaching supported in
Messaging |[communicate Android browser.For exampl(isupport modern browse
(Referred a|directly. It support|test with and there is n
Channel port to portj|http://www.htmI5test.com/ need of webinog
Messaging ijcommunication.ldea specific
HTML5 for intra| implementation
Document) |[communication

between twg

instances that run |

different contexts.

APIs for which no existing standards/implementations exist

Low level event handling API

Description: To send/receive/forward arbitrary datamong any entity, in particular being suited for
developing higher level APIs relying on data exchange featwviglginos overlay networking and
discovery

Requirement/architectural referenceAll "Remote Notifications and Messaging Requirements"{NM
Phase:l

Webinos responsible/editorStefano D'Angelo/ISMB

High level Requirement Noteg

Generating events

Sending/forwarding events

Registering/unregistering event listeners for incoming ey

Application execution APIs
This section contains invagation results on application execution APIs.

Resources
Primary contributor/editor for this API category: VisionMobile
Supporting contributors/reviewers: Fraunhofer

Description
The Application Execution API allows activation of native and webinos appikahstalled on the
device.

In addition, the API will support a facility for performing late -time binding between different
webinos applications. This facility is modeled after Intent mechanism of Android OS. An intent is an
This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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abstract description ofraoperation to be performed, which holds a passive data structure containing an

abstract description of an action to be performed. For example webinos application may request the

system to show a map using generic intent mechanism. Thaima will then doose which mapping

application should be activated to perform the action. The requesting application is not required to have
any knowledge of which specific mapping application is installed in the device.

Policies
Operation of Application Execution APIgaided by Application Execution Policies, which can be
modified by userThe policies control the following aspects of API operation:

Enable/disable of activation of native applications

Enable/disable of activation of webinos installable applications

Enalte/disable of notifications to users when a webinos application attempts to activate

another application

oyl of SkRA&LFOE S

F LI AOFGA2YyQa

Enable/disable of logging of operations performed using the API

FoAf AlGE

z

uz

R

A

a

Application Exeution API provides mechanisms for webinos applications to discover current application

execution policies, as well as test if specific webinos application is installed in the device, or is running in

the device.

Analysis of requirements from WP2.2
The table below lists relevant requirements identified in WP2.2 and the compliance status based on
current proposal.

Compliance

Requirement ||Description Notes
q P Status
Postponed due t
DADEVSEMwebinosSHALlprovide means for an Application Phase 2 T3.5 decision t
004 detect the availability of a seice. drop any polic
querying API
Postponed due t
DAASPFHG |webinos SHALLprovide means to discover devig Phase 2 T3.5 decision t
006 that have a specific application installed. drop any polic
querying API
DADEVISMB |Applications installed on a devicSHALLbel Postponed due
002 discoverable, according to security policies. T3.5 decision 1

drop any polic

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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querying API

It SHALLbe possible to subscribe to certain ev
types inorder to get notified if the related eve||[Phase 2
occurs.

NM-DEV
FOKU®02

NM-USRBBT ||It SHALLbe possible to notify the user of applicat

Phase 1
002 launch requests

The webinos Runtime Environment SHALL be|

PSUSR o i ) . ..

capable of specifying fingrained searity policies|Phase 1
Oxford112 .

on all features of devices and user data.
PSUSR webinosSHALlallow access control decisions to

Oxford37 logged Phase 1

webinos SHALL allow policies which spec

PSUSR . . .
confirmation at runtime by a user when ancass|Phase 1
Oxford-38 L :
request decision is required
PSUSR UsersSHALIbe able to modify policies about eve Phase 1
Oxford40 before they occur (e.g. ufsont policy specification
PSUSR User SHALLbe able to view & manage applicat
- Phaz 1
Oxford49 policies
PSUSR UsersSHALLbe able to modify policies to allow
. . Phase 1
Oxford52 deny access to further functionality or data
PSUSR Thewebinosruntime SHALIbe able to alert the ust Phase 1
Oxford75 at runtime using a visual notification

ApplicationsSHALLrequest for access rights to g
device feature or policgontrolled item prior tq

PSUSR_D¥ o L .
- accessing it. ApplicationdUSTbe able to continu||Phase 1
Oxford46 . - .
to work in a limited manner if an access request
feature is not granted.

PSUSR ApplicationsSHALIbe isolated from each other. 4
Oxford62 applicationMUST NOTbe able to view or modi||Phase 1
another application's data or execution state
LGDWRISMB Lifecycle operations regarding thveebinosruntime||phase 2

116

itself SHALLnicely integrate with the packag
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management system of the underlying platform
SHALIollow platform-specific common practices.

It MUST be possible to register a backgrou

CARDEV application for automatic execution at device stPhase 2
SEM202 PP

up.
CARDEV | on vent, 0. an ncoming mosqphase 2
SEME03 g ]

detected wifi coverage, sensor connected etc.

CAPDEV The webinos runtimeSHALLbe able to invok

Phase 2
SEM&04 applications by a tirr based event.

Functional API groups
The Application Execution API contains the following groups of functions:

1. Activation of native app. Due to differences in security models between native and webinos
apps, activation of native apps requireugsonsent. Optional completion code can be passed
to the initiating webinos application.

2. Activation of installable webinos apps. Activated application should be able to pass results to
the originating application. The originating application shall be ttbteceive asynchronous
notifications about completion of the activated application.

3. Sending intents activating generic set of functions. There should be default handler and user
selection of alternative handler.

4. Inquire activation policies to discoverreent system configuration
5. Test if specific webinos application is installed in the device
6. Test if specific webinos application is running in the device

7. Delivery of systenrwide events (e.g. boot or shatown, powermanagement) that start
webinos app automigcally whenever event occurs. This is similar to Android broadcast intents.
(reqistration for the events is performed in webinos app manifest file.) This API is different from
general event/messaging API, which is intended to be used to deliver informiagigveen two
runningapps. Broadcast event reception API is intended to deliver sysiiei® broadcast
events, including starting an app that registered event, in case the app is not running.

The following table shows planned implementation status for Briaand Phase 2.

APl name Description Phase

Phase
Launch native |Launch native apps installed on the device

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.



¢ﬂwebm°5 FP7ICT-20095 257103

D3.2: webinos phase | device, network, and sesige API specifications page:52 of 396
. , . . Phase

Launch webinos||Launch webinos apps installed on the device 1
. o o . . Phase

Launch action ||Sending intents activating generic set of functions. 5
Inquire activation policies to discover current system configurg Phase

Check policies ||(Postponed due to T3.5 decision to drop any policy querying API 2

meeting))

. - . . . . Phas

Check local Test if specific webinos application is installed in the device 1
. . - . . . . Phase

Check running |[Test if specific webinos application is running in the device 2

Broadcast evel|Delivery of systenrwide events (e.g. boot or shwalown, powermanagement|Phase
reception that start webinos app automatically whenever event occurs. 2

Phase 1 APIs

webinos App Launcher API
Description:API for launching webinos applications installed in the device (local webinos apps)

Requirement/architectural reference:

o NM-USRBBT002- It SHALIbe possible to notify the user of application launeluests

e PSUSROxford36 - webinosAPIs shall provide error results when an access control request is
denied

e PSUSROxford62 - ApplicationsSHALIbe isolated from each other. An applicatiMJST NOT
be able to view or modify another application's dataesecution state

Phase:l
Webinos responsibleMichael Vakulenko, VisionMobile

Candidate - Implementation -

Short Description Gaps Notes Decisior
API Status

A Javaipt AP Use of MIME type|Proposal: webing

that lists  ang for identification o]|API will b¢
BONDI 1. launches BONDI Fapps is differermodelled afte
applauncher applications (reference from webinog BONDI launcher A
Module installed on j[mPlementation) |l nhaach  wheejwith necessa

mobile device. Th apps are identifie|modifications t¢

apps are identifie using applicatio|reflect webino
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by URI with wel ID. approach.
known MIME
types.

Check installed app API
Description:API for checking if specific webinos applicationssalled in the device

Requirement/architectural reference:

e DADEVSEM@04-webinosSHALIlprovide means for an Application to detect the availability
of a service.

e DAASPFHG006-webinosSHALIprovide means to discover devices that have a specific
application installed.

o DADEVISMBO002- Applications installed on a devi&HALlbe discoverable, according to
security policies.

Phase:l
Webinos responsibleMichael Vakulenko, VisionMobile

Candidate - Implementation .
Short Description P Gaps Notes Decisior
API Status
A JavaScript A BONDI API alloy .
. Proposal: webing
that lists  anc to map apps to Ul .
. |API will b
launches names discoverir] modelled afte
BONDI 1 |applications BONDI Rlall registered app
. . . BONDI launcher A
applauncherjjiinstalled on {/(reference webinos will allov| .
. . . . with necessar
Module mobile device. Thjimplementation) |to check fo . .
. " modifications tq
apps are identifie presence  of .
. . . |[reflect webino
by URI with wel specific  webing
approach.
known MIME type; app.

Phase 2 APIs

Activation Policies API
Description:API for discovery of current policy setting
Requirement/architectural reference:

e PSUSROxford112- Thewebinosruntime environmentSHALIbe capable of specifyinghi-
grained security policies on all features of devices and user data.

¢ PSUSROxford37 - webinosSHALIlallow access control decisions to be logged

¢ PSUSROxford38-webinosSHALIallow policies which specify confirmation at runtime by a
user when an acas request decision is required
This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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¢ PSUSROxford40 - UsersSHALIbe able to modify policies about events before they occur (e.g.

up-front policy specification)

e PSUSROxford52 - UsersSHALIbe able to modify policies to allow or deny access to further
functionality or data

¢ PSUSROxford75 - Thewebinosruntime SHALIbe able to alert the user at runtime using a
visual notification

e PSUSR_DE®xford46 - ApplicationsSHALlrequest for access rights to any device feature or
policy-controlled item prior to accssing it. ApplicationMUSTbe able to continue to work in a
limited manner if an access request to a feature is not granted.

Phase:2
Webinos responsibleMichael Vakulenko, VisionMobile
Short Implementation
Candidate AR - b Gaps|Notes Dedsion
Description ||Status
This APl may be folded into gene
No  suitablg policy control framework. The issue
candidate discussed with T3.5. If decid
identified otherwise, a new API will be specified
this functionality

Native App Launcher API
Description:API br launching native applications installed in the device
Requirement/architectural reference:

o LCDWRISMBL116- Lifecycle operations regarding teebinosruntime itselfSHALnicely
integrate with the package management system of the underlying platfordSd AL follow

platform-specific common practices.

e PSUSROxford62 - ApplicationsSHALIbe isolated from each other. An applicatiMUST NOT
be able to view or modify another application's data or execution state

Phase?2

Webinos responsibleMichael Vaklenko, VisionMobile

webinos Intent API
Description:API for sending intents activating generic set of functions

Requirement/architectural referenceNeed to clarify with T3.1

Phase2

Webinos responsibleMichael Vakulenko, VisionMobile

Candidate

Shot Description

Implementation Status

Gaps

Notes

Decisior]
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API

Web Introducer concept wi
initiated by Google. SEMC 4g|Currently there is 4
Mozilla is cooperating with Googlexperimental pure
on the concept. The goal is |[HTML+JS

make the concept a WJimplementation of the
recommendation specificatio||[Web Introducer API th

More detailed
information

Web : about this AR
Web Introducer enables Wehjworks in  currentl]TBD||. .
Introducer L . is available &
applications to discover a usg/deployed moder Web
personal resources, no matijbrowsers. Experiments —
Introducer

where they are hosted (applications are:
produced, and gain permission |- Share lnk
interact with them via a onelick|- Get image
user interaction.

Activation Test API
Description:API for checking if specific webinos &pgtion is running in the device

Requirement/architectural reference:

DADEVSEM@04 - webinos SHALLprovide means for an Application to detect the availability of a
service.

Phase2
Webinos responsibleMichael Vakulenko, VisionMobile

Broadcast event r eception API

Description:API for reception of systemwide events. This API is different from general event/messaging
API, which is intended to be used to deliver information between twming apps. Broadcast event
reception API is intended to deliver ssgmwide broadcast events, including starting an app that
registered event, in case the app is not running.

Requirement/architectural reference:

¢ NM-DEVFOKU®O02- It SHALIbe possible to subscribe to certain event types in order to get
notified if the rdated event occurs.

e CAPDEVSEM02- It MUSTbe possible to register a background application for automatic
execution at device stap.

¢ CAPDEVSEM®03- webinosruntime MUSTbe able to start applications based on events, e.g.
an incoming message, amtted wifi coverage, sensor connected etc.

e CAPDEVSEM04- The webinos runtim&HALIbe able to invoke applications by a timer
based event.

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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Phase?2

Webinos responsibleMichael Vakulenko, VisionMobile

Supporting information

Candidate ||Short Implementation -
. Gaps|Notes Decisior
API Descripton  ||Status
URI schemg The system defines which applicatio
WAC 2.|lare the started depending on scheme or
Device APIdefined Specification Just |[YPe: E.g. <a
Web method  for|Proposed local href="tel:+123">dial</a> would
Standards/ [WAC Released apps start the dialer or <a
2.8. UR||lapplications t¢Version href="data:application/
Schemes |[launch othe pdf....>open</a> would open the
applcations. pdf data.
Current Editor's Draft allows to que
installed applications and set defa
applications. So you can either let
A JavaScri systgm decide which app t(? start
W3C DA AP fo explicitly start an application. B
The launching Just |multiple members of DAP want just |
Application native W3C ED local ||schemes, few voices suggest a modu
Launcher L appsijneeded for mobile (Seeminutes and
API appllcatlr.los current __charte). Note by Clag
on a device. .
20110331: According to DAP phg
meeting 201103-30 there is a decisic
to not include the App Laucher in thg¢
charter.
Open We
Apps from
Mozilla is
spec that ca
Mozila || jackage |[EXRerimental
Open _ Wel website  and Firefox 4 adebn Besides listing and launch
Apps make i Experimental applications, installing and uninstall
JavaScript installable  if Google Chrom other applications is also supported.
AP the browser|[EXtENSion
The JavaScri
APl handle
installation
and
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management
functions.
A Jav&crip Doesn't support setting  defay
API that list applications.  Application  can
BONDI _1/)land launcheBONDI A[Just explicitly started. E.
applaunchei|native (reference local (hondi.applauncher.
Module applications |[implementation)|apps|/launchApplication(s uccCallB,
on a mobilg errCallB,
device. "file:/bin/fpsgame™);

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.


http://bondi.omtp.org/1.1/cr/apis/applauncher.html
http://bondi.omtp.org/1.1/cr/apis/applauncher.html
http://bondi.omtp.org/1.1/cr/apis/applauncher.html

¢5)webmos FP7ICT-20095 257103

D3.2: webinos phase | device, network, and sesige API specifications page:58 of 396

Background tasks
Description: To run task in background. This is an independent entity and result of worker thread is

updated to event.

Requirement/architectural referenceCAPDEVVFHG200 The webinos runtism SHALLbe able to run
applications in the background.

Phase?2

Webinos responsibleN.N.

Candidate - Implementation -
Short Description b Gaps Notes Decisior
API Status
Web workers ar
intended tg
Web Worker . .
, , : ) facilitate multk
instantiate scipts which . .
. . threading in Web
run in parallel and dod|/lmplementation o . . .
. . .|INone identified|apps. This is go
not require any inpyWeb Workes s .
. . except it hajfor backgroun
from Ul or scrigjpresent in alll . .
. quite highitasks that do ng
handling page. Tbrowsers Some .
W3C We : Jlperformance |[require to update
handle I/O operation |have basi .
Workers . . startup timgithe DOM tree/U
can make use (ffunctionality ang .
and high|directly. Howeve
XMLHttpRequest to g|jsome suppof memor Web workers e
output. Results  ¢jshared worke —Yconsum iion ot feasible  fo
Worker thread ar{[functionality consumptol .
background job
updated to the
. that needs to b
subscribed event.
started at syster
start up etc.

Discovery APIs

Description
This section contains investigation results on APIs for device and service discovery.

Resources
Primary contributor/editor for this API categy: Samsung
Supporting contributors/reviewers: Fraunhofer / SEMGSyBtems / W3C / DoCoMo

Overview of Discovery Technologies

Each interconnect technology can have its own discovery mechanisms, and some have several, each
with their own terminology.Webinos will need to provide an overlay that abstracts away from the
variations and which offers simple naming for end users \Afaih developers. The overlay will need to

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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store the mapping from usedriendly names to the underlying data registered for the devand
needed to communicate with it.

Interconnect technologies include:

e 3G, WiFi, WIMAX, Bluetooth, ZigBee, NFC, RJ45, USB, IEEE 1394, ...

Only some of these support IP directly. Webinos should provide a means for an IP accessible device to
proxy for devies that are not IP addressable.

IP based networks
For IP based networks, three such mechanisms are:

Multicast DNS

Invented by Apple for simplifying the connection of devices in home networks. The Apple
implementation is called "Bonjour”". An open source isglent is "Avahi". Devices start by randomly
picking a link local IP address in the range (169.254.*.*) and making an ARP request to see if this address
is already in use.

Devices assign themselves name in the ".local" domain, and will adjust this di¢text other devices

with the same name. Users can assign human meaningful names with spaces in them. User agents query
for devices with multicast UDP requests. The devices check for a match and respond with a multicast
UDP packet with the IP address apdrt number, the device's domain name, and a list of protocol
and/or service names. The device domain names use human meaningful conventions e.g. "Dave's
laptop._workstation.local". A nice feature is the ability for a device to report on other deviceslimgl
external services such as the BBC news on the Web, or a hotel's local Web server giving details of the
hotel's services. Multicast DNS isn't designed to support tens of thousands of devices, but this can be
worked around with discovery hubs.

More information:

e Introductory talk

e Stuart Cheshire's website

e Avahi introduction

On Linuxtry

mdns- scan
or

avahi -browse -a iv

This only found my Linux workstation on my WiFi network and not the ADSL Modem, nor the Samsung
laser printer.
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Simple Service Discovery Protocol (SSDP)

Invented by Microsoft and considerably more complicated than Madti DNS. SSDP is a UBased
protocol and it uses HTTBrfnotification announcements that give a service type URI and a unique
service name.

On linux try

gssdp - device - sniffer

On my WiFi network this found the ADSL Modem and the Laser printer, butendirtux workstations.

Service Location Protocol (SLP)

Defined in RFC 2608 and supported by HewRettkard's network printers, Novell, and Sun
Microsystems, but ignored by some other large vendors. SLP works over UDP or TCP. On UDP, devices
listen on port427 for multicast requests. Devices advertise themselves with a URI like

service:printer:lpr://myprinter/myqueue
This may be supplemented by a list of attributes, e.g.
(printer - name=Hugo),
(printer - natural -language - configured=en - us),
(printer - location=  In my home office),
(printer - document - format - supported=application/postscript),

(printer - color - supported=false),
(printer - compression - supported=deflate, gzip)

If the data doesn't fit in a single packet, a flag is given that the user agent can actemuést the SLP
info via TCP. SLP also supports discovery agents and presumably this helps with scaling up to larger
networks with bridged local networks.

UPNnP and DLNA
On linux try

upnp - inspector

On my network this foundie ADSL modem but not maskerprinter.

Other interconnect technologies

WiFi

For WiFi it is possible to detect access points and what kind of encryption they are using, if any, as well
as devices operating in dgbc mode. It should be possible to detect device MAC addresses.

USB

For UB see the source code for the Linux Isusb command. This lists the bus and device number, the
device ID and a human readable description e.g. Logic3 / SpectraVideo plc A4Tecl3 S\, and
Microdia Sonix Integrated Webcam.
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Bluetooth

For Bluetooth, a seashows the device ID and type, e.g. phone. This id can be used as a proxy identifier
for people, i.e. who is present in the room or nearby. There is a small set of known device types, e.g.
phone, input device, headset, modem, computer, network, cameriatgir or video device. Users can
provide a meaningful name for their device e.g. "Me" as seen for a phone in a car that drove past my

window!

APIs based on existing standards/implementations

Low level Service Advertising APls
Description:Service to adveise its availability and capabilities APls

Requirement/architectural reference:

e DADEVSEM@O0L1. The webinos networBHALIprovide means for a service to expose its

availability and capabilities onveebinos retwork.

Phasewebinosphase 1
Webinos respondile: Ziran/Samsung

Candidate Short Description Implementation Gaps Notes Decision
API Status

It uses DNS seice

locator (SRV), Te

Record(TXT), al

Pointer recorder (PT

records to advertis

Service Instanc This is lov

Names. The hos level API -

offering servicelavahi had alreac one optior]

. publish  details dpecome the de . . is to wray
g\;—ari!ter falvailable §ewice facto standar 2';:2/6 LC; C::ZTS' native codd_ be
_g_. Instance, service typlimplementation of . and expos .
Services |lyomain  name  an MDNS/DNSD o W|dearea. as considered fo
API baseq optional configuratiolree operating network with thg JavaScript phase 2
on DNSSO parameters. Incase Olsystems  such jsame domain. Object

mDNS, each compul|_inux. method -
on the LAN stores i here is arl
own list of DN Qmme
resource records (e.(

A, MX, SRV) and jo

the mDNS multical

group. If a unicast DN

is available, two way

to advertise service

This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.



http://avahi.org/download/doxygen/index.html
http://avahi.org/download/doxygen/index.html
http://avahi.org/download/doxygen/index.html
http://avahi.org/download/doxygen/index.html
http://www.zeroconf.org/
http://www.w3.org/QA/2011/04/discovery_and_the_web_of_thing.html

¢5}webmos FP7ICT-20095 257103

D3.2: webinos phase | device, network, and sesige API specifications page:62 of 396

via dynamic DN
server or manually ag
DNS records [
describing the servict
to add.

Strophe.js provide
Javascript library f(
BOSH implementatio
which enable XMH
over HTTP. For serv
advertisement, XEPF Strophelis is we
0060 PublisH phe- Strophe.js  dog
: used. It has bee

subscribe APIshall be _ not needs
: tested on Firefo .

implemenated on th particular suppor

. . ||11.5, 2.x, and 3.x, .. No API will b
_|top  the  existing for specific XE
Strophe.js . 6, 7, and 8, Safa i developed b
Strophe.js library. XE . . |[Expanding  XE
API for 0060 Publist Safari Mobilg 0060 WP3.2 as
XER0124 . .. |[Google Chromy|. . downloadable
subscribe specifi . implementation .
BOSH ._|land it should als JS library
that an entity . ||based ol
work on the mobilg avalable

publishes informatio Strophe.js shou
. llOpera brovser a
to a node at a publisi be
. . well as the deskto .

subscribe service. T straightforward

. Opera browser.
pubsub service push
an event notificatio
to all entities that arq
authorized to lear|
about the publishe
information.

Low level Find Service API
Description:Allows applications to find services based on description

Requirement/architectural reference:

¢ DADEVSEM@02.webinosSHALIprovide the means to discover new service advertised on a
webinos retwork.

e DADEWFHGO01. webinos shall provide means for applications to be capable of discovering
other devices based on a User.

¢ DAUSRSMB/FH@O05. webinos shall provide means for an application to discover and address
applications and services offered by other users.

Phasewebinosphase 1
Webinos responsibleZiran/Samsung
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Candidate . Implementation .

Short Description b Gaps Notes Decision
API Status

To browse fo

ilabl rvices.

Avahi available services
— case of mDN
Browse To be
— . ||Updates about th same allsame a :
Services . . . considered fo
—  |new servic advertisement |ladvertisemen
API based|. ailability is done ¢ phase 2
onDNssD|- araPity .

sending the multica

advertisement

To find service XER

0030: Servig

discovery APshall be

implemented on th Strophe.js  do€g

top of Strophe.js. XE not need;

0030 specifig particular suppor

discovering service \
Strophe.js|JID. (1) the identi

for specific XE No API wil be

he.j h
Strophe.js aTo implemen developed b

been tested o

API forjland capabilities of g discovery  oveg WP3.2 as
. . . most  wellused .

XER0124 |lentity, including thg BOSH, simp downloadable
; browsers (se .
BOSH protocols an above) send IQget JS library
features it supports ’ stanzas to th available

and (2) the item server with ¢
associated with 38 certain

entity, such as the li namespace.

of rooms hosted at

multi-user clat

service.

APIs for which no existing standards/implementations exist

High level Discovery API
Description

Currently there exist several methods to do service discovery. This has been exploredtatehsf the

art investigation for service discovery. Some of these methods are fairly well deployed and used such as
Bluetooth service discovery, Universal Plug & Play, mDNS or DNS Service Discovery. However, neither of
these discovery methods has beenpeged toWeb application developers. In addition methods like
Universal Plug & Play, mDNS and DNS SD do not have any robust security model.

The goal with the webinos higbvel service discovery API is to be able to provide a simple API for
application deelopers. The API shall provide the means to discovery services within personal zones and
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from low level service discovery methods supported by the device. The fact webinos uses a overlaying
network, service discovery will not be limited to local serviceswvill also enable to discover remote
services. The API hides the complexity for communicating with services residing in a different peer in a
trusted manner.

Requirement/architectural reference
The following 2.2 requirements are applicable for the hytel Discovery API.

Phasewebinosphase 1

o DADEVSEM®@O01: The webinos networBHAL Iprovide means for a Service to Expose its
availability and capabilities on a webinos Network.

e DADEVSEM@02:webinosSHALIprovide the means to discover new servicesetised on a
webinosNetwork.

o DADEVSEM@04: webinosSHALIprovide means for an Application to detect the availability of
a service (such as being able to detect when a service is started, stopped or not available due to
out of proximity).

e DADEVYSEM®@O05: webinos shall provide means for an Application to find devices and services
that are available on a webinos network, based on the Device and Service Description.

e DADEVSEM@O06: webinosSHALIprovide means for an Application to find devices and
services in close proximity of the device

e DADEVSEM@O07: webinosSHALIprovide means for an Application to find devices and
services based on the physical location of the current user device.

e DAASPFHG001: webinosSHALIprovide means for applications to lmapable of discovering
other devices based on a User.

e DAASPFHGO006: webinosSHALIprovide means to discover devices that have a specific
application installed.

o DADEVISMBO0O01: webinosSHALIlprovide means for applications to discover and address
featuresand services available on devices owned by the user even if such devices are not
directly connected to the device on which the application is running.

e DADEVISMBO004: ItSHALIbe possible to address sensors and actugte#sichdo not provide
webinos spport.

¢ DADEVISMB/FH&O05: webinosSHALIprovide means for applications to discover and address
applications and services offered by other users.

o DADEVISMBO0O06: ItSHALIbe possible to address webinos enabled devices based on their user
information.

e DADEWNTUAO02: webinosSHALIprovide the means to Applications to identify an event
occurring in a device.

Phasewebinosphase 2
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e DADEVSEM@08: webinosSHALIprovide means for an Application to discover which user
that currently is using a discovereduee outside the personal webinos Network.

o DADEVISMBO0O03: Applications installed on a deviselALIbe addressable, with multiple
instances of the same application being separately addressable.

e DADEWNTUAO03: webinosSHAL Iprovide the means to Appliciains to be capable of
discovering other devices based on a piece of contextual information.
e DADEVWNTUAO04: webinosSHALIbe able to calculate the social proximity of webinos Devices.
Webinos responsible/editorAnders Isberg / SEMC

Security and Privacy A Pls

Description
This section contains an overview of the required APIs for the webinos security architecture and
background information about related work.

Resources
Primary contributor/editor for this API category: Oxford
Supporting contributors/reviewerdPolito, DOCOMO

Aims for Security and Privacy APIs
The following requirements must be satisfied:

e PSDEWisionMobilell:webinosapplicationsSHALIhave access to the standardized webinos
user privacy preferences

o PSDEVOXxford56: Applications shall be are of changes to policies and may alter their
behaviour as a result

e IDDEVPOLITEDOS: A webinos device may be able to provide Attestation of the webinos
platform.

However, the first two of these requirements have been moved to phase 2 of the implemantetithe
security architecture is further clarified.

In addition, various requirements (REROxford103, PSJSROxford26) require users to authenticate
through devicespecific capabilities. Therefore, an authentication APl has been specified.

Aims for Security and Privacy APIs in phase 2
The following proposals will be investigated in phase 2 of the webinos platform:

o Expose user privacy preferences to applications, including data retention policies and access
control.
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o Provide applications with the altif to query theobligationsthey will be under should
they use a particular data item.

o Provide applications with the ability to query their own permissiowhat have they
been granted access to.

e Expose device security capabilities

o Statements about whéter the device can provide certain security features and to what
level of assurance is provided. The main challenge with implementing this would be
validating the results.

o These features might include (a) authentication methods, (b) attestation, (c) secure
storage, (d) isolated execution, (e) auditing and logging, (f) event reporting / monitoring
of platform state, (g) credentials for keys held in the platform & revocation lists.

e Depending on future use cases and requirements, webinos may choose to expiase c
cryptography APIs to applications.

¢ Remote management APIs, perhaps like Amelroid Device Admin API

Existing standards
The following APIs for security (e.g. crypgny and authentication) and for attestation exist.

e APIs forcryptography and transport sessions

o javax.crypto for cryptography

o Javax.crypto.interface for Diffielellman

o javax.crypto.spec for specification ofypto-parameters

o Java.net.ssl for SSL/TLS

e APIs for authentication

o java.sectuity.auth for authentication credential management

e APIs for policy management

o android.app.admin to manage device policies

e APIs for DRM

o android.drm for Digital Rights management

e Device status and attestation

o WAC device status A&$ currently sugested inHW_Resource APIs

o Trusted Computing Grouprusted Software Stack

e Secure coding APIs

o OWASP ESARIseful for input validation, credit card validation, etc.
This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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APIs for which no existing standards/implementations exist

Attestation API

Description: The purpose of this API is to pide a secure means to query the device to find out the
identity and integrity of running software. The example use caSeusted Computig Mobile Reference
Architecture However, this is aimed at a lower layer than webinos. The aim of the attestation API is
simply to allow access to existing functionality.

Requirement/architectural referencetD-DEVPOLITEO5, IDDEVPOLITEO06, IBDEVMPQITA007, ID
DEVPOLITEDO08

Phasewebinos phaséd

Webinos responsible/editorJohn Lyle

High level Requirement Notesg

This API shall be capable of exposing basic TCG attestation capabilities

This API shall not rely upon a specific hardware implememtat

This API shall provide applications with the ability to fetch authenticated data about the ru
state of the platform

Authentication API
Description: Provides information to applications about the current authentication status of users, as

well as allowing applications to requesta@thentication..
Requirement/architectural referencePSUSROxford103, PSJSROxford26
Phasel

Webinos responsible/editorJohn Lyle

High level Requirement Noteg

This API shall allow applications to requestttthe user authenticate to the device

This API shall allow applications to find out when and how the user last authen

This API shall not expose identity information about the user

User profile and context APIs

Description
This section comiins investigation results on user profile APIs and context APIs.
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The user profile API defines attributes and methods to access to user related information (e.g. name,
nickname, gender birthday, etc.) while the application data APl provide informationt @pgmlication
related information (e.g. installed application).

Resources
Primary contributor/editor for this API categorySiystems
Supporting contributors/reviewers: DoCoMo, NTUA

Analysis of requirements from WP2.2
The table below lists relevant requirents identified in WP2.2 and the compliance status based on
current proposal.

Compliance

Notes
Status

Requirement ||Description

webinos SHALL provide
means for applications {[Phase 1
I 00Saa dza SNI

CAPDEV
SEM&@10

An secure and optimal method to store u
preferences must be found to provide priv
aspects and avoid a blow up of u
Phase 2 preferences (e.g. different applications wo
like to store the same information in the us
preferences -> ColorBlind:RedGreen is
same as ColorBlind:GreenRed).

webinos SHALL provide
CAPRDEV means for applications
SEM@11 | O0S&aa dza SN
data

webinos components th
have to be shared

ID-USR
referenced devic§|Phase 1 Theuser profile has a unique id.
POLITEL00 R ( p q
application, data, use
SHALIbe identifiable.
It MUST be possible fg
applications to  shat
context information acros ) .
DADEV . In phase 1 theuser profile API implemen
i devices, so that fq ) . .
ambiesense ||, . Phase 2 social contact informationFurther contextus
instance social context c . )
040 information must be evaluated for phase 2.

be updated when frieng
enter/ leave the sam
situation.
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The webinos  runtim
SHALL  support the
PSDEV . . iR A secure method to store login credent
confidential storage of us(Phase2
Oxford86 . : . must be evaluated for phase 2.
credentials includin
usernames and passworq
The  webinos  syste
SHOULBstore association
PSUSRIBBT between dewcg, user.ar
005 context information|Phase 2 Same as CAPEVSEM@11.
securely and provide th
information based on us
preferences.
in HALIall r
PSUSR Zéeb;xosr‘jss trliaichW liis\/e;(
\isionMobile P ) P . . ||Phase 2 Same as CAPEVVSEM@11.
10 preferences in a consiste
way.
- icati
s
\isionMobile . d y Phase 2 Same as CAPEVVSEM@11.
11 webinos  user  pwiacy
preferences.
ApplicationsMUSTbe ablg
NGDEVIBBT to ac?cess the user's geng
0015 webinos preferences (wif|Phase 2 Same as CAPEVSEM@11.
the permission of th
user).
Phase 1 APIs

APIs for which no existing s tandards/implementations exist

User Profile API
Description:User Information
*Requirement/architectural reference:

e CAPDEVSEM®@10:webinosSHALLINE A RS YSIya F2NJ I LI AOF(GA2ya
data.

¢ |D-USRPOLITE00: webinos components that havto be shared or referenced (device,
application, data, usei$HALIbe identifiable.
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Phasewebinosphase 1
Webinos responsibleRonny Grafe / George Gionis

Zszldate Short Description Implementation Status Gapg|Notes|Decision
Decision wa
Contacts provide only 're made to builc
life' information about a use own APl fo
W3C antacts provides a basic bgt no technical informatio webinos, base
aacts of information about a persol|(like preferences It alsg on element
— — ||but is insufficient for webindldoesn't allow granularity from Contac
API
needs. access. And has no spegc and Portabl
API for the user (as oppos Contacts.  Se¢
to other contacts). note below
table.

The reference presented
George Gionis added acco
information for user accoun
. own APl fo
for external social netwo .
) . . webinos, base
profiles, which is useful f
Portable on element
—  |lcontext awareness ar
Contacts calculation of social pximity from Contac
X and Portabl
We can base user prof
. . Contacts. Ses
information on the accour
. . note below
information  suggested |
table.

portable contacts..

Decision wa
made to builg

The data accessiblertbugh the API for user profiles will be based on the W3C contacts information with
additional information for social network profiles based on Portable Contacts.

Phase 2 APIs

User Profile API
Description:User Information
*Requirement/architectural referece:

e CAPDEVSEM®@11: webinoSHALLINE A RS YSIya F2NJ LXK AOF{A2ya
data.

¢ DADEVambiesensé40: ItMUSTbe possible for applications to share context information
across devices, so that for instance social context can be upedted friends enter/ leave the
same situation.
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o PSDEVOXxford86: The webinos runtim8HALIsupport the confidential storage of user
credentials including usernames and passwords.

e PSUSRIBBT005: The webinos systeBHOULRBtore associations between deviaeser and
context information securely and provide this information based on user preferences.

e PSUSRVisionMobile10: webinosSHALIlallow users to express their privacy preferences in a
consistent way.

e PSUSRVisionMobilell: webinos applicationSHALIbe able to query the webinos user privacy
preferences.

e NCDEVIBBT0015: Application$1USTbe able to access the user's general webinos preferences
(with the permission of the user).

Phasewebinosphase 2
Webinos responsibleN.N.

Candidate API Short Desdption|{Implementation Statu§|Gapg|Notes|Decisior

No suitable API identifie

7. Tools for API specifications
The tools used to create the webinos specifications are:

e widlproc

¢ Redmine with Git
All mentioned tools are open source software and availatéN¥indows, Mac OS and Linux.

Web IDL/widlproc

The webinos API specifications are written in Web Hip:(/www.w3.org/TR/WeblIDL), an interface
definition languagelt is the same language that is used by IM3C. These Web IDL files are further
annotated with explanatory comments that cover the meaning of each interface module, attribute,
method, method argument and method return type.

Having the specifications in Web IDL enables using tools to generatedstdmefrom the interfaces
wich can be used as a basis for implementing the webinos API specifications.

The widlproc command line toohttp://widl.webvm.net/) is used to generate HTML documentation
from the Web IDL I&. Viewing and referencing these HTML pages is much more comfortable and they
can be used as a guide and documentation for both developers that want to implement those APIs or
developers that want to use these APIs.
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This approach is quite flexible andiptable: e.g. it is very easy to create scripts that process many Web
IDL files and based on that augenerate the documentation. It also allows for a webinos own look &
feel by customizing the CSS and HTML that is generated.

Git and Redmine Infrastructur e

The webinos project members use Redmine as collaboration platform. Redmine iskzawgesb project
management tool providing a wiki, bdacking, etc. It is the installation that is running behind
http://dev.webinosorg.

Git is used to track and manage the Web IDL files for the API specifications. Git is a distributed revision
control system lfttp://git -scm.con). Project members submit their changes to the repository on
dev.webinosorg and pull changes other members have contributed, so that everybody has a consistent
state of the ongoing specification process.

Every time a change is submitted to the server the widlproc tool (see above) is used to generate new
HTML documentation forthe API specifications that can then be viewed by everybody at
http://dev.webinos.org/specifications/draft/

Since Redmine provides all these features readily integrated, it makes it easy afuitabha for users

and administrators of the system at the same time. Users quickly find all relevant informations at their
fingertips since wiki pages, issues management and task management, calendars and the source
repository are all linked together anthn reference each other. The webinos server administrators on
the other hand only need to take care of a single piece of software, which saves quite some time. It is
also easy to extend the basic functionality with provided plugins. The Redmine softwandiiely
maintained by its authors and enjoys great distribution.

8. JS API design patterns and guidelines

During thewebinos API specification work common patterns and design criteria have been followed.
webinosAPIs are specified through WebIDL togetiwith text descriptions that define the behaviour of

the API interfaces, methods and attributes. Apart from thebinosdefined APlswebinosrefers to

other APIs defined by other parties (e.g. W3C and WAC). Webinos is not going to modify those APIs, so
some of them may not be aligned with the patterns defined feebinos In most of the cases, the
webinos design patterns and guidelines do not prescribe a unique solution for the different API
characteristics, but describes what are the feasible alternatmést are the preferred one(s) and the
situations in which different alternatives should be used.

ThewebinosAPI patterns and guidelines are described in this docuni@evice APIsDesign Patterns
and Guidelines
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9. List of webinos phase 1 API specifications

This sections lists allebinosAPI specifications included in tiaeebinosWP 3.2 delivery.

Webinos API specifications are of two major types:

e A new API specification created wittthe webinosproject.

e A wrapper specification that references an existing API specification defined elsewhere, e.g. by
W3C or WAC. Optionally a wrapper specification can defgt@nosmodifications to the
referred specification.

AllwebinosAPI specifiations are available hergiebinosDevice APIs

webinos base and generic objects/interfaces

APl name Specification Editor Comment;

webinoscore APl modul{webinosCore moduld|Claes Nilsson/SEN

Discovery and access to remote services

API name Specification Editor Comment

Service discovery AwebinosDiscovery modul§|Anders Isberg/SEN

HW Resource APIs

API name Specification Editor Comments

Geolocation APl |[W3C Geolocation APl |[W3C Geolocation W(Q

Device Orintation|W3C  DeviceOrientatiq
AP Event

W3C Geolocation WQ

Generic

webinosSenso module ||Claes Nilsson/SEMC
SensorActuator AP

Media Capture API|W3C Media Capture W3C DAP WG

WAC 2.0 devicestaty

Devicestatus API WAC

module
Devicestatus webinos Device  Statu/WAC, Stefan|WAC 2.0 devicestatus mod
vocabulary Vocabulary Vercelli/TIM with addedwebinosaspects
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Device IneractionWAC waikik
- : WAC
API deviceinteraction module
TV and STB t|\webi TV Cont
an contWwenInos ot Alexander Futasz/FH
API module
Vehicle API webinosVehicle module ||Simon Isenberg/BMW
StefanoVercelli/TIM,
NFC API webinosNFC module Hans
Myrhaug/AmbiSense
Application Data APIs
API name Specification Editor Comments
Contacts API W3C Contacts API W3C DAP WG
Calendar API W3C Calendar API W3C DAP WG
Messaging AP webinos Messagin{|WAC, Christig WAC 2.0 Messaging module w
ging module Fuhrhop/FHG webinosmodifications
File Reader API W3C File API W3C Web Apps W(
File Writer API W3C File API: Writer |[W3C Web Apps W(
File API: Directori¢ W3C File API: Director
W3C Web Apps W(
and System and System
Gallery API W3C Gallery API W3C DAP WG
Pavment AP webinos Paymen||Christian
y module Fuhrhop/FHG
Communication APIs
API name Specification Editor Comments

Event handling A|lwebinosEvent Handling modu|Stefano D'Angelo/ISV

Application Execution APIs

APl name Specification Editor Comments
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Widget  executio . . Based on W3C Widg
g webinosWidget module|Andre Paul/FHG 7
API Interface
Application webinos  ApplLaunchgMichael
n BONDI 1.1
Launcher API module Vakulenko/VisionMobile Based on BO

Security and Privacy APIs

APl name Specification Editor Comment

Platform attestation ARjwebinosAttestation module [John Lyle/Oxford

User Authentication AljwebinosAuthentication modul({DOCOMO, Oxford (Jol

User Profile and Context APIs

API name | Specification Editor Comments

User Profilijwebinos Userprofilg Ronny Grafe/ABased on W3C DAP Contacts

API module Systems Portablecontacts

webinos Contexj|Heiko UsesW3C SPARQL specificatias contex
Context API

module Desruelle/IBBT query language
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10. APIs Specified by webinos

APl Summary

Specification Summary

The attestation API provides a secure method of querying the underlying
The attestation|hardware to find out the identity and integrity of running software.

module This API should allow applications to communicate with hardware se
systems, such as a Trusted Platform Module (defined in the Trusted Cor
Group specifications).

The
authentication |[Authentication API for providing applicationsitv information about wheth
module the current user has authenticated, and requestiagthentication at runtime.

The Context API defines the hidével interfacesequired to obtain access t
The context |luser's context data. The APl supports two basic ways of accessing contex

module
The Context API defines the hidével interfaces required to obtain access

user's context data. The API supports two basic ways of acgessitext data:

The events The webinosEvent Handling API provides means to exchange data in ter
module events among addressable entities (e.g., applications, services)|azithgror
remotely.

The

Mool h The application execution API allows activation of webinos applica
APRZAUNCNET Jinstalled locally on the deviceThe API is modelled after BONDW1.1
module AppLauncher API.

The messaging The messaging APl provides access to the following capabilities: S
-he messagin messages through different technologies: SMS, MMS, Email asthn
module Messages. Search for messages in the different folders. Subscribe fqg
notified upon incoming message events.

Near Field Communication is a kind of radiequency identification (RFIO
The nfc module|technology that uses shdrbld wireless communication to transfer mess
between wireless NFC devices and NFC tags. The wireless tags are pHh
attached onto/ mounted nearby a physical object.

The payment

odule This API provides generic shopping basket functionality to providepp

payment.

The sensors

module The webinos Generic Sensor API providé&/eb applications with an API

access data from sensors in the device, connected to the device or in
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Specification Summary

device.

The webinosDiscovery API provideNeb applications with an API to discov
services without any previous knowledge of the service. The Discovery
not limited to discovery of local services but also enables discovery of 1
services.

The discovery
module

The tv module ||The interface provides means to acquire a list of tv sources, channels a
streams.

This API offers access to information of the user. UserProfile API
extension of webinos Contact API to gather basic information about th
(e.g. name, nickname, gender, birthday, etc.) and extends it with social r

The userprofile|” =
The userprofile |- ibutes ~ from  Portablentacts ~ from  August 5, 20

module (http://portablecontacts.net/drafpec.html). These social network attributes
a simple pointer where the webinos user has-welinos profiles. The
information could be used by an application to query an external ARAN
additional information (e.g. query the Facebook Graph API for the buddyli
The webinos vehicle API provides access to specific vehicle data. It is ¢
. from W3C's DOM Level 3 Events model and defines event types for retr
The vehicle . . . . . .
information about the vehicle including trip computer data, gears of
module sensors. Furthermore it offers methods for interacting with thdvoarg
navigation system. The geolocaticspeed and acceleration can be retri
using thegeolocatioranddevice orientatioi\PI.
The
webinoscore || This specification defines the common interface from whiclwalbinosAPIg
module are can be accessed as well as several interfaces that are commonly reug

This specification defines the common widget interface. The we
The widget application packaging is based on W3C Widget Specifications, thu
module interface definition is also bad on W3C. Namely W3C Widget Interfz
(http://www.w3.0rg/TR/2011/WBwidgetsapis20110607/). This specificati
recaptures the W3C specification while adding webinos specific extension
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Abstract

Attestation: find the identity and integrity of running software

Summary of Methods

Interface Method

X509

TBSCertificate

Validity

namePair

Algorithmldentifier

SubjectPublicKeylInfo

attestationData

attestationDataattestPlatfornm(byte [] nonce, SubjectPublicKeylnfo k
\WebinosAttestationInterfag|SubjectPublicKeyInfgetAttestationKey)
X509getKeyCredentigbubjectPublicKeylnfo key)

\WebinosAttestation
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1. Introduction

The attestation ARprovides a secure method of querying the underlying device hardware to find
out the identity and integrity of running software.

This API should allow applications to communicate with hardware security systems, such as a
Trusted Platform Module (defined the Trusted Computing Group specifications).

However, the usual trusted computing specifications are generally aimed at a lower layer of the
operating system than webinos.
The aim of the attestation APl is to expose existinglevel functionality towWebapplications.

Requirement/architectural reference:-IEV-POLITO-005, ID-DEV-POLITO-006, ID-DEV-
POLITO-007, ID-DEV-POLITO-008

Example use of attestation, taken from the Security Architecture Documentation (D3.5):

1. User starts an application calléMyBankApp"

2. MyBankApp communicates with a remote webserver at http://bank.example.com

3. http://bank.example.com asks MyBankApp to attest to its current status

4. MyBankApp uses the Attestation API to request a public key and key credential focdhe |
device, Peter's Smartphone.

- App calls getAttestationKey() and getKeyCredential() to retrieve this information

5. The key credential is forwarded to http://bank.example.com

6. http://bank.example.com assesses the credential and checks to see tivbethdpoint is a
trusted device.

- If not, attestation fails.

7. http://bank.example.com gives MyBankApp a fresh nonce, a 20 byte random value.

8. MyBankApp uses this nonce and the public key with the attestation APl on Peter's
Smartphone:

- call attest®atform( nonce, key )

9. Peter's Smartphone returns attestation data, which includes a log of the integrity of the
platform ("trustChain"), as well as validation data from the hardware trusted platform module
("validation data") with schema "TPM_Quote".

10. These values are passed on to http://bank.example.com

11. http://bank.example.com assesses the validation data and the integrity log using standard
TCG techniques see
http://lwww.trustedcomputinggroup.org/resources/tcg_architecture_overview_version_14 and
related documents

- If the platform integrity is not trusted, attestation fails

- If the validation data is not trusted, attestation fails

12. http://bank.example.com passes MyBankApp a temporary token which gives it access to the
http://bank.example.colmanking capabilities

13. User authentication is requested via the authentication API

14. The application is now able to perform transactions using remote http://bank.example.com
APIs.
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2. Interfaces

2.1. X509

Definition of X509 certificate data structurgken from the ASN1 X509 Specifications and RFC
2459 http://www.ietf.org/rfc/rfc2459.txt
We expect for TCG attestation that the SKAE extension to also be introduced, definition:
http://lwww.trustedcomputinggroup.org/files/resource_files/876 A7HIO9-3519
AD321B21144AE93C/IWG_SKAE_Extension-0D.pdf
however it is not defined here.

interface X509 {

readonly attribute TBSCertificate certificate;

readonly attribute Algorithmldentifier signatureAlgorithm
readonly attribute byte[] signature;

b
2.2. TBSCertificate

as defined in http://www.ietf.org/rfc/rfc2459.txt

interface TBSCertificate {
readonly attribute DOMString version;

readonly attr ibute Integer serialNumber;
readonly attribute Algorithmldentifier signature;
readonly attribute namePairArray  issuer;
readonly attribute Validity validity;
readonly attribute namePairArray  subject;
readonly attribute SubjectPublicKeylnfo subjectPublicKeylnfo;
readonly attribute Any? extensions;
2
2.3. Validity

as defined in http://www.ietf.org/rfc/rfc2459.txt

interface Validity {
readonly attribute Date notBefore;
readonly attribute Date notAfter;

h

2.4. namePair
A single pair of key and value.
interface namePair {
readonly attribute DOMString key;
readonly attri bute DOMString value;

2
2.5. Algorithmldentifier

as defined in http://www.ietf.org/rfc/rfc2459.txt

interface Algorithmldentifier {
readonly attribute DOMString identifier;
readonly attribute DOMString? paramete rs;

2
2.6. SubjectPublicKeyInfo
as defined in http://www.ietf.org/rfc/rfc2459.txt
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interface SubjectPublicKeyInfo {
readonly attribute Algorithmldentifier algorithm;
readonly attribute byte[] publickKey;

b
2.7. attestationData

The data returned by an attestation request

interface attestationData {
readonly attribute byte[][] trustChain;
readonly attribute byte[] validationData;
readonly attribute DOMString schema;

k

Attributes
readonly byte [] [] trustChain

List of binary data representing the identities of running
software. In the TCG scheme, this corresponds to the integrity
measurement log.

For example, in a TCG scheme you would expect the following contents:

0x00-> [ Ox45ac76fec..., 0x956836fbc42..., ]
0x01-> [ 0x23c3414f1..., 0xbb3f4d282cf..., ]
0x02-> [ 0x72bb76045..., 0x04ccc997056..., |

0x0c-> [ 0x8a797441a..., 0xd642acl16d13..., ]
This attribute is readonly.

readonly byte [] validationData

single binaryblob, containing validation data for the trustChain

In the TCG scheme this would contain the following signed data, including:
- The TPM Quote version (1.1.0.0)

- A fixed byte[4] "QUOT"

- The SHA1 digest of the composite hash of the trustChain

- The 2 byte nonce

This attribute is readonly.

readonly DOMString schema

text string identifying the attestation scheme being used for example, "TPM_Quote"

This attribute is readonly.

2.8. WebinosAttestationInterface

interfaces for attesting the platform

[NolnterfaceObject]
interface WebinosAttestationInterface {
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attestationData attestPlatform (in byte[] nonce, in SubjectPublicKeylnfo key)
raises( AttestationException );
SubjectPublicKeyInfo getAttestationKey () raises( At testationException );
X509 getKeyCredential (in SubjectPublicKeylnfo key) raises( AttestationException );
I3
Methods

attestPlatform

requests platform to provide attestation data

Signature
attestationData attestPlatform(in

byte

[] nonce, in SubjectPublicKeylnfo key);

inputs determine freshness and signing key to be used
return values are loose, to support arbitrary schemes of attestation

Note for implementation: there will need to be configuration of attestation modules to
support any authentication at the hardware layer.

Error conditions due to policy enforcement, as well as potentially from hardware failure.
Parameters
e nonce
o Optional: No.
o Nullable No
o Type:array

o Description:is a 20 byte value used to guarantee freshs of the result

o Optional: No.
o Nullable No
o Type:SubjectPublicKeylnfo

o Description:is the (identifier of the) key which should be used for attestation.
This will have been retrieved from getAttestationKey().

Return value
data structure returned igslescribed above.

Exceptions

e AttestationException:
This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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getAttestationKey

returns public key corresponding to device identity used to authenticate sessions

Signature
SubjectPublicKeyInfo getAttestationKey();

in TCG terminology this would be the Attestatia®ehtity Key (AIK)

Errors due to permission being denied or if the platform has not implemented attestation
due to hardware or software issues.

Return value
returns public key

Exceptions

e AttestationException:
getKeyCredential

return certificate for nomiated key

Signature
X509 getKeyCredential(in SubjectPublicKeylnfo key);

If the key identifier is unknown, or the user policy does not allow access to it, an error
"not found" is returned.

Parameters
e key
o Optional: No.
o Nullable No
o Type:SubjectPublicKeyln

o Description:is the RSA public key (or identifier) for which a certificate is to be
returned

Return value
returns certificate data structure corresponding to key

Exceptions

e AttestationException:

2.9. WebinosAttestation
The WebinosAttestation inteda describes the part of the Attestation APl accessible through the

webinos object.

[NolInterfaceObject] interface WebinosAttestation {
This work is partially funded by webinos, anfidbided project under the EU FP7 ICT Programme, No 257103.
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readonly attribute WebinosAttestationInterface attestation;
b

webinoscore::Webi nos implements WebinosAttestation ;

Attributes
readonly WebinosAttestationInterface attestation

webinos.attestation object.
This attribute is readonly.

3. Type Definitions

3.1. namePairArray

as defined in http://www.ietf.org/rfc/rfc2459.txt
typed ef namePair [] namePairArray;

4. Exceptions

4.1. AttestationException

Exception handling for the attestation API

exception AttestationException {

const unsigned short UNKNOWN_ERROR = 0;

const unsigned short INVALID_ARGUMENT_E RROR =1;
const unsigned short I0O_ERROR = 4;

const unsigned short NOT_SUPPORTED_ERROR = 5;

const unsigned short PERMISSION_DENIED_ERROR = 20;
const unsigned short KEY_NOT_FOUND_ERROR = 21;
unsigned short code;

DOMString message;

2

Field
unsigned short code

An error code assigned by an implementation when an error has occurred in attestation
API processing.

DOMString message

5. Features

This is the list of URIs used to declare this ARdatures, for use in the widget config.xml and as
identifier for service type in service discovery functionality. For each URI, the list of functions
covered is provided.

http://webinos.org/api/attestation

6. Full WebIDL

module attestation {
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interface X509 {
readonly attribute TBSCertificate certificate;
readonly attribute Algorithmldentifier signatureAlgorithm;
readonly attribute byte[] signature;

h

interfac e TBSCertificate {
readonly attribute DOMString version;
readonly attribute Integer serialNumber;

readonly attribute Algorithmldentifier signature;

readonly attribute namePairArray  issuer;

readonly attribute Validity validity;

readonly attribute namePairArray  subject;

readonly attribute SubjectPublicKeylnfo subjectPublicKeylnfo;

readonly attribute Any? extensions;

h

interface Validity {
readonly attribute Date notBefore;
readonly attribute Date notAfter;

3
typedef namePair [] namePairArray;

interface namePair {
readonly att ribute DOMString key;
readonly attribute DOMString value;

2

interface Algorithmldentifier {
readonly attribute DOMString identifier;
readonly attribute DOMString? parameters;

h

interface SubjectPublicKeyInfo {
readonly attribute Algorithmldentifier algorithm;
readonly attribute byte[] publickKey;

exception AttestationException {

const unsigned short UNKNOWN_ERROR = 0;

const unsigned short INVALID_ARGUMENT_ERROR = 1;
const unsigned short I0O_ERROR = 4;

const unsigned short NOT_SUPPORTED_ERROR = 5;
const unsigned short PERMISSION_DENIED_ERROR = 20;
con st unsigned short KEY_NOT_FOUND_ERROR = 21;
unsigned short code;

DOMString message;

b
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interface attestationData {
readonly attribute byte[][] trustChain;
readonly attribute byte [] validationData;
readonly attribute DOMString schema;

k

[NolnterfaceObject]
interface WebinosAttestationInterface {

attestationData attestPlatform (in byte[] nonce, in Subje ctPublicKeylnfo key )
raises( AttestationException );
SubjectPublicKeyInfo getAttestationKey () raises( Attestatio nException );
X509 getKeyCredential (in SubjectPublicKeylnfo key) raises( AttestationExceptio nj;
b
[NolnterfaceObject] interface WebinosAttestation {
readonly attribute WebinosAttestationInterface attestation;
2
webinoscore::Webinos implemen ts WebinosAttestation ;
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Abstract

Provides information to applications about the current authentication status of users, as well as
allowing applications to request-ethentication.

Summary of Methods

Interface Method
AuthStatus
AuthError
AuthSuccessCB void onSucceg#uthStatus status)
AuthErrorCB void onErroi(AuthError error)

void authenticatd AuthSuccessCB successCB, AuthErrorCB et
WebinosAuthenticationInterfag/booleanisAuthenticated)

AuthStatugyetAuthenticationStatug

\WebinosAuthentication

1. Introduction

Authentication API for providing applications with informati about whether the current user
has authenticated, and requestinguéhentication at runtime.

Requirement/architectural reference-BSR-Oxford-121
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This API intentionally does not reveal identity information, but can give details about
authenticatio method, which may reveal device information.

2. Interfaces

2.1. AuthStatus

The object returned when user authentication status is queried. This contains information about
when and how authentication occurred.
[NolnterfaceObject]
interface AuthStatu s {
attribute DOMString? lastAuthTime;
attribute DOMString? authMethod;
attribute DOMString? authMethodDetails;
b

Attributes
DOMString? lastAuthTime

The time of last authentication, as a valid date or time string.

No exceptns.

Code example

{lastAuthTime: '2011 - 03-24T09:00 - 08:00% // last authentication was on
March 24, 2011 @ 5pm (UTC)

DOMString? authMethod

An identifier for the type of authentication performed by the user.
Intended to be flexible for different devicésxamples include "PIN",
"Password", "Fingerprint". This is a higdvel method name, no details.

DOMString? authMethodDetails

Further details as to the authentication method. This might include
the authentication device identifier, or the numberofitgligh PINS, or any device
specific value. Optional.

2.2. AuthError

Definition of error codes for authentication events

[NolnterfaceObject]

interface AuthError {
const unsigned short UNKNOWN_ERROR = 0;
const unsigned short INVALID_AR GUMENT_ERROR =1,
const unsigned short PERMISSION_DENIED_ERROR = 20;
const unsigned short TIMEOUT_ERROR = 2;
readonly attribute unsigned short code;
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Constants
unsigned short UNKNOWN_ERROR

An unknown error occurred.
unsigned sh  ort INVALID_ARGUMENT_ERROR

An invalid parameter was provided when the requested method was invoked.
unsigned short PERMISSION_DENIED_ERROR

Access to the requested method was denied at the implementation or by the user.
unsigned short TIMEOUT_ERROR

Authertication timed out

Attributes
readonly unsigned short code

An error code assigned by an implementation when an error has occurred in
authentication API processing.

This attribute is readonly.

2.3. AuthSuccessCB

Success callback for authentication events

[Callback=FunctionOnly, NolnterfaceObject]
interface AuthSuccessCB {
void onSuccess(  AuthStatus  status);

3
2.4. AuthErrorCB

Error callback for authentication events.

[Callback=FunctionOnly, NolnterfaceObject]
interface AuthErrorCB {
void onError( AuthError  error);

5
2.5. WebinosAuthenticationInterface

The authentication interface provides three methods which allow applications to check the
current user authentication status and prompt fautbentication.

[NolnterfaceObj ect]
interface WebinosAuthenticationinterface {

void authenticate ( in AuthSuccessCB  successCB, in optional AuthErrorCB  errorCB
);
boolean isAuthenticated () raises( AuthenticationException );
AuthStatus  getAuthenticationStatus () raises( AuthenticationException );
h
Methods
authenticate
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this method instructs the runtime to request that the user authenticate themselves.
The method for authentication is not specified, it may be through any means provided by
the platform.

Signature

void au thenticate(in AuthSuccessCB successCB, in optional AuthErrorCB
errorCB);

Errors can occur due to: a policy restricting access to this API, or an unknown error in the
devicespecific authentication method.

This is an asynchronous method, although it mayl vbe used (in practice)
synchronously.

Parameters
e successCB
o Optional: No.
o Nullable No
o Type:AuthSuccessCB

o Description:contains the status of the user with regards to authentication,
including when
and how he or she was last authenticatétddoes notinclude user identity.

e errorCB
o Optional: Yes.
o Nullable No
o Type:AuthErrorCB

o Description:is a callback for when errors occur

Return value
isAuthenticated

Query the runtime to ask whether the user has recently been authenticated. How the

platform

detemines this is not specified. It may return true if the user entered their PIN in the last
10

minutes, for example. It is expected that a platform preference based on current
authentication

status would be defined. These preferences are sesangjti\e.

Signature
boolean isAuthenticated();
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Errors can occur due to: a policy restricting access to this API, or if the platform does not
have
a definitive answer due to a misconfigured preference or lack of information.

This is a synchronous method. Exmettuse would be to check at an important place
whether the user is authenticated and, if not, call "authenticate" to do so.

Return value
True IFF the user has been authenticated to the satisfaction of the platform.

Exceptions
e AuthenticationException:

getAuthenticationStatus

Query the runtime for precise details about the current state of the user with regard to
authentication.

Signature
AuthStatus getAuthenticationStatus();

Errors can occur due to: a policy restricting access to this API.

This is a spchronous method. Expected use is for when an application is determining
whether the user ought to-aeithenticate, or whether the user is suitably authenticated for
a particular action. Future versions of this APl may be able to insist that the user
authenticates in a certain way.

Return value
AuthStatus returns the status of the user with regards to authentication, including when
and how he or she was last authenticatéiddoes not include user identity.

Exceptions

e AuthenticationException:

2.6. WebinosAuthentication

The WebinosAuthentication interface describes the part of the Authentication API accessible
through the webinos object.

[NolInterfaceObject] interface WebinosAuthentication {
readonly attribute WebinosAuthenticati oninterface authentication;

h

webinoscore::Webinos implements WebinosAuthentication

Attributes
readonly WebinosAuthenticationInterface authentication

webinos.authentication object.
This attribute is readonly.
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3. Exceptions

3.1. Authenti cationException

Exception codes for authentication events

exception AuthenticationException{
unsigned short code;
DOMString message;
const unsigned short UNKNOWN_ERROR = 0;
const unsigned short INVALID_ARGUMENT_ERROR =1 ;
const unsigned short PERMISSION_DENIED_ERROR = 20;
const unsigned short TIMEOUT_ERROR = 2;

k
4. Features

This is the list of URIs used to declare this API's features, for use in the widget config.xml and as
identifier for service typén service discovery functionality. For each URI, the list of functions
covered is provided.

http://webinos.org/api/authentication

5. Full WebIDL

module authentication {
[NolnterfaceObject]
interface AuthStatus {
attribute DOMString? lastAuth Time;
attribute DOMString? authMethod;
attribute DOMString? authMethodDetails;

h

[NolInterfaceObject]

interface AuthError {
const unsigned short UNKNOWN_ERROR = 0;
const unsigned short INVALID_ARGUMENT_ERROR =1,
const unsigned short PERMISSION_DENIED_ERROR = 20;
const unsigned short TIMEOUT_ERROR = 2;
readonly attribute unsigned short code;

h

[Callback=FunctionOnly, NolnterfaceObject]
interface AuthSuccessCB {
void onSucc ess( AuthStatus  status);

h

[Callback=FunctionOnly, NolnterfaceObject]
interface AuthErrorCB {
void onError( AuthError  error);

h

exception AuthenticationException{
unsigned short code;
DOMString message;
const unsigned short UNKNOWN_ERROR = 0;
const unsigned short INVALID_ARGUMENT_ERROR =1,
const unsigned short PERMISSION_DENIED_ERROR = 20;
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const unsigned short TIMEOUT_ERROR = 2;
2
[NolnterfaceObject]
interface WebinosAuthenticatio ninterface {
void authenticate ( in AuthSuccessCB  successCB, in optional AuthErrorCB  errorCB

boolean isAuthenticated () raises( AuthenticationException );
AuthStatus  getAuthenticationStatus () raises( AuthenticationException );
h
[NolInterfaceObject] interface WebinosAuthentication {
readonly attribute WebinosAuthenticationInterface authentication;

h

webinoscore::Webinos implements WebinosAuthentication ;
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Abstract
The Context API

Summary of Methods

Interface Method

ContextManagerHook

void executeQuergQuerySuccessCallback segsCallback,
QueryErrorCallback? errorCallback, Query query)
void subscribeContextEvef8ubscribeSuccessCallback

ContextManager . . .
g subscribeSuccessCallback, SubscribeErrorCallback? subscribeErrorCal
OccuringEvent eventHandler, DOMString eventldentifier)
void unsubscibe(unsigned long subscriptionldentifier)
Query
ContextError

QuerySuccessCallback||void onsuccessSSPARQLquery queryResult)

QueryErrorCallback void onerror(ContextError error)
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Interface Method

SubscribeSuccessCallb|void onsucces@insigned long subscriptionldentifie

SubscribeErrorCallback|void onerror(ContextError error)

OccuringEvent void onContextEve{DOMString eventContextData)

1. Introduction

The Context API defines the hidavel interfaces required to obtain access to a user's context
data. The API suppte two basic ways of accessing context data:

1. executing a query against the context data storage and retrieving context data through the
guery results.

2. subscribing to receive real time context data updates as soon as a context related event
happens.

2. Interfaces

2.1. ContextManagerHook

Defines what is instantiated in initialization.

[NolnterfaceObject] interface ContextManagerHook {
readonly attribute ContextManager  context;

I3
There will be a webinos.context object that allows accesbag functionality of this module.

2.2. ContextManager

This is the entry point for the context API. The interface provides the two basic methods to
access the User's context data, i.e. query or subscribe to updates.

[NolnterfaceObject] interface Conte xtManager {

void executeQuery(in QuerySuccessCallback successCallback,
in  QueryErrorCallback ? errorCallback,
in  Query query)
raises( ContextError );

void subscribeContextEvent(in SubscribeSucce ssCallback  subscribeSuccessCallback,
in  SubscribeErrorCallback ? subscribeErrorCallback,
in  OccuringEvent eventHandler,
in DOMString eventldentifier)
raises( Conte xtError );

void unsubscribe(in unsigned long subscriptionldentifier)
raises( ContextError );

h

webinos implements ContextManager
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Methods
executeQuery

Performs a context query against the context storage.

Signature

void executeQuery(in QuerySuccessCallback successCallback, in
QueryErrorCallback? errorCallback, in Query query);

When this method is invoked it executes the provided query against the context storage.
The context storage is a collection context objects, each one with sptilites,

which hold context data that have been acquired over time by identifying a number of
context related events. The Query parameter that this method uses specifies what context
data (i.e. from which context objects) should be retrieved.

Mediation by policy and security: this method, as it provides application with data
(context) about the user, is expected to have privacy considerations. Therefore the system
is able to ignore the request of an app to receive context data if the User Privagy Polic
dictates so (i.e. the user has not authorized the app to access the context data it ask for in
the Query parameter).

Parameters
e successCallback
o Optional: No.
o Nullable No
o Type:QuerySuccessCallback

o Description:Function to be invoked if the asynchroroguery operation
completes successfully.

e errorCallback
o Optional: No.
o Nullable Yes
o Type:QueryErrorCallback

o Description:Function to be invoked if the asynchronous query operation results
in errors.

o Optional: No.

o Nullable No

o Type:Query
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o Descrigion: The Query object describing the query to be executed against the
context storage.

Return value
void call

Exceptions

e ContextError:

with error code TYPE_MISMATCH_ERR if the input parameter is not
compatible with the expected type for that parameter.

subscribeContextEvent

Registers the function to be notifies when a context related event occurs.

Signature

void subscribeContextEvent(in SubscribeSuccessCallback
subscribeSuccessCallback, in SubscribeErrorCallback?

subscribeErrorCallback, in OccuringEv ent eventHandler, in DOMString
eventldentifier);

When this method is invoked, the implementation must register the (app) function that is
passed in the eventHandler argument as the hander function that will be notified when the
context related event, whidn turn is identified in the eventldentifier, happens. This
function will be invoked every time the indicated event occurs until the unsubscribe
method is invoked to cancel the subscription.

If the subscription is successfully created, an identifiertlier handler is created and
returned in subscriptionSuccessCallback so that it is possible to cancel the subscription. If
the subscription cannot be created, the subscriptionErrorCallback contains an error code
that describes the reason for the error.

Mediation by policy and security: this method, as it can provide an application with real
time data (context) about the user, is expected to have privacy considerations. Therefore
the system is able to ignore the request of an app to receive context da&tdJgeth
Privacy Policy dictates so (i.e. the user has not authorized the app to access the context
data of the dictated event).

Parameters
e subscribeSuccessCallback
o Optional:No.
o Nullable No

o Type:SubscribeSuccessCallback
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o Description:Function to be invoéd if the asynchronous subscribe request
completes successfully.

¢ subscribeErrorCallback
o Optional: No.
o Nullable: Yes
o Type:SubscribeErrorCallback

o Description:Function to be invoked if the asynchronous subscribe request
results in errors.

e eventHandler

o Optional: No.

o Nullable No

o Type:OccuringEvent

o Description:The function to be invoked when the dictated event occurs.
o eventldentifier

o Optional: No.

o Nullable No

o Type:DOMString

o Description:The event identifier, for example "UserProfileUpdate”,
"ShoppingBsketCheckout".

Return value
void call

Exceptions

e ContextError:

with error code TYPE_MISMATCH_ERR if the input parameter is not
compatible with the expected type for that parameter.

unsubscribe

Cancels a subscription to a context related event.

Signaure
void unsubscribe(in unsigned long subscriptionldentifier);
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If the subscriptionldentifier argument is valid and corresponds to a subscription already
in place the subscription process MUST be effectivelly stoped. If the subscriptionHandler
argument doe not correspond to a valid subscription, the method should return without

any further action.

Parameters
e subscriptionldentifier
o Optional: No.
o Nullable: No
o Type:unsigned long

o Description:The identifier of the subscription, returned by
subscribeContextEwnt().

Return value
void call

Exceptions

e ContextError:

with error code TYPE_MISMATCH_ERR if the input parameter is not
compatible with the expected type for that parameter.

2.3. Query

Query interface,

[Callback, NolnterfaceObject] interface Query {
attribute SPARQLquery xmlQuery;
I3

Attributes
SPARQLquery xmiQuery

guery content in xml format

SPAROQL query lanquage for RDF

2.4. ContextError

Defines the error codes for this module
[Noln terfaceObject] interface ContextError {
const unsigned short SECURITY_ERR = 1;
const unsigned short INVALID_QUERY_ERR = 2;
const unsigned short TYPE_MISMATCH_ERR = 3;
3
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Constants
unsigned short SECURITY_ERR

Security Error
unsigned short INVALID_QUERY_ERR

invalid query
unsigned short TYPE_MISMATCH_ERR

invalid query

2.5. QuerySuccessCallback

Interface for callbacks indicating success of executeQuery() operation.

[Callback=FunctionOnly, NolnterfaceObject] interface QuerySuccessCallback {
void onsuccess (SPARQLquery queryResult);
2

Methods
onsuccess

Callback on success of a executeQuery() operation

Signature
void onsuccess(SPARQLquery queryResult);

Parameters

e queryResult
o Optional: No.
o Nullable No
o Type:SPARQLquery

o Descrption: Result of the query operation serialized as a json string, see
SPARQL guery language for RDF

Return value
void

2.6. QueryErrorCallback

Interface for callbacks indicating error of executeQ(evperation.

[Callback=FunctionOnly, NolnterfaceObject] interface QueryErrorCallback {
void onerror ( ContextError error);

h

Methods
onerror
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Callback on failure of a executeQuery() operation

Signature
void onerror(ContextError error);

Parameters

e error
o Optional: No.
o Nullable No
o Type:ContextError

o Description:The ContextError object capturing the type of the error.

Return value
void

2.7. SubscribeSuccessCallback

Interface for callbacks indicating success of subscribeContextEventgtiope

[Callback=FunctionOnly, NolnterfaceObject] interface SubscribeSuccessCallback {
void onsuccess (unsigned long subscriptionldentifier);

h

Methods
onsuccess

Callback on success of a subscribeContextEvent() operation

Signature
void onsuccess(unsigned long subscriptionldentifier);

Parameters

e subscriptionldentifier
o Optional: No.
o Nullable No
o Type:unsigned long

o Description:A subscription handler that can be later used to cancel the
subscription.

Return value
void
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2.8. SubscribeError Callback

Interface for callbacks indicating error of subscribeContextEvent() operation.

[Callback=FunctionOnly, NolnterfaceObject] interface SubscribeErrorCallback {
void onerror ( ContextError error);

h

Methods
onerror

Callback on failue of a subscribeContextEvent() operation

Signature
void onerror(ContextError error);

Parameters

e error
o Optional: No.
o Nullable No
o Type:ContextError

o Description:The ContextError object capturing the type of the error.

Return value
void

2.9. OccuringEvent

Interface for specifying the method called when a new context related event occurs.

[Callback=FunctionOnly, NolnterfaceObject] interface OccuringEvent {
void onContextEvent (DOMString eventContextData);

h

This interface specifies a fation that provides a serialized json string of the context data
retrieved from the happening of a context related event.

Methods
onContextEvent

Method invoked when the context related event occurs.

Signhature
void onContextEvent(DOMString eventContextDat a);

Parameters

e eventContextData

o Optional:No.
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o Nullable No
o Type:DOMString

o Description:The context data acquired by the event.

Return value
void

3. Features

When the feature
e http://webinos.org/api/context

or any of the features hierarchically underttfemture is successfully requested, the interface
ContextManager IS instantiated, and the resulting object appears in the global namespace as
.context

This is the list of URIs used to declare this API's features, for use in the widget config.xml and as
identifier for service type in service discovery functionality. For each URI, the list of functions
covered is provided.

http://webinos.org/api/context

Acccess to all the module. This feature provides access to the whole API. Security and
Privacy enforcene may depend on the query or subscription requested by the
developer.

4. Full WebIDL

module context {
[NolInterfaceObject] interface ContextManagerHook {
readonly attribute ContextManager  context;
2

webinos implements ContextManager ;

[NoInt erfaceObiject] interface ContextManager {
void executeQuery(in QuerySuccessCallback successCallback,
in  QueryErrorCallback ? errorCallback,
in  Query query)
raises( ContextError );

void subscribeCo ntextEvent(in SubscribeSuccessCallback subscribeSuccessCallback,
in  SubscribeErrorCallback ? subscribeErrorCallback,
in  OccuringEvent eventHandler,
in DOMString eventldent ifier)
raises( ContextError );

void unsubscribe(in unsigned long subscriptionldentifier)
raises( ContextError );

[Callback, NolnterfaceObject] interface Query {
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attribute SPARQLquery xmlQuery;
b

[NolnterfaceObject ] interface ContextError {
const unsigned short SECURITY_ERR =1,
const unsigned short INVALID_QUERY_ERR = 2;
const unsigned short TYPE_MISMATCH_ERR = 3;

5

[Callback=FunctionOnly, NolnterfaceObject] interface QuerySuccessCallback {
void onsuccess (SPARQLquery queryResult);

h

[Callback=FunctionOnly, NolnterfaceObject] interface QueryErrorCallback {
void onerror ( ContextError error);

h

[Callback=FunctionOnly, NolnterfaceObject] interface Sub scribeSuccessCallback {
void onsuccess (unsigned long subscriptionldentifier);

h

[Callback=FunctionOnly, NolnterfaceObject] interface SubscribeErrorCallback {
void onerror ( ContextError error);

h

[Callback=FunctionO nly, NolnterfaceObject] interface OccuringEvent {
void onContextEvent (DOMString eventContextData);

h
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Abstract
The Event Handling API

Summary of Methods

Interface Method

WebinsEventEntity

WebinosEventAddressing

void dispatchWebinosEve@tVebinosEventCallbacks? callbacks,
DOMTimeStamp? referenceTimeout, boolean sync)

WebinosEvent void forwardWebinosEverfiWebinosEventAddressing forwarding, boole
withTimeStamp, WebinosEventitacks? callbacks, DOMTimeStamp?
referenceTimeout, boolean sync)

WebinosEventDeliveryErr

void onSendin@WebinosEvent event, WebinosEventEntity recipient)
void onCachingyVebinosEvent event)

void onDeliveryWebinosEvent event, WatnsEventEntity recipient)
void onTimeou{WebinosEvent event, WebinosEventEntity recipient)
void onErro(WebinosEvent event, WebinosEventEntity recipient,
WebinosEventDeliveryError error)

WebinosEventCallbacks
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Interface Method

WebinosEventListener |void handleEvenfWebinosEvent event)

WebinosEventreateWebinosEve(@OMString type,
WebinosEventAddressing addressing, DOMString? payload, Webinos
inResponseTo, boolean withTimeStamp, DOMTimeStamp?
expiryTimeStamp, boolean addressingSensitive)
DOMStringaddWebinosEventsiener(WebinosEventListener listener,
DOMString? type, WebinosEventEntity? source, WebinosEventEntity?
destination)

void removeWebinosEventListen@OMString listenerld)

Webinoskentsinterface

WebinosEvents

1. Introduction

The Webinos Event Handling API provides means to axgh data in terms of events among
addressable entities (e.g., applications, services), either locally or remotely.

This is an advanced API that is mostly meant to be used byghityg developers to implement
custom evenbased protocols by taking advage of the features offered by the Webinos event
handling system, that in turn leverages off of the features offered by Webinos overlay
networking model.

It is, therefore, strongly recommended to carefully read the Messaging section in the Webinos
systemspecifications before committing to the usage of this API.

Despite its apparent complexity, this API revolves around three simple basic concepts:
generating events, sending/forwarding events and registering/unregistering event listeners for
incoming evets.

The following example demonstrates what the core functionality of a simplicistic textual chat
application could look like if implemented using this API.

Code example

/I Array of objects implementing the WebinosEventEntity interface that

I/ represents the list of participants to the chat session, excluding the
/I current application.

var participants = [...];

// DOM element that keeps a log of the whole session.
var logElem;

// DOM Text object that allows the user to insert text messages.
var inputkl em;

/I Function that somehow returns a human - readable name associated to the input
/I entity.
function getName(entity) {
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}

/I Function that returns a copy of the input string with HTML control characters
11 (<, '>''&") escaped ('&lt;', '&gt;’, ‘&amp;").
function escapeHTML(str) {
str = str.replace(/&/g, '&amp;");
return str.replace(/</g, '&lt;").replace(/>/g, '&gt;");
}

/I Listener callback for incoming events.
function onMsg(evt) {
/I Appends event data to logElem.
// E.g.: [00:00:00] Stefano said: Hi all!
logElem.innerHTML +="[" + new Date(evt.timeStamp).toLocaleTimeString() + "] "
+ getName(evt.addressing.source) + " said: "

+ escapeHTML(evt.payload) + " \n"
}
// Delivery error notific ation callback.
function onMsgError(evt, recipient, error)
{

/I Pops up an alert dialog with error details.

/I E.g.: Stefano did not receive your message saying: "How are you?"

I Event refused (4)

alert(getName(recipient) + ' did not receive your message saying: ™
+ evt.payload + " \'n' + error.message + (' + error.code +)’);

}

/I Listener to DOM "click" event for some "Send Message" button.
function onSendButtonClicked() {
/I Creates a new event of type "chatMessage" directed t o all the chat
// participants with payload containing the text in inputElem and with
Il timestamp.
var evt = webinos.events.createWebinosEvent("chatMessage”, {to: participants},
inputElem.value, null, tr ue, null,
true);

/I Sends the event and specifies the onMsgError callback for handling error
// delivery notifications.
evt.dispatchWebinosEvent({onError: onMsgError});

/I Appends the input message to logElem.
/I E.g.: [00:01:00] you said: "Let's try again... how are you?"
logElem.innerHTML +="[" + new Date(evt.timeStamp).toLocaleTimeString()
+ "] you said: " + escapeHTML(evt.payload) + " \n";

}

/I Initialization stuff.
docu ment.onLoad = function() {
/I Gets "log" element.
logElem = document.getElementByld("log");

/I Gets "input" element.
inputElem = document.getElementByld("input");

/I Adds the onMsg() callback as an event listener for incoming events with
/'t ype "chatMessage", from any source and to any destination (within the
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Il application).
webinos.events.addWebinosEventListener(onMsg, "chatMessage");

}

2. Interfaces

2.1. WebinosEventEntity

The WebinosEventEntity interface describes an addressabileddrany kind.

[NolnterfaceObject] interface WebinosEventEntity {
attribute DOMString id;

h

Attributes
DOMString id

Globally unique identifier.

2.2. WebinosEventAddressing

The WebinosEventAddressing interface contaeferences to the sender and recipients of an
event.

[NolnterfaceObiject] interface WebinosEventAddressing {
attribute WebinosEventEntity source;
attribute WebinosEventEntity [] to;
attribute WebinosEve ntEntity  [] cc;
attribute WebinosEventEntity [] bec;

h

This interfaces comes in two flavors: a strict normalized form for events generated and/or
processed by the Webinos runtime, and a more laxhoomalized form to ease API usage.

Please, keep in mind that the Webinos runtime always operates on normalized equivalents of
usersupplied objects implementing this interface inmmmmalized form, hence it creates those
equivalents by applying the normalization process described inddcementation of the
createWebinosEvent() function of the WebinosEventsinterface interface.

Details on both forms are given in each attribute's description.

Attributes
WebinosEventEntity source

Event source.
In the normalized form it SHALL always betse

The nonnormalized form allows to use null or undefined to indicate the current
application.
WebinosEventEntity [] to

Array of primary recipients.
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It MUST always contain at least one element.

In the normalized form it SHALL be sorted in ascendindeorby Unicode code points
and SHALL NOT contain duplicate entries.

WebinosEventEntity [] cc

Array of secondary recipients.
It MAY be empty.

In the normalized form it SHALL be sorted in ascending order by Unicode code points,
SHALL NOT contain duplicateentries and SHALL NOT contain entries that are also
found in the "to" array.

The nonnormalized form allows to use null or undefined to indicate no secondary
recipients.

WebinosEventEntity [] bcc

Array of blind-carboncopy recipients.
It MAY be empty.

In the normalized form it SHALL be sorted in ascending order by Unicode code points,
SHALL NOT contain duplicate entries and SHALL NOT contain entries that are also
found in the "to" or "cc" arrays.

The nonnormalized form allows to use null or undefinedindicate no blinecarbon
copy recipients.

2.3. WebinosEvent
The WebinosEvent interface describes an incoming or outgoing event.

[NolnterfaceObject] interface WebinosEvent {
readonly attribute DOMString type;

re adonly attribute WebinosEventAddressing addressing;
readonly attribute DOMString id;

readonly attribute WebinosEvent inResponseTo;

readonly attribute DOMTimeStamp? timeStamp;

readonly attribut e DOMTimeStamp? expiryTimeStamp;
readonly attribute boolean addressingSensitive;

readonly attribute WebinosEventAddressing forwarding;

readonly attribute DOMTimeStamp? forwardingTimeStamp;
rea donly attribute DOMString? payload,;

void dispatchWebinosEvent(
in optional WebinosEventCallbacks ? callbacks,
in optional DOMTimeStamp? referenceTimeout,
in optional boolean sync)

raises( WebinosEventException  );

void forwardWebinosEvent(
in  WebinosEventAddressing forwarding,
in optional boolean with TimeStamp,
in optional WebinosEventCallbacks ? callbacks,
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in optional DOMTimeStamp? referenceTimeout,
in optional boolean sync)
raises( Webin osEventException );

h

Attributes
readonly DOMString type

Event type identifier.
It MUST match the following regular expression: {z&-Z][_a-zA-Z0-9]*
Identifiers "deliveryNotification”, "JSONRPC20Request" and "JSONRPC20Response"

are reserved, Imnee not allowed.
This attribute is readonly.

readonly WebinosEventAddressing addressing

References to the original sender and recipients in normalized form.
This attribute is readonly.

readonly DOMString id

Event identifier.

It is calculated by hashijna partial serialization of the WebinosEvent object that
involves:

- the event type;

- the original event source and primary recipients, in case the "addressingSensitive
attribute is true;

- the identifier of the event that this event is a responséday;

- the event timestamp, if present;

- the event expiry timestamp, if present;

- the payload, if present.

Even though not strictly required, conforming implementations are recommended to
implement some strategy to try to limit the likelihoodhtttan application instance is
delivered more than one event with a given id. Users of this APl MUST assume that no
more than one event with a given id is ever delivered to a given recipient.

For more details, please refer to the Webinos system speoifisati
This attribute is readonly.

readonly WebinosEvent inResponseTo

Event that this event is a response to.

If null, this event was not sent in response to another event.
This attribute is readonly.

readonly DOMTimeStamp? timeStamp
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Moment in time in vinich the event is generated by the original event source.

It MAY be null.
This attribute is readonly.

readonly DOMTimeStamp? expiryTimeStamp

Moment in time past which the event is no more valid or meaningful.

It MAY be null.
This attribute is readonly

readonly boolean addressingSensitive

Indicates whether the original addressing information is part of the informative content of
the event.

In practice, when this is set to true, the identifiers of the orignal event source and primary
recipients are sl to compute the event id.

This attribute is readonly.

readonly WebinosEventAddressing forwarding

References to the entity that forwarded the event and the recipients of such forwarding.

It is null if the event was not subject to any forwarding, hehcemes straight from the
original sending entity.

This attribute is readonly.

readonly DOMTimeStamp? forwardingTimeStamp

Moment in time in which the event was forwarded by the forwarding source.

It SHALL be null if "forwarding” is null and MAY be nullso if "forwarding” is not
null.

This attribute is readonly.

readonly DOMString? payload

Event typespecific data.

It MAY be null.
This attribute is readonly.

Methods
dispatchWebinosEvent

Sends an event.
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Signature
void dispatchWebinosEvent(in optio nal WebinosEventCallbacks? callbacks,

in optional DOMTimeStamp? referenceTimeout, in optional boolean sync);

W.r.t. the "Delivery notification wanted" attribute described in the Webinos system
specification, its value in the implementation is to be dedfefrem the callbacks
parameter and allowed to change between dispatchWebinosEvent() and
forwardWebinosEvent() calls. It SHALL be true when delivery and/or error callbacks are
passed via the callbacks argument, false otherwise.

NOTE: Please, keep in minchat all recipients SHALL get references to all entities
specified in the "to" and "cc" attributes.

Parameters
o callbacks
o Optional: Yes.
o Nullable Yes
o Type:WebinosEventCallbacks

o Description:Set of callbacks to monitor sending status (null and undefimed a
considered as equivalent to a WebinosEventCallbacks object with all attributes
set to null).

o referenceTimeout
o Optional: Yes.
o Nullable Yes
o Type:DOMTimeStamp

o Description:Moment in time until which the Webinos runtime SHALL ensure
that the WebinosEvembject being sent is not garbage collected for the
purpose of receiving events in response to the event being sent (null, undefined
and values up to the current date/time mean that no special action is taken by
the runtime in this regard).

e sync
o Optional:Yes.
o Nullable No
o Type:boolean

o Description:If false or undefined, the function is ndrocking, otherwise if true
it will block until one of the following conditions becomes true:
- if referenceTimeout represents a moment in time in the future at toaié,
that moment is reached,
- otherwise, if the "expiryTimeStamp" attribute is specified as a moment in time
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in the future at call time, that moment is reached;
- in any case, the end result of the operation is completely determined for all
recipientsand all callbacks that were to be called have run.

Exceptions

e WebinosEventException:

INVALID_ARGUMENT_ERROR if any of the supplied arguments is not valid.
PERMISSION_DENIED_ ERROR if some local policy rule does not allow for the
event to be sent.

forwar dWebinosEvent

Forwards an event.

Signature

void forwardWebinosEvent(in  WebinosEventAddressing forwarding, in
optional boolean withTimeStamp, in optional WebinosEventCallbacks?
callbacks, in optional DOMTimeStamp? referenceTimeout, in optional
boolean sync );

W.r.t. the "Delivery notification wanted" attribute described in the Webinos system
specification, its value in the implementation is to be deferred from the callbacks
parameter and allowed to change between dispatchWebinosEvent() and
forwardWebinosEvet() calls. It SHALL be true when delivery and/or error callbacks are
passed via the callbacks argument, false otherwise.

Conforming implementations SHALL NOT modify the "Forwarding" attribute of the
local WebinosEvent object when this function is called.

NOTE: Please, keep in mind that all recipients referenced by the forwarding argument
SHALL get references to all entities specified in the "to", "cc" and "bcc" arrays of the
"addressing" attribute, as well as references to all entities specified irothant "cc"
arrays of the forwarding argument.

Parameters

o forwarding
o Optional: No.
o Nullable No
o Type:WebinosEventAddressing

o Description:References to the entity on the behalf of which the application
wants to forward the event and to the recipientssafch forwarding. This
argument SHALL be processed in the same way as the
webinos.events.createWebinosEvent() function processes its "addressing"
argument (i.e., make a normalized copy).

e withTimeStamp
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o Optional:Yes.
o Nullable No
o Type:boolean
o Description:Whether to set the forwarding timestamp (undefined is considered

as equivalent to false).

e callbacks

(0]

(0]

Optional: Yes.
Nullable Yes
Type:WebinosEventCallbacks

Description:Set of callbacks to monitor forwarding status (null and undefined
are considered asquivalent to an WebinosEventCallbacks object with all
attributes set to null).

o referenceTimeout

(0]

(0]

e sSync

Exceptions

Optional: Yes.
Nullable Yes
Type:DOMTimeStamp

Description:Moment in time until which the Webinos runtime SHALL ensure
that the WebinosEvent object beingriearded is not garbage collected for the
purpose of receiving events in response to the event being forwarded (null,
undefined and values up to the current date/time mean that no special action is
taken by the runtime in this regard).

Optional: Yes.
Nullable No
Type:boolean

Description:If false or undefined, the function is ndimtocking, otherwise if true

it will block until one of the following conditions becomes true:

- if referenceTimeout represents a moment in time in the future at call time,
that moment is reached;

- otherwise, if the "expiryTimeStamp" attribute is specified as a moment in time
in the future at call time, that moment is reached;

- in any case, the end result of the operation is completely determined for all
recipients and alcallbacks that were to be called have run.

e WebinosEventException:
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INVALID_ARGUMENT_ERROR if any of the supplied arguments is not valid.
PERMISSION_DENIED_ ERROR if some local policy rule does not allow for the
event to be forwarded.

2.4. WebinosEventDeliveryError

The WebinosEventDeliveryError interface describes event delivery errors reported using the
delivery notification protocol.
[NolInterfaceObject] interface WebinosEventDeliveryError {

readonly attribute unsigne d short code;
readonly attribute DOMString message;

const unsigned short UNKNOWN_ERR =0;

const unsigned short INVALID =1;

const unsigned short BAD_DESTINAT ION =2;
const unsigned short EXPIRED =3

const unsigned short REFUSED =4;

const unsigned short NO_REFERENCE =b5;

h

Constants
unsigned short UNKNOWN_ERR

Unknown error.
unsigned short INVALID

The recipient got an invalid event (e.g., transmission error).
unsigned short BAD_DESTINATION

The intended recipient is unknown or unreachable.
unsigned short EXPIRED

The event expired before thactual delivery, according to its "expiryTimestamp"
attribute.

unsigned short REFUSED

The event could not be received because of lack of authorization and/or policy settings.
unsigned short NO_REFERENCE

The recipient does not hold a local reference te #wvent specified by the
"iInResponseTo" attribute.

Attributes
readonly unsigned short code

Error code.
This attribute is readonly.

readonly DOMString message
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Error description.
This attribute is readonly.

2.5. WebinosEventCallbacks

The WebinosEventCliacks interface allows to pass a set of status monitoring callbacks to
event sending/forwarding methods.

[Callback, NolnterfaceObject] interface WebinosEventCallbacks {

void onSending(in WebinosEvent event,
in  WebinosEventEntity recipient);
void onCaching(in WebinosEvent event);
void onDelivery(in WebinosEvent event,
in  WebinosEventEntity recipient);
void onTimeout(in WebinosEvent event,
in  WebinosEventEntity recipient);
void onError(in WebinosEvent event,
in  WebinosEventEntity recipient,
in  WebinosEventDeliveryError err or);

h

TODO: does this definition allow to use null/undefined? Otherwise should define callback types
and use nullable attributes.

Methods
onSending

Called right after the event has been successfully transmitted to the "next hop".

Signature
void onSending(in WebinosEvent event, in WebinosEventEntity recipient);

This callback SHALL NOT be called more than once per recipient for each send/forward.

Parameters
e event
o Optional: No.
o Nullable No
o Type:WebinosEvent
o Description:The event being transméd.
e recipient

o Optional: No.
o Nullable No
o Type:WebinosEventEntity

o Description:The recipient to which the event is being transmitted.
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onCaching

Called right after the event has been put into the Local Event Cache for later transmission
(e.g., when tryig to send it to a remote entity but no connectivity is currently available).

Signature
void onCaching(in WebinosEvent event);

Parameters

e event
o Optional: No.
o Nullable No
o Type:WebinosEvent

o Description:The event being cached.
onDelivery
Called as sooms successful event delivery has been reported by a given recipient or if
the recipient notifies that it did already receive an event with the same ID.

Signature
void  onDelivery(in  WebinosEvent  event, in  WebinosEventEntity
recipient);

This callback SHALLNOT be called more than once per recipient for each send/forward.

Conforming implementations SHALL set the "Delivery notification wanted" attribute
described in the Webinos system specifications as true whenever this callback is

specified.
Parameters
e event
o Optional: No.
o Nullable No
o Type:WebinosEvent
o Description:The event that was successfully delivered.
e recipient

o Optional: No.

o Nullable No

o Type:WebinosEventEntity

o Description:The recipient that notified delivery success.
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onTimeout

onError

Called right afér the moment in time specified by the "referenceTimeout" attribute is
reached and the given primary recipient did not successfully sent back at least one event
in response to the given event.

Signature
void onTimeout(in WebinosEvent event, in WebinosEven tEntity recipient);

This callback SHALL only be called if the "referenceTimeout" attribute indicates a
moment in time in the future at sending/forwarding time and SHALL NOT be called
more than once per recipient for each send/forward.

Parameters

e event
o Optional: No.
o Nullable No
o Type:WebinosEvent
o Description:The event.

e recipient
o Optional: No.
o Nullable No
o Type:WebinosEventEntity

o Description:The recipient that did not successfully sent back at least one event
in response to the given event.

Called as soon as unsuccessful event delivery has been reported w.r.t. a given recipient.

Signature
void onError(in WebinosEvent event, in WebinosEventEntity recipient, in
WebinosEventDeliveryError error);

This callback SHALL be called when the recipiegports unsuccessful delivery or when
it was not possible to send the message and the event expired.

This callback SHALL NOT be called more than once per recipient for each send/forward.

Conforming implementations SHALL set the "Delivery notification veafitattribute
described in the Webinos system specifications as true whenever this callback is
specified.
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Parameters

e event

o Optional: No.

o Nullable No

o Type:WebinosEvent

o Description:The event that was not successfully delivered.
e recipient

o Optional: No.

o Nullable No

o Type:WebinosEventEntity

o Description:The recipient that notified delivery error.

o Optional: No.

o Nullable No

o Type:WebinosEventDeliveryError
o Description:The reported error.

2.6. WebinosEventListener

The WebinosEventListener interadescribes an event listener callback.

[Callback=FunctionOnly] interface WebinosEventListener {
void handleEvent(in WebinosEvent event);

h

Methods
handleEvent

Called when a new event is received.

Signature
void handleEve  nt(in WebinosEvent event);

Parameters

e event
o Optional: No.
o Nullable No

o Type:WebinosEvent
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o Description:The event.

2.7. WebinosEventsinterface

The WebinosEventsinterface interface describes the part of the Event Handling APl accessible
through the webinosvents object.

[NolnterfaceObject] interface WebinosEventsinterface {
WebinosEvent createWebinosEvent(
in DOMString type,
in  WebinosEventAddressing addressing,
[TreatUndefinedAs=Null]
in optional DOMString? payload,
in optional WebinosEvent ? inResponseTo,
in optional boolean withTimeStamp,
in optional DOMTimeStamp? expiryTimeStamp,
in optional boolean addressingSensitive)
raises( WebinosEventException  );
DOMString addWebinosEventListener (
in  WebinosEventListener listener,
[TreatUndefinedAs=Null]
in optional DOMString? type,
in optional WebinosEventEntity ~ ? sourc e,
in optional WebinosEventEntity ~ ? destination)
raises( WebinosEventException );
void removeWebinosEventListener(in DOMString listenerld)
raises( WebinosEventExcept ion );

Methods
createWebinosEvent

Creates a new event.

Signature

WebinosEvent createWebinosEvent(in DOMString type, in
WebinosEventAddressing addressing, in optional DOMString? payload, in

optional WebinosEvent? inResponseTo, in optional boolean withTimeStamp,

in optional DOMTimeStamp? expiryTimeStamp, in optional boolean
addressingSensitive);

The function SHALL accept the "addressing” argument both in normalized and non
normalized form and, in either case, the resulting "addressing" attribulte inewly
created WebinosEvent object SHALL reference a newly created and normalized
equivalent of such argument where:

- entries that are found both in "to" and "cc" in the original argument are removed from
the "cc" array of the resulting WebinosEvedtkessing object;

- entries that are found both in "to" and "bcc" in the original argument are removed from
the "bcc" array of the resulting WebinosEventAddressing object;

- entries that are found both in "cc" and "bcc" in the original argument are eenfimm

the "bcc" array of the resulting WebinosEventAddressing object.

Furthermore, the function SHALL also make sure that it is valid for the application to
create the event on the behalf of the specified source, otherwise an
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WebinosEventException exasm with error code INVALID_ARGUMENT_ERROR
SHALL be thrown.

Parameters
e type
o
o
o
o

Optional: No.
Nullable: No
Type:DOMString

Description:Event type identifier.

e addressing

o Optional: No.
o Nullable No
o Type:WebinosEventAddressing
o Description:References to theending entity on the behalf of which the
application wants to create the event and to the event recipients.
e payload
o Optional: Yes.
o Nullable Yes
o Type:DOMString
o Description:Event typespecific data or null (undefined is considered as

equivalent to null.

e inResponseTo

(0]

(0]

(0]

(0]

Optional: Yes.
Nullable Yes
Type:WebinosEvent

Description:Event that this event is a response to (undefined is considered as
equivalent to null).

e withTimeStamp

0

(0]

0

Optional: Yes.
Nullable: No

Type:boolean
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o Description:Whether to set thegeneration timestamp (undefined is considered
as equivalent to false).

e expiryTimeStamp
o Optional: Yes.
o Nullable: Yes
o Type:DOMTimeStamp

o Description:Moment in time past which the event is no more valid or
meaningful (undefined is considered as equivalenall).

e addressingSensitive
o Optional: Yes.
o Nullable No
o Type:boolean

o Description:Whether the addressing information is part of the informative
content of the event (undefined is considered as equivalent to false).

Return value
Newly created WebinosEwreobject or null if an error occurred.

Exceptions

e WebinosEventException:

INVALID_ARGUMENT_ERROR if any of the supplied arguments is not valid.
addWebinosEventListener

Registers an event listener.

Signature

DOMString addWebinosEventListener(in WebinosE ventListener listener, in
optional DOMString? type, in optional WebinosEventEntity? source, in

optional WebinosEventEntity? destination);

The arguments to this function act as filters, in the sense that when a new event is
received, the listener is calléthe event's attributes match with all arguments passed to
this function.

When a new event is received, all listeners that were registered via this function with
matching arguments SHALL be called, yet the order of such calls is unspecified.

Registerig a listener SHALL NOT have consequences on other listeners, hence it
SHALL be possible to register multiple listeners to the same event
type/source/destination combinations.
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Parameters

o listener
o Optional: No.
o Nullable No
o Type:WebinosEventListener

o Desciption: The event listener.

o Optional:Yes.
o Nullable Yes
o Type:DOMString

o Description:Specific event type or null for any type (undefined is considered as
null).

e source
o Optional: Yes.
o Nullable Yes
o Type:WebinosEventEntity

o Description:Specific evet source or null for any source (undefined is
considered as null).

e destination
o Optional: Yes.
o Nullable Yes
o Type:WebinosEventEntity

o Description:Specific event recipient (whether primary or not) or null for any
destination (undefined is considered aslln

Return value
Listener identifier.

Exceptions

e WebinosEventException:

INVALID_ARGUMENT_ERROR if any of the supplied arguments is not valid.
removeWebinosEventListener
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Unregisters an event listener.

Signature
void removeWebinosEventListener(in DOMS tring listenerld);

Unregistering a listener SHALL NOT have consequences on other listeners.

Parameters
o listenerld
o Optional: No.
o Nullable No
o Type:DOMString
o Description:Listener identifier as returned by addWebinosEventListener().
Exceptions

¢ WebinosEvetkxception:
INVALID_ARGUMENT_ERROR if any of the supplied arguments is not valid.

2.8. WebinosEvents

The WebinosEvents interface describes the part of the Event Handling API accessible through
the webinos object.

[NolInterfaceObject] interface We binosEvents {
readonly attribute WebinosEventsinterface events;
I3
webinoscore::Webinos implements WebinosEvents ;
Attributes

readonly WebinosEventsinterface events

webinos.events object.
This attribute is readonly.

3. Exceptions

3.1. WebinosEventException

Error codes for the events module.

exception WebinosEventException {
unsigned short code;
DOMString message;

const unsigned short INVALID_ARGUMENT_ERROR =1;
const unsigned short PERMISSION_DENIED_ERROR =2;
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Field
unsigned short code

Error code.
DOMString message

Error description.

4. Features

This is the list of URIs used to declare this API's features, for use in the widget xahind as
identifier for service type in service discovery functionality. For each URI, the list of functions
covered is provided.

http://webinos.org/api/events

5. Full WebIDL

module events {
[NolnterfaceObject] interface WebinosEventEntity {
attribute DOMString id;

h

[NolInterfaceObiject] interface WebinosEventAddressing {
attribute WebinosEventEntity source;
attribute WebinosEventEntity ] to;
attribute WebinosEventE ntity [] cc;
attribute WebinosEventEntity [] bec;

h

[NolInterfaceObject] interface WebinosEvent {
readonly attribute DOMString type;

readonly attribute WebinosEventAddressing addressing;
readonly attribute DOMString id;
readonly attribute WebinosEvent inResponseTo;

readonly attribute DOMTimeStamp? timeStamp;

readonly attribute DOMTimeStamp? expiryTimeStamp;

readonly  attribute boolean addressingSensitive;

readonly attribute WebinosEventAddressing forwarding;
readonly attribute DOMTimeStamp? forwardingTimeStamp;
readonly attribute DOMString? payload;

void dispatchWebinosEvent(
in optional WebinosEventCallbacks ? callbacks,
in optional DOMTimeStamp? referenceTimeout,
in optional boolean sync)
r aises( WebinosEventException );
void forwardWebinosEvent(

in  WebinosEventAddressing forwarding,
in optional boolean withTimeStamp,
in optional WebnosEventCallbacks ? callbacks,

in optional DOMTimeStamp? referenceTimeout,
in optional boolean sync)
raises( WebinosEventException );

2
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exception WebinosEv ~ entException {
unsigned short code;
DOMString message;

const unsigned short INVALID_ ARGUMENT_ERROR =1,
const unsigned short PERMISSION_DENIED_ERROR =2;

h

[Nolnterfa  ceObject] interface WebinosEventDeliveryError {
readonly attribute unsigned short code;
readonly attribute DOMString message;

const unsigned short UNKNOWN_ERR =0;
constunsign  ed short INVALID =1,
const unsigned short BAD_DESTINATION =2;
const unsigned short EXPIRED =3
const unsigned short REFUSED =4;
const unsigned short NO_REFERENCE =b5;
2
[Callback, NolnterfaceObiject] interface WebinosEventCallbacks {
void onSending(in WebinosEvent  event,
in  WebinosEventEntity reci pient);
void onCaching(in WebinosEvent event);
void onDelivery(in WebinosEvent  event,
in  WebinosEventEntity recipient);
void onTimeout(in WebinosEvent event,
in  WebinosEventEntity recipient);
void onError(in WebinosEvent event,
in  WebinosEventEntity recipient,
in  WebinosEventDeliveryError error);

h

[Callback =FunctionOnly] interface WebinosEventListener {
void handleEvent(in WebinosEvent event);

h

[NolInterfaceObiject] interface WebinosEventsinterface {
WebinosEvent createWebinosEvent(
in DOMString type,
in  WebinosEventAddressing addressing,
[TreatUndefinedAs=Null]
in optional DOMString? payload,
inoptio nal WebinosEvent ? inResponseTo,
in optional boolean withTimeStamp,
in optional DOMTimeStamp? expiryTimeStamp,
in optional boolean addressingSensitive)
raises( WebinosEventException );
DOMString addWebinosEventListener(
in  WebinosEventListener listener,
[TreatUndefinedAs=Null]
in optional DOMString? type,
in optional WebinosEventEntity ? source,
in optional WebinosEventEntity ? destination)
raises( WebinosEventException  );
voi d removeWebinosEventListener(in DOMString listenerld)
raises( WebinosEventException );
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h

[NolInterfaceObiject] interface WebinosEvents {
readonly attribute WebinosEventsinterface events;

h

webinoscore::Webinos implements WebinosEvents
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Abstract

The application execution API (AppLauncher) allows activation of webinos applications
installed locally on the device. Fetionality defined in this version of the specification refers to
webinos Phase 1 scope.

Summary of Methods

Interface Method

PendingOperatiotaunchApplicatio(SuccessCallback successCallback,
AppLauncherManag||ErrorCallback errorCallback, applicationID applID, ObjectArray params)
booleanApplnstalledapplicationID applD)

SuccessCallback ||voidonSucced$

ErrorCallback void onErroLaucherAPIError error)

LauncherAPIError

PendingOperation |[void cance()

WebinosLauncher

1. Introd uction

The application execution API allows activation of webinos applications installed locally on the
device. The API is modelled after BONDI v1.1 AppLauncher API.
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Operation of the API is guided by application execution policies, which can be modifiestb
The policies control the following aspects of APl operation:

- Enable/disable of activation of native applications

- Enable/disable of activation of webinos installable applications

- Enable/disable of notifications to users when a webinoscgtigh attempts to activate another
application

- Enable/disable of application ability to discover installed applications

- Enable/disable of logging of operations performed using the API

The application execution API provides mechanisms for webingdicapons to check if
specific webinos application is installed in the device.

2. Interfaces

2.1. AppLauncherManager

NOTE:

- applicationID type will be defined in webinoscore module. Each application will have a unique
ID coming from its manifest fileapplicationID is a string composed of ID from the app
certificate and identifiers assigned by the maker of the app. For the purposes of phase 1
AppLauncher API, we can assume the ID is a string that will be known to the application that
starts another apphtion and is known to the runtime based on manifests of installed apps.

[NolnterfaceObject] interface AppLauncherManager {

PendingOperation launchApplication(in SuccessCallback successCallback,
in ErrorCallback errorCallback,
in applicationID appID,

in optional ObjectArray params)
raises(  AppLauncherEx ception );

boolean Applnstalled(in applicationID applD)
raises(  AppLauncherException );

2
This is the main interface ffathe AppLauncher API.

Code example

/I Define the launchApplication success callback.

function launchedCallback(response) {

alert("Webinos application launched successfully");

}

/I Define the error callback

function errorCallback(response) {

alert( "The following error: " + response.code + ",

occurred");

}

/I Activate webinos application, if the application is installed in the
device.

var appinstalled = webinos.AppLauncher.Applinstalled( appID);

if (appinstalled) {
webinos.AppLauncher.launchApplication(launchedCallback, errorCallback,
appID, null);
}
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Methods
launchApplication

Starts a webinos applitan identified by appID. The method is asynchronous. If the app
was started successfuly, successCallback is invoked. In case of error, errorCallback is

called.

Signature

PendingOperation launchApplication(in SuccessCallback successCallback,
in ErrorCallb ack errorCallback, in applicationID applID, in optional

ObjectArray params);

Parameters

e successCallback
o Optional: No.
o Nullable No
o Type:SuccessCallback

o Description:Callback invoked when a requested vireds app was activated
successfully.

e errorCallback
o Optional: No.
o Nullable No
o Type:ErrorCallback

o Description:Callback invoked if activation of webinos app was not successful.

o Optional: No.

o Nullable: No

o Type:applicationlD

o Description:Identifies webinos application that needs to be activated.
e params

o Optional:Yes.

o Nullable No

o Type:ObjectArray
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o Description:Optional set of parameters for starting the application.

Return value
A pending operation object

Exceptions
e AppLauncherException:

Thrown when activation of the application was not successful.
Applnstalled

Reports if a specific webinos apgtion is installed in the device. The method is
synchronous.

Signature
boolean Applinstalled(in applicationID applD);

Parameters

e applD
o Optional: No.

o Nullable No

o Type:applicationID

o Description:ldentifies webinos application presence of which needs to be
tested.

Return value
True if the application is installed, false if the application is not installed.

Exceptions

e ApplLauncherException:

Thrown when activation of the application was not successful.

2.2. SuccessCallback

This interface defines the callback for a asynchronous launchApplication method.

[Callback=FunctionOnly, NolnterfaceObject]
interface SuccessCallback{
void onSuccess();

h

Methods
onSuccess

This method is called if faction app was launched successfully.
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Signature
void onSuccess();

2.3. ErrorCallback

This interface defines the callback for a failed activation of asynchronous launchApplication
method.

[Callback=FunctionOnly, NolnterfaceObject]

interface ErrorC allback{
void onError(in LaucherAPIError error);
b
Methods
onError

This method is called if asychronous launchApplication method fails.

Signature
void onError(in LaucherAPIError error);

Parameters

e error
o Optional: No.
o Nullable No
o Type:LaucherRIError
o Description:contains information about the error

2.4. LauncherAPIError

API-specific error handling interface

[NolnterfaceObject] interface LauncherAPIError {
readonly attribute unsigned short code;

readonly attribute DOMStri ng message;

const unsigned short UNKNOWN_ERR =0;

const unsigned short  NOT_SUPPORTED_ERR =9;
const unsigned short  TYPE_MISMATCH_ERR =17;
const unsigned short SECURITY_ERR = 18;
const unsigned short NETWORK_ERR =19;
const unsigned short  INVALID_APP_ID =100;
const unsigned short ~ APP_NOT_FOUND =101;
const unsigned short NO_RESOURCES =102;
const unsigned short ~ ALREADY_STARTED =103;
const unsigned short  POLICY_NOT_ALLOWED =104,

kh
The LaucnherAPIError interfaaescribes error interface for the Launcher API.

2.5. PendingOperation

The PendingOperation interface
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[NolnterfaceObject] interface PendingOperation {
void cancel ();

k

The PendingOperation interface describes operation of cancellghghranous methods.
Cancellable asynchronous methods return PendingOperation objects exporting methods for
cancelling the operation.

Methods
cancel

Cancel method for cancelling asynchronous operation

Signature
void cancel();

Cancel ongoing asynchronousetinod call. Upon calling this method the runtime must
immediately stop the pending operation and return.

2.6. WebinosLauncher
The WebinosLauncher interface describes the part of the App Execution API accessible through
the webinos object.

[Nolnte rfaceObiject] interface WebinosLauncher {
readonly attribute AppLauncherManager  launcher;

h

webinoscore::Webinos implements WebinosLauncher ;

Attributes
readonly AppLauncherManager launcher

webinos.launcher object.
This attribute is readonly.

3. Type Definitions

3.1. ObjectArray

Array of DOMStrings.
typedef sequence<object> ObjectArray;

3.2. applicationID

Application ID for identifying installed webinos applications. NOTE: This definition could be
moved to webinos core module in the future.

typedef DOMString applicationID;
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4. Exceptions

4.1. AppLauncherException

Exception definition for AppLauncher module. Errcodes are defined in LauncherAPIError
interface.
exception AppLauncherException {

unsigned short code;
DOMString message;

k
5. Features

This is the list of URIs used to declare this API's features, for use in the widget config.xasl and
identifier for service type in service discovery functionality. For each URI, the list of functions
covered is provided.

http://webinos.org/api/applauncher.launch

Start webinos applicationallows to invoke webinos application identified by a unique
identifier.

http://webinos.org/api/applauncher.check

Check if application is installedallow to test of an application identified by a specific
application ID is installed on the device.

6. Full WebIDL

module AppLauncher {
typedef sequence<object> Obj ectArray;
typedef DOMString applicationID;

exception AppLauncherException {
unsigned short code;
DOMString message;

2
[NolnterfaceObject] interface AppLauncherManager {
PendingOperation launchApplication(in SuccessCallback suc cessCallback,
in ErrorCallback errorCallback,
in applicationID appID,
in optional ObjectArray params)
raises(  AppLauncherException );
boolean Applnstalled(in applicationID appID)
raises(  AppLauncherException );
2

[Callback=FunctionOnly, NolnterfaceObject]
interface SuccessCallback{
void onSuccess();

h

[Callback=Functi onOnly, NolnterfaceObiject]
interface ErrorCallback{
void onError(in LaucherAPIError error);
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h

[NolInterfaceObiject] interface LauncherAPIError {
readonly attribute unsigned short code;

readonly attribute DOMString mess age;
const unsigned short  UNKNOWN_ERR =0;
const unsigned short  NOT_SUPPORTED_ERR =9;
const unsigned short  TYPE_MISMATCH_ERR =17,
const unsigned short  SECURI TY_ERR =18;
const unsigned short NETWORK_ERR =19;
const unsigned short  INVALID_APP_ID =100;
const unsigned short ~ APP_NOT_FOUND =101,
const unsigned short NO_RESOURCES =102;
const unsigned short  ALREADY_STARTED =103;
const unsigned short  POLICY_NOT_ALLOWED =104;
2

[NolnterfaceObject] interfac e PendingOperation {
void cancel ();

h
[NolnterfaceObiject] interface WebinosLauncher {

readonly attribute AppLauncherManager launcher;

2
webinoscore::Webinos implements WebinosLauncher ;
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ﬁwebinos

APIls: The messaging module

Webinos API Specifications
28 Jun 2011
Authors
e WAC 2.0 Proposed Release VargiRV) 28 January 2011

e Extended with InstantMessaging functionality for webinos by Christian Fuhrhop
<christian.fuhrhop@fokus.fraunhofer.de>

© 2011 webinos consortium, www.webinos.org.

Abstract
WAC based Messaging interface.

Summary of Methods

Interface Method

DeviceapisMessaging

MessagecreateMessaggshort type)
PendingOperatiosendMessagSuccessCallback successCallback,
ErrorCallback errorCallback, Message message)
PendingOperatiosendMessag@lessageSendCallback
successCallback,rBrCallback errorCallback, Message message)
PendingOperatiofindMessage@-indMessagesSuccessCallback
successCallback, ErrorCallback errorCallback, MessageFilter filtel
unsigned longnSM$OnIncomingMessage messageHandler)
unsigned longnMMSOnincomingMesage messageHandler)
unsigned longnEmai{OnincomingMessage messageHandler)
unsigned longnIM(OnincomingMessage messageHandler)

void unsubscribéunsigned long subscriptionHandler)

Messaging

PendingOperationipdateUpdateMessageSuccessCallback

M
essage successCdiack, ErrorCallback errorCallback)
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Interface Method

MessageFilter

MessageAttachment

FindMessagesSuccessCallba|void onsucces@dviessageArray messages)

UpdateMessageSuccessCallljvoid onsucces@dviessage message)

OnincomingMessage void oneven{Message message)

void onsucces§
MessagSendCallback void onmessagesendsuccéBEOMString recipient)
void onmessagesenderrf@@evice APIError error, DOMString recipier

PendingOperation void cance()

1. Introduction

The messaging API provides access to the following capasili8ending messages through
different technologies: SMS, MMS, Email and Instant Messages. Search for messages in the
different folders. Subscribe for being notified upon incoming message events.

This APl is a read only API that does not allow messagelderf management.

2. Interfaces

2.1. DeviceapisMessaging

Defines what is instantiated in the deviceapis object

[NolInterfaceObject] interface DeviceapisMessaging {
readonly attribute Messaging messaging;
2

Deviceapis implements DeviceapisMessag ing ;

When the messaging feature is instantiated, the messaging object is available in the deviceapis
object.

2.2. Messaging
Messaging creation, sending and reading capabilities

[NolnterfaceObject] interface Messaging {
const short TYPE_SMS = 1;
const short TYPE_MMS = 2;
const short TYPE_EMAIL = 3;
const short TYPE_IM = 3;
const unsigned short FOLDER_INBOX = 1;
const unsigned short FOLDER_OUTBOX = 2;
const unsigned short FOLDER_DRAFTS = 3;
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const unsigned short FOLDER_SENTB OX =4;

Message createMessage(in short type)
raises( DeviceAPIError );

PendingOperation sendMessage(in  SuccessCallbackSuccessCallbackSuccessCallback
successCallback,
in ErrorCallbackErrorC allbackErrorCallback
errorCallback,
in Message message)
raises( DeviceAPIError );

PendingOperation sendMessage(in  MessageSendCallback  successCallback,
in ErrorCallbackErrorCallbackErrorCallback
errorCallback,
in Message message)
raises( DeviceAPIError );

PendingOperation findMessages(in FindMessagesSuccessCallback successCallback,
in optional ErrorCallbackErrorCallbackErrorCallback
errorCallback,
in optional MessageFilter filter)
raises( DeviceAPIError );

unsigned long onSMS(in OnincomingMessage  messageHandler)
raises( DeviceAPIError );

unsigned long onMMS(in OnincomingMessage  messageHandler)
raises( DeviceAPIError );

unsigned long onEmail(in Onlincomin gMessage messageHandler)
raises( DeviceAPIError );

unsigned long onIM(in OnincomingMessage messageHandler)
raises( DeviceAPIError );

void unsubscribe(in unsigned long subscriptionHandler)
raises( DeviceAPIError );

h

This interface allows 8Vebapplication to create a message through the createMessage() method
that returns an instance of the Message interface. That message could be manipulated through the
functionality offeed by the Message interface and sent afterwards through the sendMessage()
method.

Messages created through this API are not persistent in device memory until the implementation
tries to send them through the send operation. When that operation has Hieenepe the

message will be available on the relevant folder depending on the result of the operation (e.g.
sent, drafts...). The only way to access the messages that have been sent is through the use of the
findMessages method. The findMessages metHodsildevelopers to retrieve the content of the
messages available in the device folders.

This interface also offers mechanism to subscribe for being notified upon incoming message
events.
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Code example
/I Define the success callback
function messageSen  t() {
alert("The SMS has been sent");
}

/I Define the error callback
function messageFailed(error) {
alert("The SMS could not be sent " + error.message);

}

Il SMS sending example

var msg = deviceapis.messaging.createMessage(deviceapis.messa ging. TYPE_SMS);
msg.body = "1 will arrive in 10 minutes";

msg.to = ["'+34666666666"];

/I Send request

deviceapis.messaging.sendMessage(messageSent, messageFailed, msg);

Constants
short TYPE_SMS

Identifier for messages of type SMS.
short TYPE_MMS

Identifier for messages of type MMS.
short TYPE_EMAIL

Identifier for messages of type Email.
short TYPE_IM

Identifier for messages of type IM.
unsigned short FOLDER_INBOX

Identifier for the message inbox.
unsigned short FOLDER_OUTBOX

Identifier for the nessage outbox.
unsigned short FOLDER_DRAFTS

Identifier for the message draft folder.
unsigned short FOLDER_SENTBOX

Identifier for message seitems folder.

Methods
createMessage
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Create a message of a given type.

Signature
Message createMessage(in shor t type);

Parameters
e type
o Optional: No.
o Nullable No
o Type:short

o Description:The type of message that is created. The possible values are:
TYPE_SMS, TYPE_MMS, TYPE_EMAIL and TYPE_IM.

Return value
A Message object of the given type or null if there is pmoplem during the message creation.

Exceptions
e DeviceAPIError:

TYPE_MISMATCH_ERR if the input parameter is not compatible with the
expected type for that parameter.

INVALID_VALUES_ERR if the input parameter contains an invalid value.

Code example
var msg = deviceapis.messaging.createMessage(deviceapis.messaging. TYPE_SMS);
msg.body = "webinos first SMS message.";

sendMessage

Attempt to send the specified message.

Signature
PendingOperation sendMessage(in SuccessCallback successCallback, in
ErrorC allback errorCallback, in Message message);

If the message type is set to email and the user has multiple email accounts set up, the
runtime SHOULD use the defaultneail account. If no account has been set up, the
runtime MAY either provide respective nfemisms to create a new one or throw the
given ErrorCallback back to the requesting widget.

Only the parameters supported by a specific technology and that can be set up by the
developer (see Message interface attribute definition) are sent as specifibe |
following table (the rest are ignored):
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Attribute SMY{MMS|Email|IM

to Yes||Yes |[Yes |[Yes
body Yes||Yes |[Yes |[Yes
subject No |[Yes |Yes E
attachmentg|No ||Yes |[Yes E
cc No |INo |[Yes |[Yes
bcc No [No |Yes |Yes

priority No |[No [Yes |[No]

When a message has been successfully or unsuccessfully sent, it will be stored in the
relevant folder (e.g. sent folder if successfully sent). Please not that some platforms may
store multiple copies of the message if multiple recipients weheded.

When the operation is fully completed (i.e. the implementation knows the result of the
send operation to all the recipients), the onsuccess method of the successCallback will be
invoked if the message is successfully sent to all the recipients.

If any of the input parameters is not compatible with the expected type for that parameter
a DeviceAPIError with code TYPE_MISMATCH_ERR MUST be synchronously
thrown.

If the operation fails for any other reason, the errorCallback will be invoked with an
appopriate error code amongst the following:

INVALID_VALUES_ERR: If any of the input paramters contains an invalid value. E.g.
successCallback or message is null, message contains invalid values in any of its
attributes... Please note that in order to alld@veloper ignore errors errorCallback
accepts null as a valid value.

NOT_SUPPORTED_ERR: If the specified messaging technology is not supported.
SECURITY_ERR: If the operation is not allowed.
UNKNOWN_ERR: In any other error case.

If the errorCallback des not contain a valid function (e.g. null), in case of any error that
should be returned in the errorCallback (see above), the implementation MUST silently
fail and no further action is required (i.e. the error is not notified to the developer).

Parameters

e successCallback
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o Optional:No.

o Nullable No

o Type:SuccessCallbackSuccessCallbackSuccessCallback

o Description:To be invoked if the message is successfully sent.
o errorCallback

o Optional: No.

o Nullable: No

o Type:ErrorCallbackErrorCallbackErrorCallback

o Degription: To be invoked in case the sending request fails.
e message

o Optional: No.

o Nullable No

o Type:Message

o Description:The message to be sent.

Return value
PendingOperation to cancel the asynchronous call

Exceptions

e DeviceAPIError:

TYPE_MISMATCH_ERRIf any input parameter is not compatible with the
expected type for that parameter.

Code example
/I Define the success callback
function messageSent() {
alert("The SMS has been sent to all the recipients");

}

/I Define the error callback
function messageFailed(error) {
alert("The SMS could not be sent " + error.message);

}

/I SMS sending example

var msg = deviceapis.messaging.createMessage(deviceapis.messaging.TYPE_SMS);
msg.body = "I will arrive in 10 minutes";

msg.to = ["+34666666666", " +34888888888"];

/I Send request
deviceapis.messaging.sendMessage(messageSent, messageFailed, msg);
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sendMessage

Attempt to send the specified message withrpeipient notification

Signature
PendingOperation sendMessage(in MessageSendCallback succes sCallback, in
ErrorCallback errorCallback, in Message message);

If the message type is set to email and the user has multiple email accounts set up, the
runtime SHOULD use the defaultreail account. If no account has been set up, the
runtime MAY either povide respective mechanisms to create a new one or throw the
given ErrorCallback back to the requesting widget.

Only the parameters supported by a specific technology and that can be set up by the
developer (see Message interface attribute definition) saerg as specified in the
following table (the rest are ignored):

Attribute  |[SMYMMSEmailiM ]|

to Yes||Yes |[Yes |[Yes
body Yes||Yes |Yes ||Yes
subject No ||Yes |Yes ﬁ
attachmentg|No ||Yes |[Yes ﬁ
cc No |[No [Yes |Yes
bcc No [No |Yes |Yes

priority No |[No [[Yes |[No]

When a message has been successfully or unsuccessfully sent, it will be stored in the
relevant folder (e.g. sent folder if successfully sent). Please not that some platforms may
store multiple copies of the message if mudtimcipients were included.

For every individual recipient in the destination list, when the message is successfully
sent to it the method onmessagesendsuccess of the successCallback argument MUST be
invoked. If the message cannot be sent to that retjpie® onmessagesenderror of the
successCallback argument MUST be invoked with the recipient and the error code as
input parameters. The following error codes may be passed depending on the the error
conditions:

INVALID_VALUES_ERR: If any of the input pamters contains an invalid value. E.g.
successCallback or message is null, message contains invalid values in any of its
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attributes... Please note that in order to allow developer ignore errors errorCallback
accepts null as a valid value.

NOT_SUPPORTED_ER: If the specified messaging technology is not supported.
SECURITY_ERR: If the operation is not allowed.
UNKNOWN_ERR: In any other error case.

When the operation is fully completed (i.e. the implementation knows the result of the
send operation to atlhe recipients), the onsuccess method of the successCallback will be
invoked if the message is successfully sent to all the recipients.

In case of any error different to a TYPE_MISMATCH_ERR, the errorCallback will be
invoked with an appropriate error coagi@ongst the following:

INVALID_VALUES_ERR: If any of the input paramters contains an invalid value. E.g.
successCallback or message is null, message contains invalid values in any of its
attributes... Please note that in order to allow developer ignooes eerrorCallback
accepts null as a valid value.

NOT_SUPPORTED_ERR: If the specified messaging technology is not supported.
SECURITY_ERR: If the operation is not allowed.
UNKNOWN_ERR: In any other error case.

If the errorCallback does not contain aid function (e.g. null), in case of any error that
should be returned in the errorCallback (see above), the implementation MUST silently
fail and no further action is required (i.e. the error is not notified to the developer).

Parameters
e successCallback
o Optional: No.
o Nullable No
o Type:MessageSendCallback
o Description:Contains the methods for individual notifications.
o errorCallback
o Optional: No.
o Nullable No
o Type:ErrorCallbackErrorCallbackErrorCallback
o Description:To be invoked in case the sendirmgjuest fails.

e Mmessage
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o Optional:No.
o Nullable No
o Type:Message

o Description:The message to be sent.

Return value
PendingOperation to cancel the asynchronous call

Exceptions

e DeviceAPIError:

TYPE_MISMATCH_ERR if any input parameter is not compatiblehwthe
expected type for that parameter.

Code example
/I Define the send callback
var messageSendCallback = {
onsuccess: function() {
alert("The SMS has been sent to all the recipients");},
onmessagesendsuccess: function(recip ient) {
alert("The SMS has been sent to " + recipient);},
onmessagesenderror: function(error, recipient) {
alert("The SMS has not been sent to " + recipient +
"error " + error);}

h

/I Define the error ¢ allback
function messageFailed(error) {
alert("The SMS could not be sent" + error.message);

}

/I SMS sending example

var msg = deviceapis.messaging.createMessage(deviceapis.messaging. TYPE_SMS);
msg.body = "I will arrive in 10 minutes";

msg.to = ['+34666666666", "+34888888888"];

/I Send request
deviceapis.messaging.sendMessage(messageSendCallback, messageFailed, msg);

findMessages

Gets an array of messages from the message folders matching the selected filter.

Signature

PendingOpe ration findMessages(in FindMessagesSuccessCallback
successCallback, in optional ErrorCallback errorCallback, in optional
MessageFilter filter);
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If any of the input parameters is not compatible with the expected type for that parameter
a DeviceAPIError withcode TYPE_MISMATCH_ERR MUST be synchronously
thrown.

If the this feature is not supported, a DeviceAPIError with code
NOT_SUPPORTED_ERR MUST be returned in the errorCallback. If this functionality is
not allowed the errorCallback MUST be invoked with avi@eAPIError with code
SECURITY_ERR.

If the successCallback does not contain a Function (i.e. it is null), a DeviceAPIError with
code INVALID VALUES ERR MUST be returned.

If the filter is passed and contains valid values, only those values in the méstathat
matches the filter criteria as specified in the MessageFilter interface will be returned in
the successCallback. If no filter is passed, it is null or undefined, or contains any invalid
value, the implementation MUST return the full list ofssages in the successCallback.

If no messages are available in the lists or no one matches the filter criteria, the
successCallback will be invoked with an empty array.

If any other error occurs, while trying to retrieve the messages, the errorCallhatriu
that was passed in the invocation MUST be called including a DeviceAPIError object
with code UNKNOWN_ERR.

In any of the cases in which the errorCallback should be invoked, if the developer has not
passed an ErrorCallback or it is null, no actioreiguired (i.e. the error is not notified to
the developer).

Parameters
e successCallback
o Optional: No.
o Nullable No
o Type:FindMessagesSuccessCallback
o Description:function called when the invocation ends successfully.
o errorCallback
o Optional: Yes.
o Nullable: No
o Type:ErrorCallbackErrorCallbackErrorCallback
o Description:function called when an error occurs
e filter
o Optional: Yes.

o Nullable No
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o Type:MessageFilter

o Description:message data to be used when filtering

Return value
PendingOperation to cancel tlasynchronous call

Exceptions

e DeviceAPIError:

TYPE_MISMATCH_ERR if any input parameter is not compatible with the
expected type for that parameter.

Code example
var msg = { type:[deviceapis.messaging. TYPE_SMS], body:"first messa%" };

deviceapis.me ssaging.findMessages(
function (messages) {
alert(messages.length + " message(s) found!");
for (var i=0; imessages.length; i++) {
alert(i + ". message from " + messagesJi].from);

}
3
null,
msg);

onSMS

Registerghe function to be notified on incoming new SMSs

Signature
unsigned long onSMS(in OnincomingMessage messageHandler);

When this method is invoked, the implementation MUST register the function passed in
the messageHandler argument as the handler for Ieiified whenever an incoming
SMS arrives to the device. That function will be invoked every time an incoming SMS
arrives, unless the unsubscribe method with the handler identifier is invoked in order to
cancel the subscription.

If the subscription is swessfully created, an identifier for the handler is created and
returned so that it is possible to cancel the subscription. If the subscription cannot be
created, a DeviceAPIError is synchronously thrown with an error code that describes the
reason for theerror.If any of the input parameters is not compatible with the expected
type for that parameter a DeviceAPIError with code TYPE_MISMATCH_ERR MUST
be synchronously thrown.

Parameters

e messageHandler
o Optional:No.
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o Nullable No
o Type:OnincomingMessage

o Desciption: The function to be invoked on incoming SMSs

Return value
Subscription identifier

Exceptions

e DeviceAPIError:

TYPE_MISMATCH_ERR if any input parameter is not compatible with the
expected type for that parameter.

INVALID_VALUES_ERR if the messag#andler is null or undefined.
NOT_SUPPORTED_ERR if this feature is not supported.
SECURITY_ERR if this operation is not allowed.

Code example
/I function to receive new SMS notifications
function incomingSMS(message)

{

alert("New incoming SMS from " + message.from);

/I The subscription is cancelled to prevent further notifications
if (mySMSListener != null)
deviceapis.messaging.unsubscribe(mySMSListener);

onMMS

Registers the function to be notified on incoming new MMSs

Signature
unsigned long onMMS(in OnincomingMessage messageHandler);

When this method is invoked, the implementation MUST register the function passed in
the messageHandler argument as the handler for being notified whenever an incoming
MMS arrives to the dege. That function will be invoked every time an incoming MMS
arrives, unless the unsubscribe method with the handler identifier is invoked in order to
cancel the subscription.

If the subscription is successfully created, an identifier for the handiee&ed and
returned so that it is possible to cancel the subscription. If the subscription cannot be
created, a DeviceAPIError is synchronously thrown with an error code that describes the
reason for the error.
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Parameters

e messageHandler
o Optional: No.
o Nullable: No
o Type:OnincomingMessage

o Description:The function to be invoked on incoming MMSs

Return value
Subscription identifier

Exceptions

e DeviceAPIError:

TYPE_MISMATCH_ERR if any input parameter is not compatible with the
expected type for that paratae

INVALID_VALUES_ERR if the messageHandler is null or undefined.
NOT_SUPPORTED_ERR if this feature is not supported.
SECURITY_ERR if this operation is not allowed.

Code example
/I function to receive new MMS notifications
function incomingMMS(mess age)

{

alert("New incoming MMS from " + message.from);

/I The subscription is cancelled to prevent further notifications
if (myMMSListener != null)
deviceapis.messaging.unsubscribe(myMMSListener);

}

onEmail

Registers the function to betified on incoming new Emalil

Signature
unsigned long onEmail(in OnincomingMessage messageHandler);

When this method is invoked, the implementation MUST register the function passed in
the messageHandler argument as the handler for being notified whamneireroming

Email arrives to the device. That function will be invoked every time an incoming Email
arrives, unless the unsubscribe method with the handler identifier is invoked in order to
cancel the subscription.
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If the subscription is successfully ated, an identifier for the handler is created and
returned so that it is possible to cancel the subscription. If the subscription cannot be
created, a DeviceAPIError is synchronously thrown with an error code that describes the
reason for the error.

Parameters
e messageHandler
o Optional: No.
o Nullable: No
o Type:OnincomingMessage

o Description:he function to be invoked on incoming emails

Return value
Subscription identifier

Exceptions

e DeviceAPIError:

TYPE_MISMATCH_ERR if any input parameter is not compatiblith the
expected type for that parameter.

INVALID_VALUES_ERR if the messageHandler is null or undefined.
NOT_SUPPORTED_ERR if this feature is not supported.
SECURITY_ERR if this operation is not allowed.

Code example
/ function to receive new Emai | notifications
function incomingEmail(message)

{

alert("New incoming Email from " + message.from);
/I The subscription is cancelled to prevent further notifications

if (myEmailListener != null)
deviceapis.messaging.unsubscribe(myEm ailListener);

}

/I Register listener for new Email events
var myEmailListener = null;
myEmailListener = deviceapis.messaging.onEmail(incomingEmail);

onlM

Registers the function to be notified on incoming new Instant Message
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Signature
unsig ned long onIM(in OnincomingMessage messageHandler);

When this method is invoked, the implementation MUST register the function passed in
the messageHandler argument as the handler for being notified whenever an incoming

instant message arrives to the devi@hat function will be invoked every time an

incoming Instant Message arrives, unless the unsubscribe method with the handler

identifier is invoked in order to cancel the subscription.

If the subscription is successfully created, an identifier for #nedler is created and

returned so that it is possible to cancel the subscription. If the subscription cannot be
created, a DeviceAPIError is synchronously thrown with an error code that describes the

reason for the error.

Parameters

e messageHandler
o Optiond: No.
o Nullable No
o Type:OnincomingMessage

o Description:he function to be invoked on incoming instant message

Return value
Subscription identifier

Exceptions
e DeviceAPIError:

TYPE_MISMATCH_ERR if any input parameter is not compatible with the
expectedype for that parameter.

INVALID_VALUES_ERR if the messageHandler is null or undefined.
NOT_SUPPORTED_ERR if this feature is not supported.
SECURITY_ERR if this operation is not allowed.

Code example
/ function to receive new Instant Messaging notifi cations
function incominglM(message)

{

alert("New incoming Instant Message from " + message.from);

/I The subscription is cancelled to prevent further notifications
if (myIMListener != null)
deviceapis.messaging.unsubscribe(mylMiste ner);

}

/I Register listener for new Instant Messaging events
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var mylMistener = null;
mylMistener = deviceapis.messaging.onIM(incomingIM);

unsubscribe

Cancels a messaging subscription

Signature
void unsubscribe(in unsigned long subscriptio nHandler);

If the subscriptionHandler argument is valid and corresponds to a subscription already in
place the subscription process MUST immediately stop and no further message
notifications MUST be invoked. If the subscriptionHandler argument does not
comrespond to a valid subscription, the method should return without any further action.

Parameters

e subscriptionHandler
o Optional: No.
o Nullable No
o Type:unsigned long

o Description:identifier of the subscription returned by the onSMS(), onMMS(),
onEmail() oonIM() methods.

Return value
void

Exceptions

e DeviceAPIError:

TYPE_MISMATCH_ERR if any input parameter is not compatible with the
expected type for that parameter.

2.3. Message
Defines the content and attributes of a message

[NolInterfaceObject] int erface Message {
readonly attribute DOMString id;
attribute short type;

attribute short folder;

readonly attribute Date timestamp;
readonly attribute DOMString from;
attribute StringArray to;

attribute StringArray cc;

attrib  ute StringArray bcc;
attribute DOMString body;
attribute boolean isRead;

attribute boolean priority;
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attribute DOMString subject;
attribute FileArray attachments;
PendingOperation update(in UpdateMessageSuccessCallback successCallba  ck,
in optional ErrorCallbackErrorCallbackErrorCallback
errorCallback)
raises( DeviceAPIError );

b
This interface allows aVeb application to define the set of properties linked to a message
previowsly created through the createMessage() method in the Messaging Interface.

Additionally, it also allows an application to retrieve the content of a message through the
findMessages, onSMS, onMMS and onEmail methods. In those cases, the implementation MAY
return in some situations only part of the body because of its size. In those situations the
implementation MUST allow the developer to retrieve the remaining part of the message through
the use of the sync method member of the Synchronisable interfdeenemped by Message.

Additionally, for the same reason, the implementation MAY decide to provide only the
attachment information but not the attachment content. This is achieved by returning in the
attachments attribute not a sequence of Files but a meguE MessageAttachments (that
implement the Synchronisable interface).

If the developer attempts to access an attribute not supported by the messaging technology (see
attribute description or summary table in the sendMessage mehtod description), the
implementation MUST ignore this attempt.

Code example
var msg = deviceapis.messaging.createMessage(deviceapis.messaging. TYPE_SMS);
msg.body = "WAC first SMS message.";
msg.to = ["+34666666666"];

Attributes
readonly DOMString id

Message unique identifier.
A unique indicator for identifying a message.

This property is a locally unique and persistent id, assigned by the device Wethe
runtime environment. For new messages created using Messaging.createMessage(), the id
is assigned on the first occasittrat the message is processed by the underlying platform
such as a call to send(). This property is unique across device power cycles.

This attribute is readonly.
short type

The type of the given message.
short folder

The folder for the given message.

For messages created through the createMessage method this property is undefined.
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readonly Date timestamp

The timestamp of a message.

This property is set up by the device or the web runtime environment.
This attribute is readonly.

readonly DOMString f rom

The source address of a message.

This property is set up by the device or the web runtime environment. This property
should only be taken into account for Email.

This attribute is readonly.
StringArray to

The destination of a message.
StringArray ¢ Cc

The Cc address of a message.
StringArray bcc

The Bcc address of a message.
DOMString body

The body of a message.
boolean isRead

The flag "read" for this Message.

True if the message has been read and false otherwise.
boolean priority

The priority ofa message.

True means high priority and false normal or low priority. This property should only be
taken into account for Email.

DOMString subject

The subject of a message.

This property should only be taken into account for MMS and Email.
FileArray a  ttachments

The list of message attachments.
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This property should only be taken into account for Email and MMS. If the message has
not been created by the developer but returned through the findMessage, onMMS or
onEmail methods, the attachments will berextioin the "attachments” file system root
location, that is only accessible through this API.

Methods
update

Updates a message retrieved with the findMessages method

Signature
PendingOperation update(in UpdateMessageSuccessCallback
successCallback, in op tional ErrorCallback errorCallback);

This method is meant to transfer all changes made to the given Message object before
(i.e. changed attributes) to the underlying system (e.g. native messaging database and
LDAP). If any changes cannot be transferredhi® system, they can be ignored by the
implementation.

This method does not have effect on messages created through the createMessage method
as they are not persistenly stored until the send action is invoked.

For messages in the inbox (deviceapis.mesgdgOLDER_INBOX), outbox
(deviceapis.messaging.FOLDER_OUTBOX) and sentbox
(deviceapis.messaging.FOLDER_SENTBOX) the implementation MUST only change
the isRead attribute of the Message object. For messages within the draft folder
(deviceapis.messaging.FOHR_DRAFTS) the implementation MAY update other
attributes as well. However, this is up to the actual implementation and relies on the
underlying system.

The implementation has to make sure that an updated Message object is provided in the
success callbackvhich represents the current status of the message. The developer is

expected to use this updated message for comparison with the former object to check
which fields have or have not been transferred by the implementation.

If any of the input parameteis not compatible with the expected type for that parameter
a DeviceAPIError with code TYPE_MISMATCH_ERR MUST be synchronously
thrown.

If this feature is not supported, a DeviceAPIError with code NOT_SUPPORTED_ERR
MUST be returned in the errorCallbacki this functionality is not allowed the
errorCallback MUST be invoked with a DeviceAPIError with code SECURITY_ERR.

If the successCallback contains an invalid value (e.g. null or undefined), a
DeviceAPIError with code INVALID VALUES ERR MUST be returned.

If any other error occurs, while trying to update the messages, the errorCallback function
that was passed in the invocation MUST be called including a DeviceAPIError object
with code UNKNOWN_ERR.
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If the errorCallback does not contain a valid functiog.(aull), in case of any error that
should be returned in the errorCallback (see above), the implementation MUST silently
fail and no further action is required (i.e. the error is not notified to the developer).

Parameters

e successCallback

o Optional: No.

o Nullable: No

o Type:UpdateMessageSuccessCallback

o Description:Function to call on successful update
o errorCallback

o Optional: Yes.

o Nullable No

o Type:ErrorCallbackErrorCallbackErrorCallback

o Description:Function to call on unsuccessful update

Return value
PendingOperation to cancel the asynchronous call

Exceptions

e DeviceAPIError:

TYPE_MISMATCH_ERR if any input parameter is not compatible with the
expected type for that parameter.

2.4. MessagekFilter
Filter to restrict the items returned by the findMessagethod

[Callback, NolnterfaceObject] interface MessageFilter {
attribute DOMString id;
attribute ShortArray type;
attribute ShortArray folder;
attribute Date startTimestamp;
attribute Date endTimestamp;
attribute DOMString from
attribute StringArray to;
attribute StringArray cc;
attribute StringArray bcc;
attribute DOMString body;
attribute boolean isRead,;
attribute boolean messagePriority;
attribute DOMString subject;
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When used this filter inhe findMessages operation, the reseit of the search MUST only
contain the Message entries that match the filter values.

An entry matches the filter, if the attributes of the entry matches all the attributes of the filter
with values different to undiefed or null. l.e. the search is performed in a similar manner to a
SQL "AND" operation.

An attribute of the Message entry matches the filter value according to the following rules:

For filter attributes of type DOMString an entry matches this valus darresponding attribute

is exactly the same than the filter one unless the filter contains U+0025 'PERCENT SIGN'
wildcard character(s). If wildcards are used, the behavior is similar to the LIKE condition in SQL
(%' matches any string of any lengthincluding zero length). In order to specify that a
'PERCENT SIGN' character is to be considered literally instead of interpreting it as a wildcard,
developers may escape it with the backslash character.

For filter attributes of type StringArray the saméeruas for filter attributes of type DOMString
apply for each of the fields within the given Array separately. The search for all included fields
is performed similar to a SQL "AND" operation in the end without taking into account the
(possible) differencen ordering between Message fields as well as MessageFilter fields.

For filter attributes of an array of WebIDL numeric type (type), an entry matches it only if the
corresponding entry attribute has exactly the same value as any of the array elements.

For filter attributes of any WebIDL boolean type (isRead, messagePriority) an entry matches it
only if the corresponding entry attribute has exactly the same state (i.e. true or false).

For message attributes of type Date (i.e. timestamp), a coupleeofdittibutes are included
(initial and end), in order to allow looking for messages between two dates. If both initial and
end dates are different to null, a message matches the filter if its corresponding attribute is
between initial and end dates (inding them). If only the initial date contains a value different

to null, a message matches the filter if its corresponding attribute is later than or equal to the
initial one. If only the end date contains a value different to null, a message matchkerttie f

its corresponding attribute is earlier than or equal to the end date.

Attributes
DOMString id

Used for filtering the Message id attribute.

Messages which id corresponds with this attribute (either exactly or with the specified
wildcards) matchftis filtering criteria.

ShortArray type

Used for filtering the Message type attribute.

Messages with type equals to one of the values in this array match the filtering criteria.
ShortArray folder

Used for filtering the Message folder attribute.
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Messags with folder equals to one of the values in this array match the filtering criteria.
Date startTimestamp

Used for filtering the Message timestamp attribute.

Messages with date later than or equal to this attribute match the filtering criteria.
Date end Timestamp

Used for filtering the Message timestamp attribute.

Messages with date earlier than or equal to this attribute match the filtering criteria.
DOMString from

Used for filtering the Message from attribute.

Messages which from corresponds withstattribute (either exactly or with the specified
wildcards) match this filtering criteria.

StringArray to

Used for filtering the Message to attribute.

Messages which elements in the to array that correspond to all the elements of this
attribute (eitheexactly or with the specified wildcards) match this filtering criteria.

StringArray cc

Used for filtering the Message cc attribute.

Messages which elements in the cc array that correspond to all the elements of this
attribute (either exactly or with ttepecified wildcards) match this filtering criteria.

StringArray bcc

Used for filtering the Message bcc attribute.

Messages which elements in the bcc array that correspond to all the elements of this
attribute (either exactly or with the specified wilddsy match this filtering criteria.

DOMString body

Used for filtering the Message body attribute.

Messages which body corresponds with this attribute (either exactly or with the specified
wildcards) match this filtering criteria.

boolean isRead

Used forfiltering the Message isRead attribute.

Messages which isRead corresponds exactly with this attribute match this filtering
criteria.

boolean messagePriority
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Used for filtering the Message messagePriority attribute.

Messages which messagePriority coroegfs exactly with this attribute match this
filtering criteria.

DOMString subject

Used for filtering the Message subject attribute.

Messages which subject corresponds with this attribute (either exactly or with the
specified wildcards) match this filtewg criteria.

2.5. MessageAttachment

Describes a message attachement

interface MessageAttachment : File {
readonly attribute DOMString MIMEType;

2
This attribute extends  the File interface (from  W3C File reader
(http://dev.w3.0rg/2006/webapilEAPI/#file)) by  concurrently implementing the
synchronizable interface. It allows attachments to be downloaded only if the user requests them
by the use of the sync method specified in the Synchronizable interface.

Attributes
readonly DOMString MIMEType

Describes the mime type of the attachment, e.g. "text/html".

This attribute is readonly.

2.6. FindMessagesSuccessCallback

findMessages specific success callback.

[Callback=FunctionOnly, NolnterfaceObject] interface FindMessagesSuccessCallback {
void onsuccess(in MessageArray messages);

h

This callback interface specifies a success callback with a function taking a list of messages as
input argument. It is used in the findMessages asynchronous operation.

Methods
onsuccess

Method invoked when #hasynchronous call completes successfully

Signature
void onsuccess(in MessageArray messages);

Parameters

e Mmessages
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o Optional:No.
o Nullable No
o Type:MessageArray

o Description:The list of messages that correspond to the find criteria

Return value
void

2.7. UpdateMessageSuccessCallback

update specific success callback.

[Callback=FunctionOnly, NolnterfaceObject] interface UpdateMessageSuccessCallback {
void onsuccess(in Message message);

h

This callback interface specifies a success callback avitinction that will provide a message
object that is meant to represent the actual status of a message after an update has been triggered.
It is used in the update asynchronous operation on the Message interface.

Methods
onsuccess

Method invoked when thasynchronous call completes successfully

Signature
void onsuccess(in Message message);

Parameters

e message
o Optional: No.
o Nullable No
o Type:Message

o Description:The new message representing the actual updated status

Return value
void

2.8. OnincomingMessage

Interface for specifying the method called on new incoming message events.

[Callback=FunctionOnly, NolnterfaceObject] interface OnlncomingMessage {
void onevent (in Message message);

h
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This interface specifies a function that will providenassage object that represents the received
message. It is used in the onSMS(), onMMS(), onEmail() method invocation.

Methods
onevent

Method invoked when an incoming message is received

Signature
void onevent(in Message message);

Parameters

e message
o Optional: No.
o Nullable No
o Type:Message

o Description:The message received

Return value
void

2.9. MessageSendCallback

Interface for specifying the methods to be called for message send results for each recipient.

[Callback, NolnterfaceObject] interface M essageSendCallback {
void onsuccess();
void onmessagesendsuccess(in DOMString recipient);
void onmessagesenderror(in DeviceAPIError error, in DOMString recipient);

h

This interface specifies a set of functions that will be invoked ewmsy the result of the send
operation to a recipient is obtained or when the message is successfully sent to all the recipients.

Methods
onsuccess

Method invoked when the message is successfully sent to all the recipients

Signature
void onsuccess();

Return value
void

onmessagesendsuccess
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Method invoked when the message is successfully sent to a recipient

Signature
void onmessagesendsuccess(in DOMString recipient);

Parameters

e recipient
o Optional: No.
o Nullable No
o Type:DOMString

o Description:The recipienwhich the message has been sent to

Return value
void

onmessagesenderror

Method invoked when the message is unsuccessfully sent to a recipient

Signature
void onmessagesenderror(in  DeviceAPIError  error, in  DOMString
recipient);
Parameters
e error
o Optional: No.
o Nullable No
o Type:DeviceAPIError
o Description:The error code that identifies the reason of the failure
e recipient

o Optional:No.
o Nullable No
o Type:DOMString

o Description:The recipient which the message has been sent to

Return value
void
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2.10. PendingOperation
The PendingOperation interface

[NolnterfaceObiject] interface PendingOperation {
void cancel ();

b

The PendingOperation interface describes operation of cancellable aynchronous methods.
Cancellable asynchronous methods reti@ndingOperation objects exporting methods for
cancelling the operation.

Methods
cancel

Cancel method for cancelling asynchronous operation

Signature
void cancel();

Cancel ongoing asynchronous method call. Upon calling this method the runtime must
immedately stop the pending operation and return.

3. Type Definitions

3.1. MessageArray

Sequence of Message objects
typedef sequence< Message > MessageArray;

3.2. FileArray

Array of files
typedef File[] FileArray;

4. Features

This is the list of URIs wed to declare this API's features, for use in the widget config.xml and as
identifier for service type in service discovery functionality. For each URI, the list of functions
covered is provided.

http://webinos.org/api/messaging

Access to the full Messaginmodule except the methods Messaging.sendMessage and
Messaging.find and the attribute Message.attachments

http://webinos.org/api/messaging.send

Access to the Messaging.sendMessage() method
http://webinos.org/api/messaging.find

Access to the MessagingiiMessages method
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http://webinos.org/api/messaging.subscribe

Access to the Messaging.onSMS,
Messaging.onIM methods

http://webinos.org/api/messaging.attach

Messaging.onMMS,

Access to the Message.attachments attribute.

5. Full WebIDL

madule messaging {
typedef sequence<  Message > MessageArray;
typedef File[] FileArray;

[NolnterfaceObiject] interface DeviceapisMessaging {
readonly attribute Messaging messaging;
h
Deviceapis implements DeviceapisMessaging  ;
[Nolnterface  Object] interface Messaging {
const short TYPE_SMS = 1;
const short TYPE_MMS = 2;
const short TYPE_EMAIL = 3;
const short TYPE_IM = 3;
const unsigned short FOLDER_INBOX = 1;
const unsigned short FOLDER_OUTBOX = 2;
const unsigned short FOLDER_DRAFTS = 3;
const unsigned short FOLDER_SENTBOX = 4;

Message createMessage(in short type)
raises( DeviceAPIError );
PendingOperation sendMessage(in

successCall back,

Messaging.onEmail,

SuccessCallbackSuccessCallbackSuccessCallback

in ErrorCallbackErrorCallbackErrorCallback

errorCallback,

in Message message)

raises(

PendingOperation sendMessage(in

DeviceAPIError );
MessageSend Callback

successCallback,

in ErrorCallbackErrorCallbackErrorCallback

errorCallback,

in Message message)

raises(
Pending Operation findMessages(in
in optional
errorCallback,

in optional
raises(
OnlincomingMessage
raises( DeviceAPIError );
OnlincomingMessage
raises( DeviceAPIError );
unsigned long onEmail(in OnincomingMessage
raises( DeviceAPIError );
OnincomingMessage
raises( DeviceAPIError );

void unsubscribe(in unsigned long subscriptionHandler)

unsigned long onSMS(in

unsigned long onMMS(in

unsigned long onIM(in

MessageFilter
DeviceAPIError );
messageHandler)

DeviceAPIError );
FindMessagesSuccessCallback
ErrorCallbackErrorCallbackErrorCallback

succes

filter)

messageHandler)
messageHandler)

messageHandler)

sCallback,
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raises( DeviceAPIError );

[NolnterfaceObject] interface Message {
readonly attribute DOMString id;
attribute short type;
attribute short folder;
readonl y attribute Date timestamp;
readonly attribute DOMString from;
attribute StringArray to;
attribute StringArray cc;
attribute StringArray bcc;
attribute DOMString body;
attribute boolean isRead,;
attribute boolean priority;
at tribute DOMString subject;
attribute FileArray attachments;
PendingOperation update(in UpdateMessageSuccessCallback successCallback,
in optional ErrorCallbackErrorCallbackErrorCallback
errorCallback)
raises( DeviceAPIError );
2
Message implements Synchronisable;
[Callback, NolnterfaceObject] interface MessageFilter {
attribute DOMString id;
attribute ShortArray type;
attribute ShortArray folder;
attribute Date startTimesta mp;
attribute Date endTimestamp;
attribute DOMString from;
attribute StringArray to;
attribute StringArray cc;
attribute StringArray bcc;
attribute DOMString body;
attribute boolean isRead;
attribute boolean messagePriority;
attribute DOMString subject;

interface MessageAttachment : File {
readonly attribute DOMString MIMEType;

I3

[Callback=FunctionOnly, NolnterfaceObject] interface FindMessagesSuccessCallback {
void onsuccess(in MessageArray messages);

2

[Callback=FunctionOnly, NolnterfaceObject] interface UpdateMessageSuccessCallback {
void onsuccess(in Message message);

b

[Callback=FunctionOnly, NolnterfaceObject] interface OnlncomingMessage {

void onevent (in Message message);
2

[Callback, NolnterfaceObject] interface MessageSendCallback {
void onsuccess();
void onmessagesendsuccess(in DOMString recipient);
void onmessagesenderror(in DeviceAPIError error, in DOMString recipient);

[NolnterfaceObiject] interface PendingOperation {
void cancel ();

h
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Abstract

Near Field Communication (NFC) is anembational standard (ISO/IEC 18092) that specifies an
interface and protocol for simple wireless interconnection of closely coupled devices operating at
13.56 MHz. (http://www.nfdorum.org/specs/spec_list/). There are three groups of application
scenariodor NFC: The first one is to hold a device close to a wireless tag to exchange some
digital information or data. The second is to hold two devices close to each other in order to
exchange some information or data between them. The third one is to malengmpy holding
mobile phones close to point of sales terminals instead of swiping smart cards.

Summary of Methods

Interface Method

PendingOperation booleancance()

void initNFCTagEve(@OMString type, boolean bubbles, boolean cancel
ByteArray tagld, unsigned short technologyType, unsigned short nde
unsigned short ndefRecType, DOMString? ndefRecordTextPayload, By
ndefRecordBinaryPayload)

NFCTag

void connecy)

NFCTagTechnology voidclosd)

PendingOperatiomakeReadOnl{SuccessCallback successCallback,
ErrorCallback? errorCallback)
NdefMessageeadCachedNdefMessage

NFCTagTechnologyN
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Interface Method

PendingOperatiomeadNdefMessag@&ldefSuccessCallback successCallbac
ErrorCallback? errorCallback)
PendingOperatiomvriteNdefMessagéSuccessCallblasuccessCallback,
ErrorCallback? errorCallback, NdefMessage message)
NdefMessagereateNdefMessade

void addTextNdefRecofdnsigned short type, DOMString payload)

NdefMessage void addBinaryNdefRecofdnsigned short type, ByteArray payload)
NdefRecord

NfcError

SuccessCallback void onsucces§

ErrorCallback void onErro(NfcError error)

NdefSuccessCallback|void onSucceddNdefMessage obj)

1. Introduction

Near Field Communication is a kind of radiequency identification (RFID) technology that
usesshorthold wireless communication to transfer messages between wireless NFC devices and
NFC tags. The wireless tags are physically attached onto/ mounted nearby a physical object.

The most common use case is for an NFC device to read the identifier #aedéontents of an

NFC tag. Another quite common use case is for an NFC device to write content to an NFC tag, if
the NFC tag allows this. The webinos NFC module supports both. There is also a third use case
where NFC devices pretend to be contactlesstsraads e.g. for payment or ticketing purposes.

In general, our objective is with the webinos NFC module is to enable free competition for NFC
applications. This means that the goal is to allow any application developers to fully operate on
any of these wdes.

The purpose of an NFC tag is to provide a small amount of digital data about the physical object
that it is associated with or to help perform a task for the user. One can use either the tag
identifier, or some data stored on the tag, to achigge t

An NFC tag can be viewed as a wireless bar code. It can be read by NFC devices within a range
of up to 10 centimetres. The amount of power and resources needed by the NFC device to read
and write to an NFC tag is very low.

- NFC APPLICATIONS AND USECASES

NFC technology is increasingly taking part in every day activities. NFC enables digital data to be
associated with real world objects. NFC tags are more advanced than printed bar codes, because
one can store a few kilobytes of data on each NF@taddition to using its identifier.
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NFC is a wireless standard where messages must be exchanged and communicated in a
standardised way. This makes NFC very suitable for a wide range of ubiquitous applications.
Example applications are within logisticsedith care, social media, infotainment, gaming,
mobile payments, access to places, system access, inventory control, exchange of business cards,
email addresses, web links, images, and so on.

- NFC CORE CONCEPTS
The core concepts of the NFC standard are:
* The NFC devices and NFC tags * The NFC Data Exchange Format

NFC devices are are typically mobile phones or computers with some NFC hardware and a
driver installed. Such devices are typically active and try to detect tags, or other devices, nearby.
The devices and tags can be provided with identifiers, and these can be both fixed or dynamic
depending on the application.

NFC tags can be worn by people or attached to objects in the environment. It enables
identification and exchange of a small amountlata in the form of standardised messages that

can contain up to several data records each. Each data record contains a header identifying the
data followed by the actual data itself. It is completely up to application developers to identify
the data, to mderstand it, and to use the data. Please note that sometimes the term payload is also
being used in NFC. Payload in an NFC context simply refers to the raw data or information
being stored.

- THE NFC DATA EXCHANGE FORMAT

The NFC Forum has specified thdFC Data Exchange Format (NDEF) to enable
interoperability when exchanging data between NFC devices and NFC tags. NDEF is a standard
that specifies the NDEF data structure format along with rules on how to compose an NDEF
message as a complete collectidN®EF records. An NDEF message is a lightweight, binary
message format.

It defines how to package application data as NDEF records. NDEF only specified the data
structure format to exchange application specific data in an interoperable way. It doesneot d

any record types in detail. Providing the record header and the actual record data is completely
up to the application developer to do.

NDEF is a compact and lightweight binary format. It can contain any data such as web links,
business cards, tilgpplications, images, and so on. It is up the application developers to define
and fill it with literally any data suitable or needed for the application. It is the capabilities of the
NFC target that matters. Most NFC tags have generally a few kiloblysasaitable memory to

store the data (payload). NFC devices typically have much more memory available. There are
currently four types of NFC tags defined in the standard: typel, type 2, type 3, and type 4. The
type vary because of computing capabilitied &w level commands, but all NFC targets have

to support the exchange of NDEF messages and records.

The advantage of NDEF is that it abstracts away from the specific NFC tags/ targets. An NDEF
message consists of a set of NDEF records. Each record annsdata/ payload. The type of
data can for instance be web links, MIME media types, ordpfmed NFC data types. An
NDEF record consists of two parts: 1) the header part, and 2) the data (payload) part. The
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compact header part specifies the: i) typeath, ii) the length of the data in terms of octets, and

iii) an optional data identifier. The optional data identifier could for instance be used by
applications to nest data and records, or for other purposes such as signing. i) and ii) are
mandatory tspecify in the header of a record. Also, the data (payload) part needs to be provided
to the record. The approach to specifying headers allows for compact the identification of
standardised data formats across NFC applications. It also allows for thiécaléon of new

and custom data formats for any future NFC application.

The NDEF message format can accommodate literally any information or data of known and

initially unknown sizes. It allows an arbitrary set of information and data to be groupdigetoge

into a single message. It also allows for the compact encapsulation &neelh data such as

web links. An NDEF message is not a general message description or document format like
MIME media types, HTML, XML and so on. Rather, the purpose is tblenapplications to

take advantage of such descriptions and formats by encapsulating any of these as NDEF
messages and records.

The data (payload) length is an unsigned integer indicating the number of octets in the payload.
A compact, shortecord layoutis provided for very small payloads. The optional payload
identifier enables association of multiple data (payloads) and-mzteencing between them.
NDEF payloads may include nested NDEF messages or chains of linked chunks of unknown
length at the tira the data is generated.

- BRIEFLY HOW NFC RADIOS AND MODULES WORK

NFC tags differ from many other RFID tags mainly because of the signal range of the NFC
transceivers. Some RFID tags can be read from 100 meters, which is the case when you drive a
car through a toll ring with an RFID tag. Such long range wireless tag needs an embedded
battery to be able to broadcast the identifier/ data back to the reader. However, because the signal
reach of NFC tags and devices is only a few centimetres, the actuablys€quire no battery.
Instead, the active NFC device activates the passive NFC tag with an-etegmetic field. This

field is sufficient to power the NFC chip and drive the data exchange.

- PLANNED OPERATING MODES FOR THE WEBINOS NFC

NFC devices aarun in either readesriter mode, peeto-peer mode, or card emulation mode.
These three modes are based on the ISO/IEC 18092 NEGE ISO/IEC 14443 contactless
smart card standards. Webinos aim to provide all three modes:

1. NFC reader/writer modethe NFC device can read and write data to NFC tags. This is the
original intention of the NFC technologies. We foresee that most NFC applications will be using
this mode in the beginning. One use case is to hold a mobile towards a smart poster to obtain
information about a concert.

2. NFC peer to peer moddwo NFC devices exchange data with each other when held close.
The devices can connect and share any data/ files through the NFC Logical Link Control
Protocol (LLCP). This capability was added to teC standard because of the introduction of
NFC adapters to mobile phones.

3. NFC card emulation modean NFC device appears to another NFC device as a contactless
smart card. It makes the NFC device appear as a contactless smart card for paynterd/tocke
other NFC devices. A contactless card an NFC tag with a tiny, secure application embedded on
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it. Therefore, one needs to emulate cards through the execution of tiny, secure payment
applications towards the NFC module.

The implementation prioritydr the webinos NFC module is in the order if the above three
modes: We first will provide the NFC reader/writer mode, then we will deliver the NFC peer to
peer mode. Finally, we aim to get the NFC card emulation mode implemented, however, at the
moment thé latter mode has a lower priority in webinos.

This specification provides a new DOM event ("nfctag”) to discover when a nfc tag enters the
field of the device.

Code example
window.addEventListener("nfctag”, nfcListener, true);

function nfcListener(ev ent)
{
var techSelected = null;
var techSupported = event.tag.techList;
if(techSupported.length > 0) {
for (var index=0; index < techSupported.length; index++) {
if(techSupported[index].type == techSupported[index]. TECH_NDEF) {
techSelected = techSupported[index];
}
}

}
if(techSelected) {

var ndefMessage = techSelected.readCachedNdefMessage();
for (var index=0; index < ndefMessage.ndefRecords.length) {
if(ndefMessage.ndefRecords[index].type = ndefMessage.NDEFRECTYPE_URI)
alert("uri found:
"+ndefMessage.ndefRecords[index].textPayload);

}
}
}

2. Interfaces

2.1. PendingOperation
Definition of pending op.

[NolnterfaceObject] interface PendingOperation {
boolean cancel();

h

Methods
cancel

Cancel the async op.

Signhature
boolean cancel();
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