E-documents (e-docs, dic'04)

E-documents

not just and electronic transposition of a
E-documents document ...
... rather a data format:
m secure
Antonio Lioy = standard

m open (i.e. can be read in 30 years because the
specification is published)

e.g. ASCII, Postscript, PDF, XML, ...
... encapsulated in a secure envelope
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Parallel / distributed / indipendent

E-signature :
g signatures
usually: e-document = doc.data + e-signature
doc doc doc
es(doc,X) es(doc,X) es(doc,X)
digital signatures es(doc,Y) es(doc,Y)
es(doc,2)

e-signatures

e-signatures based on
digital signatures
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Hierarchical signatures Signed document formats
doc doc doc signed data document
es(doc,X) es(doc,X) es(doc,X) ]
es(-Y) es(-Y) document LIS document
es(-2) data
ﬁ signature signature
enveloping enveloped detached
. . _l signature signature signature
| | l (e.g. PKCS-7) (e.g. PDF) (e.g. PKCS-7)
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E-documents

(e-docs, dic'04)

PKCS-7

PKCS-7 was the RSA standard for secure
envelope (v1.5 = RFC-2315)

format for data signature and/or encryption,
with symmetric or asymmetric techniques:

m can host multiple signatures (hierarchical
or parallel)

m can carry certificates and CRL
m is arecursive format

CMS (Cryptographic Message Syntax, RFC-
2630) is the IETF evolution of PKCS-7

PKCS-7: general organization

contentinfo

contentType

content

>1..N

contentType

content

PKCS-7: contentType

data

encoding of a generic byte sequence
signedData

data + digital signatures (1..N, parallel)
envelopedData

symm. encrypted data + RSA-encrypted key

signedAndEnvelopedData

RSA encryption of (data + digital signatures)
digestData

data + digest

encryptedData
symmetrically encrypted data

PKCS-7: signedData

signedData

content

version

digestAlgorithm

contentinfo

certificates

version

cRLs

issuer + SN

signerinfo

=L encryptedDigest

PKCS-7: envelopedData

envelopedData
content
- contentType
version
- A encryptionAlgorithm
version .. |encryptedContentinfo
K . ~~L. encryptedContent
issuer + SN recipientinfo N
encAlgorithm
encKey L recipientinfo

CMS vs. PKCS-7

five formats equal to PKCS-7
signedAndEnvelopedData cancelled:
m equivalent to signedData + envelopedData

new type authenticatedData (uses a MAC for
data authentication)

= HMAC is supported

envelopedData now supports key exchange via
symm. techniques or key agreement

signedData can use SubjectKeyldentifier
DH and DSA added to RSA
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E-documents (e-docs, dic'04)

The SIMIME format SIMIME: an example
originally defined to protect MIME e-mail, but now Content-Type: multipart/signed;
used as a general application format prot?colﬁ“appl ication/x-pkcs7-signature™;
. —shal:
based on PKCS-7 (SIMIMEV2) or CMS (SIMIMEV3) boundary-— - aaaaa”
signedand | | aaaaa
signed encrypted encrypted Content-Type: text/plain
text toxt text Content-Transfer-Encoding: 7bit
Excel sheet Excel sheet Excel sheet Hello!
Word document | | [\vod Ammimant || | lword dociment LI | |- aaaaa
S/MIME digital BYENE] & CETET! Word document Content-Type: application/x-pkcs7-signature
ianat 9 S/MIME digital S/MIME encrypted Content-Transfer-Encoding: base64
Slgnattie signature envelope
M1 IN2QasDDSdwe/625dBxgdhdsf76rHfrie65a4f
S/MIME encrypted FVVSW2Q1eD+SFDs543Sdwe6+25dBxFdEROeDsrs5
envelope | || |eeee= aaaaa
User expectation User perception

perceived difference between signature and
document

“electronic signature? wonderful, so | can e-sign
a blank e-document ...”

Yes, if you use card X
with reader Y
via application W
... and you own a QC
from provider Z!

Is it possible
to create an
interoperable
signed e-document?

Antonio Lioy
ETSI work ETSI ES formats
ETSI TS 101 733 (version 1.4.0) ES-C —
; . ES-T
builds on other standards: . Electronic Signature (ES) pr—
m RFC-2630 [CMS] Cryptographic Message Syntax timestamp ||| certificate
= RFC-2634 [ESS] Enhanced Security Services S'glri‘?“f[‘f Ot:t‘;ri;z?g:d sid:?:ti're over digital and
great richness of options el g signature || f revocation
references

current work towards a simplification ...
... while retaining richness of expressivity

plus the ES-X formats ...
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E-documents

(e-docs, dic'04)

Timestamping

attestation of signature time is important
m to check that certificate is not revoked
= to match against a deadline
attestation can be:
m inside the document itself (e.g. TST)

m externally provided (e.g. by the receiving
system)

Certificate revocation timeline

key cert
compromise revocation
event time
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CRLn cert CRL n+1
issued revocation issued
request

Time-stamping

proof of data existence at a certain time
TSA (Time-Stamping Authority)
RFC-3161:
m C/S protocol (TSP, Time-Stamp Protocol)
m proof format (TST, Time-Stamp Token)

digest
data e ora
firma (TSA)

WYSIWYS

What You See Is What You Sign
highly desirable
it's a matter of the application developers

do we really need it? let's compare it to fine
prints in paper documents ...
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